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I'maBa 1

BBeneHue

JlaHHBINT TOKyMeHT MHPOpPMUpPYeT NMoJib30BaTesell AucTpudytruBa Debian 06 OCHOBHBEIX M3MEHEHUSIX B
Boimycke 10 (buster).

B mHbopMaIuu o BEITyCKe ONMCHIBAETCs IMpoliecc 6e30macHoro o6HOBJIEHUs ¢ BhiTycka 9 (stretch)
[0 TeKyI[ero BBITYCKAa U U3BECTHHIE TOTEeHIMAaIbHbIE TPOOJIEMBI, C KOTOPBIMU MOTYT CTOJIKHYThCA I10JIb-
30BaTesn pyu OOHOBJIEHUM.

CaMas nocJieJHAA Bepcys 9TOro JOKyMeHTa AOCTyIHa Ha cTpaHulle https://www.debian.org/
releases/buster/releasenotes. Ecjiu He yBepeHsl, IOCMOTPUTE AaTy Ha IepBOU cTpaHuUIle u ybe-
JUTeCh UTO YMTaeTe aKTyaJIbHYI0 BepCUlo.

[IPEOCTEPEXXEHUE

3aMeTvM, 4TO 34eCb HEBO3MOXHO MEPEYNCIIUTL BCE N3BECTHbIE MPOBNEMBI, U MO-
3TOMY ObInin BblGpaHbl TOMBKO T€, KOTOPblE, KaK OXWOAETCS, MOTYT BO3HUKHYTb Y
60nbLMHCTBA IO, N KOTOPbIe 0Ka3biBaOT HAMBOMbLIEE BIUSIHUE B LIENOM.

OO6partuTe BHUMaHUe, YTO Tellepb NOJJepXKUBaeTCsA U ONMCHIBAETCs TOJIbKO OOHOBJIEHNE C IpeJbIay-
miero Beimycka Debian (To ecTh, 3TOT JOKYMEHT OnmuchIBaeT o0HoBIeHUE ¢ stretch). Ecoiu Bam Tpebyertcs
0GHOBUTH crcTeMy ¢ 6oJiee cTaporo BEIIYCKa, 06paTHUTech K paHHUM peJaKLHAM 3TOro JOKyMeHTa WiIN
CHayvajia BBHIIOJIHUTe OOHOBJIEHUe 10 stretch.

1.1 Kak cooO6muTts 006 ommbKe B 3TOM JOKyMEHTe

M5l IBITAJIMCh IPOBECTU BCE BO3MOXHEIE 3TANbl OOHOBJIEHUS, OMMCAHHBIE B 3TOM JOKyMEHTe, a TaKXke
MOTIBITAJINCH MIPeBUIETh BCe BO3MOXHBIE TPOGJIEMBI, C KOTOPBIMU MOTYT CTOJIKHYThCSA I10JIb30BaTEJIH.

TeMm He MeHee, eCJIM BB JIyMaeTe, YTO HAIJIY OMKOKY B 3TOM ONMMCAHUY (€CTh HENPAaBUJIbHAS UJIU OT-
CcyTCTBYIOIasa nHopmanus), moxaayicTa, OTIpaBbTe coodIeHue 00 omubKe B IakeTe release—notes
B CHCTeMy OTcJexuBaHus omubok (https://bugs.debian.org/). He 3a0yabpTe cHavyaia MpocMoOT-
PpeTh cylilecTByIoIIMe coobiienus o0 omuobkax (https://bugs.debian.org/release-notes), BO3-
MOXHO, O Bailell npobjeMe yxXe U3BeCTHO. B 3ToM ciiyuae BBl MOXeTe NOCJIaTh JONOJHUTEJIbHYI0 UH-
popMmarnuio K CcymnecTBywIeMy coobmeHn0 06 omubKe MM Aaxe NpeJIOXKUTh CBOU U3MeHeHU .

Mpe1 6b111 GBI OUeHb OJ1arofapHsl, eciy K cOoOIIeHUI0 Obl1a OBl NIPUJIoKeHa 3a1jiaTa, MCIpaBJIsAoias
HWCXOOHBIN TeKCT JoKyMeHTa. O TOM, rfe B3ATh UCXOAHBIN TEKCT JaHHOro AJOKyMeHTa, cM. Paznmen 1.3.

1.2 TIIpenoctaBjieHHe OT4E€Ta 060 OOHOBJIEHUH

Mpe1 pafp! 110601 HHGOPMAaIUU O TpoBeAEHHOM 00HOBJIeHUU c stretch o buster ot mosb3oBaTesteit. Ecyin
BB XOTHUTE MMOAEJIUTHCA CBOMM OIBITOM, OTIIPaBbTe coobiieHre 00 ommbKe B NakeTe upgrade—-reports
B crucTeMy oTciexuBaHusa omuook (https://bugs.debian.org/), onucas pe3yabTaTel. Iloxanyii-
CTa, CKUMAIITe BCe MPUKJIAIbIBaeMbIe K cOOOIeHH0 Haris (C moMoIIbio gzip).

[ToxaryiicTa, BKJIIOUMTE B OTIIpaBjsieMoe cooOlleHre caeqyonyo nHpopMaluio:


https://www.debian.org/releases/buster/releasenotes
https://www.debian.org/releases/buster/releasenotes
https://bugs.debian.org/
https://bugs.debian.org/release-notes
https://bugs.debian.org/

I'JIABA 1. BBEJIEHHE 1.3. UCXOJHBIH TEKCT 3TOI'O JJOKYMEHTA

+ CocrosHue Banieli 6a3bl JaHHBIX [1AKeTOB [0 U ocJie 0OHOBJIEHUA: COCTOsIHKE 0asbl JaHHBIX dpkg
comepxurca B aiiie /var/lib/dpkg/status, a ”HGOpPMAaLKA O COCTOSHUN NTaKeTOB apt — B
daiine /var/lib/apt/extended_states. [lepes 06HOBJIEHNEM BHIIIOJHUTE pe3epBHOE KOMU-
poOBaHUe corjlacHo onucaHumo Pasges 4.1.1, IOMUMO 3TOTO, BB MOXeTe HalTH pe3epBHbIe KON
/var/lib/dpkg/status B KaTajore /var/backups.

 XypHnass ceanca paGoThl, CO3JaHHbIE ¢ IOMOIIBIO Script, cMm. Pasmen 4.4.1.

+ Xypnan paboTH apt AocTymeH B dailie /var/log/apt/term.log uiu xypHai aptitude mo-
CTyIIeH B KaTajiore /var/log/aptitude.

3AMEUYAHUE

oopMaLImMIO U3 XYPHAOoB Nepe TeM Kak BKo4aTh UX B coobLieHne 06 owmnbke, Tak

@ Ob6s3aTenbHO NPOCMOTPUTE Y YAANNTE BCIO NUYHYIO W/MN KOHCOMAEHUMANBHYIO UH-
Kak aTa nHgoopmauums 6yneT 3aHeceHa B LOCTYMHyto BceM 6a3y faHHbIX.

1.3 HcxoaHblil TEKCT 3TOr0 JOKyMeHTa

The source of this document is in DocBook XML format. The HTML version is generated using docbook-xs1
and xsltproc. The PDF version is generated using dblatex or xmlroff. Sources for the Release Notes
are available in the Git repository of the Debian Documentation Project. You can use the web interface
(https://salsa.debian.org/ddp-team/release—notes/)toaccess its files individually through
the web and see their changes. For more information on how to access Git please consult the Debian
Documentation Project VCS information pages (https://www.debian.org/doc/vcs).



https://salsa.debian.org/ddp-team/release-notes/
https://www.debian.org/doc/vcs
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I'staBa 2

YTo HOBOro B Debian 10

The Wiki (https://wiki.debian.org/NewInBuster) has more information about this topic.

2.1

HOI[,Z[CP)KHB&EMBIG APXUTEKTYPbI

Crnucok opunmraJbHO NOAAEPXKUBAEMBIX apxXUTeKTyp AJ1A Debian 10:

32-6utHslii I1IK (1386) u 64-6utHsbii [IK (amd64)
64-6outubiii ARM (armé64)

ARM EABI (armel)

ARMvV7 (EABI hard-float ABI, armhf)

MIPS (mips (c mopsaakom 6aliTOB OT cTapliero K MyafuemMy) u mipsel (c mopsgkom 6aiiToB OT
MJIa[IIIero K crapiemMy))

64-6utHseiii MIPS ¢ nopsakoM 6aliToB OT MJIafuIero K crapuemMy (mips64el)
64-6utHbiii PowerPC ¢ nopsaakoM 6aiiToB OT MJIaflIero K crapuemy (ppcé64del)

IBM System z (s390x)

Bosiee moapoGHy0 MHGOPMALIMIO O IEPEHO0CEe Ha Pa3JInYHbIe apXUTEKTYPhI U CBEJEHIs, OTHOCALINECH
K KOHKDETHBIM IIEpEHOCaM, Bbl MOXeTe IMOJIyYUTh Ha cTpaHuile rnepeHocos Debian (https://www.
debian.org/ports/).

2.2 Yrto HOBOroO B UCTpUOyTHUBE?

Hogeiil Beiyck Debian omATh coiep>XUT HAMHOTO GOJIbIIIE TPOTPAMM, YeM ero NpeIIecTBEHHUK, stretch.
JuctpubyTuB BKIIOYaeT B cebs 6osiee 13370 HOBBIX MAKeTOB, BCero ux crajo 6osiee 57703. bosbmas
YacTh NMPOTrpaMM, BXOJSAMNX B JUCTPUOYTUB, Obs1a 00HOBJIeHa: 6oJsiee 35532 makeToB (YTO CcOCTaBJIA-
eT 62% mguctpubyTuBa stretch). Takxke, Mo pa3IMYHBIM IpUYMHAM MHOTHeE makeThl (6osiee 7278, 13%
auctpubyTusa stretch) 6p1TH yaaieHsl U3 JUCTPUOYTHBA. DTU MaKeThl He Oy Ay T OOHOBJIATHCA, B UHCTPY-
MeHTax yIIpaBJIeHuA [akeTaMy OHU OyyT moMedeHH! Kak “ycrapeBiue” (obsolete), cm. Pasger 4.8.
Debian again ships with several desktop applications and environments. Among others it now includes
the desktop environments GNOME 3.30, KDE Plasma 5.14, LXDE 10, LXQt 0.14, MATE 1.20, and Xfce

4.12.

Taxoxe OB OOHOBJIEHBI O(I)I/ICHbIe IMPpUJIOXKEHNW A, BKJII04Uas CJIEAYIOIIE€ KOMIIJIEKTHI:

LibreOffice is upgraded to version 6.1;
Calligra is upgraded to 3.1.
GNUcash is upgraded to 3.4;


https://wiki.debian.org/NewInBuster
https://www.debian.org/ports/
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With buster, Debian for the first time brings a mandatory access control framework enabled per
default. New installations of Debian buster will have AppArmor installed and enabled per default. See
below for more information.

Besides, buster is the first Debian release to ship with Rust based programs such as Firefox, ripgrep,
fd, exa, etc. and a significant number of Rust based libraries (more than 450). Buster ships with Rustc
1.34.

Updates of other desktop applications include the upgrade to Evolution 3.30.

B 3TOM BHINyCKe, CpeIy MPOYero, GhLI0 OGHOBJIEHO CJIeyiollee IPOrpaMMHOe obecreueHue:

ITaker Bepcus B 9 (stretch) Bepcus B 10 (buster)
Apache 2.4.25 2.4.38
BIND DNS cepsep 9.10 9.11
Cryptsetup 1.7 2.1
Dovecot MTA 2.2.27 2.3.4
Emacs 24.5u 25.1 26.1

Exim, IIOYTOBHII cCepBEp IIO 4.89 4.99
YMOJTIaHUIO

GNU Compiler Collection, 6.3 7 4 and 8.3
KOMIUWJIATOP 0 YMOJTYAHUIO

GIMP 2.8.18 2.10.8
GnuPG 2.1 2.2
Inkscape 0.92.1 0.92.4
GNU o6ubsmoreka C 2.24 2.28
lighttpd 1.4.45 1.4.53
O6pas agpa Linux BeTKa 4.9 4.19 series
LLVM/Clang toolchain 3.7 6.0.1 and 7.0.1 (default)
MariaDB 10.1 10.3

Nginx 1.10 1.14
OpenJDK 8 11
OpenSSH 7.4pl 7.9p1

Perl 5.24 5.28

PHP 7.0 7.3

Postfix MTA 3.1.8 3.3.2
PostgreSQL 9.6 11

Python 3 3.5.3 3.7.3

Rustc 1.34
Samba 4.5 4.9

Vim 8.0 8.1

2.2.1 UEFI Secure Boot

Secure Boot is a feature enabled on most PCs that prevents loading unsigned code, protecting against
some kinds of bootkit and rootkit.

Debian can now be installed and run on most PCs with Secure Boot enabled.

It is possible to enable Secure Boot on a system that has an existing Debian installation, if it already
boots using UEFI. Before doing this, it’s necessary to install shim-signed, grub-efi-amd64-signed
or grub-efi-ia32-signed, and a Linux kernel package from buster.

Some features of GRUB and Linux are restricted in Secure Boot mode, to prevent modifications to
their code.

More information can be found on the Debian wiki at SecureBoot (https://wiki.debian.org/
SecureBoot).

2.2.2 AppArmor enabled per default

Debian buster has AppArmor enabled per default. AppArmor is a mandatory access control framework
for restricting programs’ capabilities (such as mount, ptrace, and signal permissions, or file read, write,
and execute access) by defining per-program profiles.
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The apparmor package ships with AppArmor profiles for several programs. Some other packages,
such as evince, include profiles for the programs they ship. More profiles can be found in the apparmor-profiles-
package.
AppArmor is pulled in due to a Recommends by the buster Linux kernel package. On systems that
are configured to not install recommended packages by default, the apparmor package can be installed
manually in order to enable AppArmor.

2.2.3 Optional hardening of APT

All methods provided by APT (e.g. http, and https) except for cdrom, gpgv, and rsh can make use of
seccomp-BPF sandboxing as supplied by the Linux kernel to restrict the list of allowed system calls, and
trap all others with a STGSYS signal. This sandboxing is currently opt-in and needs to be enabled with:

APT: :Sandbox: :Seccomp is a boolean to turn it on/off

Two options can be used to configure this further:

APT: :Sandbox::Seccomp: :Trap is a list of names of more syscalls to trap
APT::Sandbox::Seccomp::Allow is a list of names of more syscalls to allow

2.2.4 Unattended-upgrades for stable point releases

Previous versions of unattended-upgrades defaulted to installing only upgrades that came from the
security suite. In buster it now also automates upgrading to the latest stable point release. For details,
see the package’s NEWS.Debian file.

2.2.5 Substantially improved man pages for German speaking users

The documentation (man-pages) for several projects like systemd, util-1linux and mutt has been
substantially extended. Please install manpages—de to benefit from the improvements. During the
lifetime of buster further new/improved translations will be provided within the backports archive.

2.2.6 Network filtering based on nftables framework by default

Starting with iptables v1.8.2 the binary package includes iptables-nft and iptables-legacy,
two variants of the i ptables command line interface. The nftables-based variant, usingthenf_tables
Linux kernel subsystem, is the default in buster. The legacy variant uses the x_tables Linux kernel
subsystem. The update—-alternatives system can be used to select one variant or the other.

This applies to all related tools and utilities:

» iptables
+ iptables-save

+ iptables-restore

ip6tables

« ip6tables-save

+ ip6tables-restore
+ arptables

+ arptables-save

+ arptables-restore
« ebtables

« ebtables-save

- ebtables-restore
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All these have also gained -nft and —1egacy variants. The -nft option is for users who can’t or
don’t want to migrate to the native nftables command line interface. However, users are strongly
enouraged to switch to the nftables interface rather than using iptables.

nftables provides a full replacement for iptables, with much better performance, a refreshed
syntax, better support for IPv4/IPv6 dual-stack firewalls, full atomic operations for dynamic ruleset
updates, a Netlink API for third party applications, faster packet classification through enhanced generic
set and map infrastructures, and many other improvements (https://wiki.nftables.org).

This change is in line with what other major Linux distributions are doing, such as RedHat, which now
uses nftables as its default firewalling tool (https://access.redhat.com/documentation/
en—-us/red_hat_enterprise_linux/8-beta/html-single/8.0_beta_release_notes/index#
networking_2).

Also, please note that all iptables binaries are now installed in /usr/sbin instead of /sbin. A
compatibility symlink is in place, but will be dropped after the buster release cycle. Hardcoded paths to
the binaries in scripts will need to be corrected and are worth avoiding.

Extensive documentation is available in the package’s README and NEWS files and on the Debian
Wiki (https://wiki.debian.org/nftables).

2.2.7 Cryptsetup defaults to on-disk LUKS2 format

The cryptsetup version shipped with Debian buster uses the new on-disk LUKS2 format. New LUKS
volumes will use this format by default.

Unlike the previous LUKS1 format, LUKS2 provides redundancy of metadata, detection of metadata
corruption, and configurable PBKDF algorithms. Authenticated encryption is supported as well, but still
marked as experimental.

Existing LUKS1 volumes will not be updated automatically. They can be converted, but not all
LUKS2 features will be available due to header size incompatibilities. See the cryptsetup (https:
//manpages.debian.org/buster/cryptsetup) manpage for more information.

Please note that the GNU GRUB bootloader doesn’t support the LUKS?2 format yet. See the corresponding
documentation (https://cryptsetup—team.pages.debian.net/cryptsetup/encrypted-boot.
html) for further information on how to install Debian 10 with encrypted boot.

2.2.8 Driverless printing with CUPS 2.2.10

Debian 10 provides CUPS 2.2.10 and cups—-filters 1.21.6. Together these give a user everything that
isneeded to take advantage of driverless printing (https://wiki.debian.org/DriverlessPrinting).
The principal requirement is that a network print queue or printer offers an AirPrint service. A modern
IPP printer is highly likely to be AirPrint-capable; a Debian CUPS print queue is always AirPrint-enabled.

In essence, the DNS-SD (Bonjour) broadcasts from a CUPS server advertising a queue, or those from
IPP printers, are capable of being displayed in the print dialogs of applications without any action being
required on the part of a user. An additional benefit is that the use of non-free vendor printing drivers
and plugins can be dispensed with.

A default installation of the cups package also installs the package cups—-browsed; print queues
and IPP printers will now be automatically set up and managed by this utility. This is the recommended
way (https://wiki.debian.org/QuickPrintQueuesCUPS) for a user to experience seamless and
trouble-free driverless printing.

2.2.9 Basic support for Allwinner A64 based devices

Thanks to the efforts of the linux-sunxi community (https://linux-sunxi.org) Debian buster
will have basic suport for many devices based on the Allwinner A64 SoC. This includes FriendlyARM
NanoPi A64; Olimex A64-OLinuXino and TERES-A64; PINE64 PINE A64/A64 + /A64-LTS, SOPINE, and
Pinebook; SINOVOIP Banana Pi BPI-M64; and Xunlong Orange Pi Win(Plus).

The essential features of these devices (e.g. serial console, ethernet, USB ports and basic video
output) should work with the kernel from buster. More advanced features (e.g. audio or accelerated
video) are included or scheduled to be included in later kernels, which will be made available as
usual through the backports archive (https://backports.debian.org). See also the status page
(https://linux-sunxi.org/Linux_mainlining_effort) for the Linux mainlining effort.
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2.2.10 Hosoctu Debian Med

The Debian Med team has added several new packages and updates for software targeting life sciences
and medicine. The effort to add Continuous Integration support for the packages in this field was (and
will be) continued.

To install packages maintained by the Debian Med team, install the metapackages named med-*,
which are at version 3.3 for Debian buster. Feel free to visit the Debian Med tasks pages (http://
blends.debian.org/med/tasks) to see the full range of biological and medical software available
in Debian.

2.2.11 GNOME defaults to Wayland

Following upstream, GNOME in buster defaults to using the Wayland display server instead of Xorg.
Wayland has a simpler and more modern design, which has advantages for security.

The Xorg display server is still installed by default and the default display manager still allows you
to choose it as the display server for the next session, which may be needed if you want to use some
applications (see Pazgen 5.1.9).

People requiring accessibility features of the display server, e.g. global keyboard shortcuts, are
recommended to use Xorg instead of Wayland.

2.2.12 Merged /usr on fresh installs

On fresh installs, the content of /bin, /sbin and /1ib will be installed into their /usr counterpart by
default. /bin, /sbin and /1ib will be soft-links pointing at their directory counterpart under /usr/.
In graphical form:

/bin b’’-b’’ /usr/bin
/sbin b’’-b’’ /usr/sbin
/1lib b’’-b’’ /usr/lib

When upgrading to buster, systems are left as they are, although the usrmerge package exists to do the
conversion if desired. The freedesktop.org (https://www.freedesktop.org) project hosts a Wiki
(https://www.freedesktop.org/wiki/Software/systemd/TheCaseForTheUsrMerge/) with
most of the rationale.

This change shouldn’t impact normal users that only run packages provided by Debian, but it may
be something that people that use or build third party software want to be aware of.

2.2.13 News from Debian Live team

The Debian Live team is proud to introduce LXQt live ISOs as a new flavor. LXQt is a lightweight Qt
desktop environment. It will not get in your way. It will not hang or slow down your system. It is focused
on being a classic desktop with a modern look and feel.

The LXQt desktop environment offered in the Debian Live LXQt project is pure, unmodified, so you
will get the standard desktop experience that the LXQt developers created for their popular operating
system. Users are presented with the standard LXQt layout comprised of a single panel (taskbar) located
on the bottom edge of the screen, which includes various useful applets, such as the Main Menu, task
manager, app launcher, system tray area, and integrated calendar.

The buster live images come with something new that a bunch of other distributions have also
adopted, which is the Calamares installer. Calamares is an independent installer project (they call it
«The universal installer framework») which offers a Qt based interface for installing a system. It doesn’t
replace debian-installer on the live images; rather, it serves a different audience.

Calamares is really easy to use, with friendly guided partitioning and really simple full-disk encryption
setup. It doesn’t cover all the advanced features of debian-installer (although it very recently got RAID
support) and it doesn’t have an unattended install mode either. However, for 95% + of desktop and
laptop users, Calamares is a much easier way to get a system installed, which makes it very appropriate
for live systems. For anyone who needs anything more complicated, or who’s doing a mass-install,
debian-installer is still available in both text and GUI forms.

Debian Live Buster re-introduces the standard live image. This is a basic Debian image that contains
a base Debian system without any graphical user interface. Because it installs from a squashfs image
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rather than installing the system files using dpkg, installation times are a lot faster than installing from
a minimal Debian installation image.




I'staBa 3

CucreMa ycTaHOBKU

Debian Installer (mporpamma ycTaHOBKM) sBJIAeTCA OQUIIHAIBHOM cucTeMol ycraHoBku Debian. OHa
npejJjiaraeT MKUPOKUI BEIOOP METOAOB yCTaHOBKU. CIMCOK AOCTYIHBIX METOHOB 3aBUCUT OT apXUTeK-
TypPbl KOMIIBIOTEPA.

O6pa3ssl MporpaMMBbl yCTaHOBKH 1A buster 1 pyKOBOACTBO MO YCTAHOBKE MOXHO HAlTH Ha BeO-caiTe
Debian (https://www.debian.org/releases/buster/debian-installer/).

The Installation Guide is also included on the first media of the official Debian DVD (CD/blu-ray)
sets, at:

/doc/install/manual/ru/index.html

Takxe cjieyeT 03HaKOMUTHCSA CO CITUCKOM M3BECTHBIX OMMOOK (https://www.debian.org/releases/
buster/debian-installer/index#errata) nporpaMMsl yCTaHOBKHU.

3.1 4Yrto HOBOrO B cucTeMe yCTaHOBKHU?

There has been a lot of development on the Debian Installer since its previous official release with
Debian 9, resulting in improved hardware support and some exciting new features or improvements.
Most notably there is the initial support for UEFI Secure Boot (see Pazpmen 2.2.1), which has been
added to the installation images.
If you are interested in an overview of the detailed changes since stretch, please check the release
announcements for the buster beta and RC releases available from the Debian Installer’s news history
(https://www.debian.org/devel/debian—-installer/News/).

3.1.1 AsBTOMaru3vpOBaHHAasA yCTAHOBKa

MHOXeCTBO U3MeHeHNH, YIIOMAHYTHIX B IpebIAyIleM pasjesie, TakkKe 3aTPOHYJIM 1 aBTOMaTU3UPOBaH-
HYI0 YCTaHOBKY C MOMOIIBIO (paiijia OTBETOB. OTO O3HAYaeT, UTO eCJIM Y BacC yXe ecTh (paiijibl OTBETOB,
KOTOpBIe paboTaiv ¢ MPOrpaMMOM yCTaHOBKM stretch, He xauTe, yTo OHM OyayT paboTaTh C HOBOM
MpOrpaMMOM yCTaHOBKU 6e3 M3MeHeHU.

B pykoBojcTBe 1o yctaHoBKe (https://www.debian.org/releases/buster/installmanual)
Telepb ecTh OTAEJIbHOE IIPUJIOXKEHNE, B KOTOPOM IOAPOOHO OMMCHIBaeTCsA HCI0Ib30BaHNE aBTOMATHU3H-
POBaHHOY HACTPOUKM.
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OoHoBJieHue ¢ Debian 9 (stretch)

4.1 IloaroroBka K OOHOBJIEHHUIO

[Tepen oOHOBJIEHHEM MBI peKOMeEHJyeM BaM Taikke MpounTaTh I'y1aBa 5. OTOT pasfjesi ONMCHIBAET IIO-
TeHLKaJIbHble IPo6JIeMbl, KOTOPHIe He MMeI0T IIPSAMOIo OTHOIIEHHs K Npolieccy OOHOBJIEHU, HO BCE xKe
BaXHO Y3HATb O HUX A0 YCTAHOBKHU.

4.1.1 Co3paHue pe3epBHOI KONMH BCeX JaHHBIX U HACTPOEK

[Tepen oOHOBIEHNEM HAaCTOATEIBHO PEKOMEH/IyeTCs clielaTh pe3epBHYI0 KOIUIO0 BCEl CUCTeMBI UIH, 110
KpaiiHell Mepe, BceX JaHHBIX U HAaCTPOeK, KOTOPHIe BBl HE MOXeTe M03BOJIUTh cebe notepATh. MHCTpy-
MEHTHI 1j11 OOHOBJIEHUS U caM MpOoLiecc AOCTATOYHO HAAEXHEI, HO cOOI anmapaTHOro obeclieueHUs B
xoJie 06HOBJIEHS MOXeT IIPUBECTU K CepbE3HOMY MOBPEXJEeHUI0 CUCTEMEL.

B nepBy10 ouepeib HeOOXOAUMO clieJIaTh pe3epBHYI0 KOMUI0 COAEPKMMOI0 KaTajoros /etc, /var/
lib/dpkg, /var/lib/apt/extended_states u pe3yabTaTta paboThl KOMaH/bl dpkg —-get—-selections
7 %" (KaBBIYKY BaXKHbI). Ec/iu 17151 ynpaBjieHNs makeTaMu BB HCIIOJIb3yeTe aptitude, To Takxke clesaiite
pe3epBHYI0 KONUo /var/lib/aptitude/pkgstates.

O6HOBJIeHHe caMo o cebe HUKaK He 3aTparuBaeT KaTajaor /home. OQHAKO HEKOTOpPhIE MPUJIOXe-
HUA (B YaCTHOCTH, HEKOTOpHIe npusioxeHus Mozilla, okpyxenus pa6ouero ctoia GNOME u KDE) npu
IIepBOM 3allycKe HOBOU BepCHU Ilepe3allChiBal0T MMeIOIIecs M0JIb30BaTesIbCKie HAaCTPOMKU HOBBEIMU
HacTpokaMu 1o ymoydaHuo. Ha Besakuil ciydali CTOUT cfjesiaTh pe3epBHYI0 KOMUI0 CKPHITHIX daiijios
1 KaTajioroB (Ha3BaHUe KOTOPHIX HAUMHAETCsA ¢ TOYKHM) U3 JOMAIIHUX KaTaJIoroB MoJib30BaTesieil. DTo
IIOMOJXeT BaM B cJIyyae HeoOXOJUMOCTU BOCCTAHOBUTH cTaphle HacTpoiiku. He nmumuuMm OyaeT mpefny-
MpeJIUTh MoJIb30BaTesell 06 3Toi npobiemMe.

YcraHoBKa J1I000ro nakeTa JOJDKHA IPOU3BOAUTHCA € MPUBUJIETUAMU CylleproJib3oBaresid. [ToaTo-
MY BBl JOJDKHBI JIUOO BOWTH B CUCTEMY IIOJ] UMeHEeM CYIlepIioJib30BaTesis root, JIMOO0 HCI0JIb30BaTh
nporpaMmsl su i sudo, YToGH NOJTyYHTh HEOOXOAUMEIE TIpaBa.

[ npoBeiennss 0OHOBJIEHNA eCTh HeCKOJIBKO IIpeBapyUTesIbHEIX TpeOOBaHNIT; IPOBEPbTE, YTO OHU
co0JIr0Jal0TCA.

4.1.2 TIpeaBapuTesbHOe MHPOPMUPOBAHME MOJIb30BaTEJIEN

XKesnarenbHO 3apaHee cOOOI[ATh BCEM II0JIb30BATEJIAM O JIIOOBIX IJIAHUPYEMBIX 0OHOBJIEHUAX, XOTS I10JIb-
30BaTesy, paboTammiye B cucreMe yepe3 ssh, He JOJDKHBL UCHBITaTh OCOOBIX MpoGJieM B Iporecce 06-
HOBJIEHHA U BIIOJIHE MOTYT IIPOJIOJIKATh paboTy.

Ecyi BBI XOTHTE IPUHATH JOIIOJIHUTEIBHBIE MEePHI IPEJOCTOPOXHOCTH, CO3alTe Pe3ePBHYIO KOIHIO
Y pasMOHTUPYHTe pasfen /home nepes 0OGHOBJIEHUEM.

ITpu o6HOBIIEHNH [0 buster moTpe6yeTcsa 06HOBUTH AAPO, TO3TOMY oTpebyeTcs nepesarpyska. O6b4-
HO, 3TO MPOUCXOJUT 10 OKOHYAHNUU OOHOBJIEHU .

4.1.3 IloaroroBka K mepepeiBy B pabore ciry>x0

[Tpu 06HOBJIEHNY MOXET TOTPe6OBaThCS OOHOBUTD IMAKETHI JIJIs1 pA0OTAITNX HA JAHHOU MaIlIlHE CJTyXO0.
B sTom cityuae pabora ciryx6 6yfer npepBaHa Ha BpeMs OOHOBJIEHUs, 3aMeHbI M HACTPOMKU MaKeTOB.
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TouHOe BpeMs NpocTos ci1yx0 OyaeT 3aBUCETh OT KOJIMYeCcTBa OOHOBJIAEMBIX B CHCTEMeE IaKeTOB, a
TakXxe OT BpeMeHH, 3aTpaurBaeMoe aJMUHUCTPAaTOPOM /I OTBETOB Ha BONPOCH O HacTpolike. 3ame-
THUM, 4TO €CJIX Npoliecc OOHOBJIEHUS OCTaBUTh Oe3 BHUMaHUA U He CJIeAUTh 3a 3allpocaMy CUCTEMBI,TO
BBICOKA BEPOSATHOCTh YBEJIMYUTh HEJOCTYIMHOCTD CIyk0' Ha 3HAUMTEJIbHBIN NPOMEXYTOK BPEMEHH.

Ecnu o6HOBIIsIeMas cucTeMa NpeocTaBisieT KpUTHUYeCKU BaXKHble CIIYKObI 11 110JIb30BaTesel Win
ceTu?, TO Bbl MOXETE COKPATUTh BPEMs MPOCTOsl, €CJIM CHAYasia BHIIOJHUTE MUHUMAJIbHOE OGHOBJIE-
Hue cucteMsl (cMm. Paznen 4.4.4), 3aTrem 0OHOBUTE AP0 U Nlepe3arpy3uTech, a 3aTeM OOHOBUTE NIAKeTHI,
CBA3aHHEBIE C BAalllMMU KPUTUYECKUMU ciiyx0amu. OnrcaHre 0OHOBJIEHNS 3TUX NaKeTOB Ilepe/l TOJIHBIM
oOHOBJIeHreM cMoTpuTe B Pazfes 4.4.5. Takoii NOpAJOK 03BOJIAET OCTaBUTh pabOTalIUMU KpUTHyYe-
CKHe CJIyXOBbl Ha BpeMs IIPOXOX/IeHNs [IOJTHOTO OOHOBJIEHUS U COKPATUTh BpeMs NMPOCTOs.

4.1.4 TloarotoBKa K BOCCTaHOBJIEHHUIO

Xots Debian meiTaeTcs mpoBepuTh, YTO CUCTEMA Beera OyIeT B COCTOSTHUU 3aTPy3UThCS, €CTh peasibHast
ONacHOCTh BO3HUKHOBeHUs Mpo6JieM MocJie Mepe3arpy3ku B OOHOBJIEHHYIO cucTeMy. boJipias 4yacTh
BO3MOXHBIX [Tpo0JieM onucaHa 34ech U fajee B cJIeAyILUX rj1aBax nHGopMalnuu o BHITyCKe.

[TosTOMYy Jiyullle yAOCTOBEPUTHCS, YTO BBl CMOXETE BEPHYTh CUCTEMY B IIPEXHEe COCTOSAHUE, eCJIU
OHA He CMOXeT 3arpy3uThCA WM, [JIA CUCTEM yIpaBJsAeMbIX YAaJIEHHO, He 3apaboTaeT CceTb.

Eciu o6HOBJIEHME IPOU3BOAUTCA yAAJIEHHO Yepe3 ssh, pekoMeHAyeM BaM MPeAyCMOTPETh OIKJITIO-
YyeHUe K JIOKaJbHOIN KOHCOJIM cepBepa uepe3 yAaJIEHHBIN MOCJIeqoBaTeIbHbII TepMUHAI. MoxeT ciiy-
YUTHCA TaK, 4TO IOcJie OOHOBJIEHUA Afpa U Iepe3arpy3ku, BaM MOTpeOyeTcsA HUCIPaBUTh CHUCTEMHBIE
HaACTPOWKU Yepe3 JIOKAJIbHYI0 KOHCOJIb. Eciiu cucTemMa ciiy4yaiiHoO repe3arpy3uTcs B CepeJuHe mpoijecca
O0OHOBJIEHMS, BaM TakXe norpedyeTcs JIOKaJabHass KOHCOJIb AJI BOCCTAHOBJICHUA.

711 aBapuitHOTO BOCCTAHOBJIEHN OOBIYHO MBI PEKOMEH/1TyeM HCII0JIb30BATh PEACUM BOCCMAHOBIEHUA
13 mporpaMMsl yctaHoBKku Debian buster. [IpenmyinecTBo B MCIIOJIB30BAaHUU MPOrPAMMEI YCTAaHOBKU
COCTOUT B TOM, YTO BBl MOXeTe BhHIOMpaTh M3 MHOXECTBA METOJOB YCTAHOBKMU TOT, KOTOPBIH JIydilie
MOJXOUT B Balleli cutyanuu. JonojHuTepHasA nHGopMalys npusejieHa B pasfeiie «BoccraHoBiieHue
CJIOMAHHOM CHCTEeMBI» I'JIaBhl 8 pyKOBO/ICTBA 10 ycTaHOBKe (https://www.debian.org/releases/
buster/installmanual) u B YaBO mo nporpamme ycraHoBku Debian (https://wiki.debian.
org/DebianInstaller/FAQ).

Ecyiu 3arpy3utbes He yaasioch, BaM MOXeT NOTpeboBaThCs ajlbTePHATUBHBIN CIIOCOO 3arpy3Ku CU-
CTeMBl /I JOCTyIa U BOCCTAHOBJIEHUA. [[JI 3TOr0 MOXHO BOCIIOJIb30BaThCsA CIlelUajIbHBIM 00pa3oM
BOCCTAHOBJIEHUA WJIM KMBBIM KOMMAaKT-AUCKOM ¢ Linux. Ilocse 3arpys3ku KakKMM-TO U3 CIIOCOOOB, BbI
CMOXeTe CMOHTHPOBAaTh UMEIOIYIOCA KOPHEBYI0 (HaiIOBYI0 CUCTEMY U BHIIOJIHUTH B He€ chroot, 4To-
OB HAWITU U UCTIPABUTH OIMINOKY.

4.1.4.1 OrinanoyHas o6oJiouka u3 initrd Bo BpeMs 3arpysku

[laker initramfs—tools Ho6GaB/AET OTJIaJ0UYHYI0 000JIOUKY® B co3faBaeMsblii initrd. Hanpumep, eciu
initrd He ymacTcsa cMOHTUpPOBaTh KOPHeBYI0 (aiijioByl0 cHCTeMy, TO BB IONAAETE B 3Ty OTJIAOUYHYIO
000JI0YKY; OHa IpeAoCTaBJIAeT OCHOBHbIE KOMaH/Ibl, KOTOpBIe ITOMOTYT BaM BBIACHUTH B 4éM JEJIO U,
BO3MOXHO, JaXke BCE NCIPABUTb.

YTO HYXKHO IPOBEPUTH: HAJINYME NPABIIBHHX (HaiijioB yCTPOKCTB B KaTajore /dev; Kakue MOJIY-
Jm 3arpyxeHsl (cat /proc/modules); MpOBEPUTH B pe3ysibTaraXx dmesg OTCyTCTBHE OLUIMOOK MpHU
3arpy3ke JpatiBepoB. BriBoj dmesg Takkxe MOKaXXeT COOTBETCTBHE Ha3HAYeHHHBIX (HailjIoB yCTPOMCTB
auckaMm; ybenurech, 4TO pe3yjIbTaToM echo S$ROOT ABJIAETCA OXUJaeMOe YCTPOMCTBO AJIA KOPHEBOH
(daiinoBol cucTeMsl.

Ecsu BB pemiiu npo6JieMy, JJiA BRIX0oAa M3 OTJIAAOYHOM 000J109YKU HabepuTe exit, U Ipolecc 3a-
IPY3KU IPOAOJIKUTCA € MecTa ocTaHoBa. EcTecTBEHHO, BaM HYyXKHO YCTPaHUTh IPUUKUHY U [1epeco3/1aTh
initrd gy Toro, YTOGH CeAyoIIas 3arpy3Ka mpoiia 6e3 npobjem.

IEcyiu mpuoputeT debconf ycTaHOB/IEH B caMblil BHICOKUE YPOBEHb, TO OTBETOB HA BOTMPOCH O HACTPOHKe MOXHO HU30€XaTh,
HO BO3MOJKHA CUTYal[ysA, TP KOTOPOI OTBETHI [0 YMOIYAHUIO MOTYT OKa3aThCsA HEKOPPEKTHBI B Balllell CCTeMe U CJTyKObI MOTYT
He 3aIlyCTUTHCA.

2Hanpumep: ciyx6s1 DNS mmu DHCP, a IMeHHO, KOT/ja He TIpelyCMOTPeHH pe3epBHbIe cepeephl. B oTcyTersuu DHCP 11osts-
30BaTeJI MOT'YT OBITh OTKJIIOYEHHI OT CETH, eCJIM BpeMs apeHbl MeHbIIle YeM BpeMs, 3aTpadyrBaeMoe Ha OOHOBJIEHHE.

33Ty BO3MOXHOCTb MOXHO BBIKJTIOUUTD, 106aBUB NapaMeTp panic=0 B MapaMeTphl 3arpy3KH.
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4.1.4.2 OriagoyHas 060JI0YKa BO BpeMs 3arpy3KH ¢ MCIOJIb30BaHUEM systemd

Eciu He yaétcs 3arpy3uThesa nof systemd, MOXHO 3aIyCTUTh KOMaHAHYI0 000JIOUKY ¢ IpaBaMHU CyTiep-
IMoJIb30BaTeJisA, U3MEHKUB CTPOKY KOMaH/ A[Apa. Ecu 6a3oBas 3arpy3ka 3aBepuaeTcAa yCIIelHO, HO HEKO-
TOpBIE CJIy>KObI He 3allyCKaI0TCsA, MOXeT OBITh [TOJIe3HBIM JOOAaBUTh KOMaHAY systemd.unit=rescue.target
K lapameTpam sApapa.

B mpoTuBHOM cily4ae mapaMeTp Afpa systemd.unit=emergency.target Kak MOXHO paHbIle
IIpeJOCTaBUT BaM KOMaH/IHy0 000JIOUKY C IIpaBaMHU CyIleproJib3oBaTesisa. TeM He MeHee, 3TO BhIIOJIHA-
eTcs 0 MOHTHPOBaHNA KOpHeBOH (ailjioBoii cCTEMBI C IIpaBaMU Ha UTeHHe. Bam priéTcs BEIIOJIHUTD
3TO BPYYHYIO C IIOMOIIbIO CJ'IeJZ[YIOLL[efl KOMaHObI:

# mount -o remount,rw /

More information on debugging a broken boot under systemd can be found in the Diagnosing Boot
Problems (https://freedesktop.org/wiki/Software/systemd/Debugging/) article.

4.1.5 TIlogroroBka 6e30IIacHOr0 OKPYy>XeHU:A AJis1 OOHOBJIEHUA

BAXHO

@ If you are using some VPN services (such as t i nc) consider that they might not be
available throughout the upgrade process. Please see Paznen 4.1.3.

In order to gain extra safety margin when upgrading remotely, we suggest that you run upgrade
processes in the virtual console provided by the screen program, which enables safe reconnection and
ensures the upgrade process is not interrupted even if the remote connection process temporarily fails.

4.1.6 Verify network interface name support

Systems upgraded from older releases that still use network interfaces with names like eth0 or wlan0
are at risk of losing networking once they switch to buster; see Pazzmesn 5.1.6 for migration instructions.

4.2 Checking APT configuration status

The upgrade process described in this chapter has been designed for «pure» Debian stable systems. If
your APT configuration mentions additional sources besides stretch, or if you have installed packages
from other releases or from third parties, then to ensure a reliable upgrade process you may wish to
begin by removing these complicating factors.

The main configuration file that APT uses to decide what sources it should download packages from is
/etc/apt/sources.list, butit can also use files in the /etc/apt/sources.list.d/ directory -
for details see sources.list(5) (https://manpages.debian.org/buster//buster/apt/sources.
list.5.html). If your system is using multiple source-list files then you will need to ensure they stay
consistent.

Below there are two methods for finding installed packages that did not come from Debian, using
either aptitude or apt-forktracer. Please note that neither of them are 100% accurate (e.g. the aptitude
example will list packages that were once provided by Debian but no longer are, such as old kernel
packages).

’

$ aptitude search ’~i (!~ODebian)
$ apt-forktracer | sort

Direct upgrades from Debian releases older than 9 (stretch) are not supported. Please follow the
instructions in the Release Notes for Debian 9 (https://www.debian.org/releases/stretch/
releasenotes) to upgrade to Debian 9 first.

DTa mpolie[ypa TaKxe IpeoJiaraer, 4To Baiia cicreMa 0OHOBJIEHA JI0 IIOCJIEAHEro BhIIyCcKa stretch.
Ec/u 3TO He Tak WM BBl B TOM He YBEPEHbI, CJIe[lyiiTe MHCTPYKIuAM u3 Pasmert A.1.
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You should also make sure the package database is ready before proceeding with the upgrade. If
you are a user of another package manager like aptitude or synaptic, review any pending actions.
A package scheduled for installation or removal might interfere with the upgrade procedure. Note that
correcting this is only possible if your APT source-list files still point to stretch and not to stable or buster;
see Paznen A.2.

It is a good idea to remove obsolete packages from your system before upgrading.

4.2.1 Cexkuus proposed-updates

If you have listed the proposed-updates section in your APT source-list files, you should remove it
before attempting to upgrade your system. This is a precaution to reduce the likelihood of conflicts.

4.2.2 HeodunuaibHble UCTOYHUKHA

If you have any non-Debian packages on your system, you should be aware that these may be removed
during the upgrade because of conflicting dependencies. If these packages were installed by adding an
extra package archive in your APT source-list files, you should check if that archive also offers packages
compiled for buster and change the source item accordingly at the same time as your source items for
Debian packages.

Y HEKOTOPHIX [0JIb30BaTeJIel MOTYT OBITh YCTaHOBJIEHBI HeoPUYUATbHble IepEHECEHHEBIE «00JIee HO-
BhIe)» BEPCUU IaKeTOB, coOpaHHbIe A1 stretch. Takve makeTsl, ckopee BCETO, CTaHYT NPUYHHOI POGJIeM
npy OGHOBJIEHUM, TaK KAK OHU MOTYT BBI3BaTh KOHQIMKTH (aiiios*. B Pasgen 4.5 cogepKuUTcsa HEKO-
Topas uHdopmarys 0 ToM, UTO JieJlaTh, eCJIM BO3HUKIIN (PaiijioBble KOHQJIUKTHI.

4.2.3 Orkimouenue ¢pukcauu B APT

Ecsu Bbl HacTponyu APT Ha ycTaHOBKY HEKOTOPBIX ITaKeTOB M3 AUCTPUOYTHBA, OTJINYHOTO OT CTaOu1JIb-
HOro (Hampumep, TeCTUPyeMOro), BaM, BO3MOXHO, MPUAETCA U3MEHUTh HACTpouku (ukcaruu B APT
(xpansrcs B aiine /etc/apt/preferences U KaTajiore /etc/apt/preferences.d/), 4TobHl cTa-
JI0 BO3MOXHBIM OOHOBJIEHHE MTAKETOB JO BEPCUM HOBOI'O CTAabMJIBHOIO BHINYyCKa. BoJiee mogpoOHy0 UH-
dopmanuio o pukcanuu naketos B APT moxHo Halitu B apt_preferences(5).

4.2.4 TIIpoBepka COCTOSHUS AKETOB

HesaBucumMo ot crioco6a 06HOBJIEHUs, pEKOMEHYeTCs CHavasla IPOBEPUTh COCTOSIHUE BCEX MTAKETOB U
y6eanThCs, YTO BCeM ITaKeTaM paspelieHo o6HOBIAThCA. CiieAyIoImas KOMaH/ia MoKaXeT IaKeTHl ycTa-
HoBJieHHBle yacTuyHOo (Half-Installed), HacTpoiika kotopsix He ynanack (Failed-Config), a Taxxe Bce
MaKeThl B OMINOOYHBIX COCTOSHUSAX:

# dpkg —-—audit

MOXHO TaKXe [IPOBEPUTH COCTOsIHUE BCEX MAKETOB CHUCTEMBI C TIOMOIIbI0 MporpaMmMel aptitude u
TaKUX KOMaH[], KaK

# dpkg -1 | pager
nJIn

# dpkg --get-selections ”*” > ~/curr-pkgs.txt

ITepen 0GHOBJIEHNEM XXeJIATEJIBHO CHATH Bce duKcaryu ¢ maketoB. Eciii oauH U3 3HAYUMBIX U1
O0OHOBJIeHMA ITaKeTOB 3adUKCHPOBaH, OOHOBJICEHNE 3aBEPIIMTCA HeyJaqyHo.

Note that aptitude uses a different method for registering packages that are on hold than apt and
dselect. You can identify packages on hold for aptitude with

# aptitude search "~ahold”

If you want to check which packages you had on hold for apt, you should use

# dpkg —--get-selections | grep 'hold$’

406bIYHO, cHCTeMa yIpaBjleHHs makeTaMu Debian He Mo3BoJifeT MakeTy yAalUTh MM 3aMEHUTH (aiisl, MPUHAAIeXaIHi
JApyroMy IakeTy, 3a UCKJIIOUeHHeM cJIyyaeB, KOrjia ABHO yKa3aHO, YTO OAMH IaKeT 3aMeHsAeT JPYToi.
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Eciu BBl M3MEHsUTN U TMEPEKOMIMIMPOBAJIN KaKOI-TO M3 [AKeTOB JIOKAJIbHO, HO MPHU 3TOM He Iie-
peUMeHOBaJIU €r0 U He J00aBUJIU «3MOXy» K BEPCUU IAKeTa, TO €ro HyXHO 3adUKCUPOBATh, YTOOBI
peIOTBPaTUTh OOGHOBJIEHUE.

The «hold» package state for apt can be changed using:

# echo package_name hold | dpkg —--set-selections

3ameHuTe hold Ha install, yTOOB OTMEHUTH HUKCAIHIO.
If there is anything you need to fix, it is best to make sure your APT source-list files still refer to
stretch as explained in Pasgest A.2.

4.3 Preparing APT source-list files

Before starting the upgrade you must reconfigure APT’s source-list files (/etc/apt/sources.list
and files under /etc/apt/sources.list.d/).

APT will consider all packages that can be found via any configured archive, and install the package
with the highest version number, giving priority to the first entry in the files. Thus, if you have multiple
mirror locations, list first the ones on local hard disks, then CD-ROMs, and then remote mirrors.

Ha Brimyck Debian yacTo cchutaioTcs 1Mo ero KOgoBOMY MMeHU (Hanpumep, stretch, buster) wim
o ero cratycy (Hampumep, oldstable (cTapsiii cTabMIIBHBIN), stable (cTabMIIBHBIN), testing (Te-
CTHUpYeMBIiT), unstable (HecTabuibHbIH)). CChUIKK Ha BBHIIYCK 10 KOJJOBOMY MMeHH UMeIOT TO IpenMy-
IIeCTBO, YTO BBl HUKOTI1a HEOXUAAHHO Ui cebs1 He HAYHETE [0JIb30BATHCS HOBBIM BHIIyCKOM. [ToaTomy
MBI 37IeCh TaK U JiejiaeM. B 3ToM ciryyae BaM, KOHEYHO, IPUAETCSA caMUM CJIEJUTh 3a aHOHCAMU HOBBIX
BBITyCcKOB. Eciiu BBl OyZieTe cchIaThCs HAa AUCTPUOYTUB TIO €r0 CTaTyCHOMY MMEHH, TO MOCJIe BEIXOAA
HOBOTO BHIITYyCKa BBl IPOCTO YBUAUTE GOJIBIIOE KOJIMYECTBO OOHOBIEHHBIX TAKETOB.

Debian npenocrassiser 1Ba NHGOPMAIMOHHBIX CIIICKA PACCHUIKH, KOTOPHIE IOMOT'YT BaM OCTABaThCS
B Kypce cOOBITHI U NOJIyYaTh BaXXHYI0 MHMOpMaIHIo 0 BeIIyckax Debian:

+ TMoanucaBmych Ha MHGOPMAIMOHHKIN CIMCOK pacchiyiki Debian (https://lists.debian.org/
debian-announce/), BH OyZeTe MoJIy4aTh yBeJOMJIEHHUA KaXObI pas, Kak [IpoekT Debian co-
30aéT HOBBIM BhIITycK. HanpuMep, korga buster CTaHOBUTCA U3 stable, K IpUMepy, oldstable.

+ ToanucaBmych Ha MHGOOPMALMOHHEIH CIIMCOK pacchliky Debian mo Bonmpocam 6e3onacHoctu (https:
//lists.debian.org/debian-security-announce/), Bb OyleTe Mojay4aTh YBeJOMJIEHU
Kax[pli1 pa3, korga [Ipoext Debian ny6sikyio nHGOpMIMOHHOE coobIieHNre 0 6e30MacHOCTH.

4.3.1 [o6GaBjieHWe UHTEPHET-UCTOYHUKOB B APT

On new installations the default is for APT to be set up to use the Debian APT CDN service, which should
ensure that packages are automatically downloaded from a server near you in network terms. As this is
a relatively new service, older installations may have configuration that still points to one of the main
Debian Internet servers or one of the mirrors. If you haven’t done so yet, it is recommended to switch
over to the use of the CDN service in your APT configuration.

To make use of the CDN service, add a line like this to your APT source configuration (assuming you
are using main and contrib):

deb http://deb.debian.org/debian buster main contrib

After adding your new sources, disable the previously existing «deby lines by placing a hash sign (#)
in front of them.

However, if you get better results using a specific mirror that is close to you in network terms, this
option is still available.

Debian mirror addresses can be found at https://www.debian.org/distrib/ftplist (look
at the «list of Debian mirrorsy» section).

Hampumep, nonyctum Haubosiee 611M3KUM 3epkasioM Debian siByiseTca http: //mirrors.kernel.org.
Ecnm BBl 06patuTech K 3TOMY 3epKaJly ¢ IOMOIIBI0 BeG-Opay3epa, TO BBl 3aMETHUTE, YTO OCHOBHBIE KaTa-
JIOTU OpPTraHU30BaHHBI CJIEAYIOMINM 00pa3oM:

http://mirrors.kernel.org/debian/dists/buster/main/binary-mipsel/...
http://mirrors.kernel.org/debian/dists/buster/contrib/binary-mipsel/...
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To configure APT to use a given mirror, add a line like this (again, assuming you are using main and
contrib):

deb http://mirrors.kernel.org/debian buster main contrib

SaMeTI/IM, 47O «dists» I[OGaBJIHETCH ABTOMAaTHU4YECKU, a TapaMeTPBhI I1I0CJIE NMEHU BBIITYCKa HMCII0JIb-
3yI0TCsA [J1s1 JOIOJIHEHUs CETEBOro MyTH [0 peasbHBIX KaTaoros.
Again, after adding your new sources, disable the previously existing archive entries.

4.3.2 [MoGaBJyieHHe JIOKAJIBHOI'O 3epKaJia B KauecTBe UCTOYHUKA APT

Instead of using remote package mirrors, you may wish to modify the APT source-list files to use a
mirror on a local disk (possibly mounted over NFS).

Hampumep, ecsu Ballle 3epkajio IIaKeTOB HaXOAUTCA B Kartajore /var/local/debian/, TO ero
OCHOBHBIE KaTaJIOTH OYAYT Ha3bIBAThHCS:

/var/local/debian/dists/buster/main/binary-mipsel/...
/var/local/debian/dists/buster/contrib/binary-mipsel/...

YTtoObl MakeT apt MOT MCIOJIb30BaTh 3TOT NCTOYHUK [1aKeTOB, [0o0aBbTe B paiiyl sources.list:

deb file:/var/local/debian buster main contrib

3ametuM, uTO «dist s» fobaBJAeTCA aBTOMATUYECKH, a TapaMeTpPhl OCJIe UMEHU BhINYCKa UCIIOJIb-
3YIOTCS AJIA JOIIOJIHEHUA CETEBOTO MYTU JIO PEAIbHBIX KaTaJIOroB.

After adding your new sources, disable the previously existing archive entries in the APT source-list
files by placing a hash sign (#) in front of them.

4.3.3 J[lob6aBjieHHMEe ONTUYECKOI'0 HOCUTEJIA B KauecTBe ucTouHuka APT

If you want to use only DVDs (or CDs or Blu-ray Discs), comment out the existing entries in all the APT
source-list files by placing a hash sign (#) in front of them.

Y6enurech B ToM, 4TO B dailyie /etc/fstab ecTh CTPOKa, MO3BOJIAIONASA CMOHTUPOBATh KOMITaKT-
JVCK B KaTajor /media/cdrom. Hampumep, ecyin haiijioM yCcTpOKCTBA Balllero IPHUBO/ia YTEHUS KOMIIAKT-
JVICKOB CIIyXUT /dev/sr0, To Gaia /etc/fstab OJXEH cofepXaTb CTPOKY:

/dev/sr0 /media/cdrom auto noauto,ro 0 O

O6paTuTe BHUMAHUE Ha TO, YTO MEXIY CJIOBAMH noauto, ro B YeTBEPTOM II0JIE CTPOKU He O0JIHCHO
Oblmb npobes1oa.

YrtoObl MPOBEpPUTH, UTO CTpOKa fstab HammcaHa BepHO, BCTaBbTE€ KOMITIAKT-IUCK B IPUBO U BBIIOJI-
HHUTE KOMaHAbI

# mount /media/cdrom # this will mount the CD to the mount point
# 1ls —alF /media/cdrom # this should show the CD’s root directory
# umount /media/cdrom # this will unmount the CD

3aTeM BHITIOJIHUTE KoMaHay

# apt-cdrom add

JUTA Kaxaoro kommakT-aucka Debian Binary, uro6s1 fo6aBuTh Bce quCKH B 6a3y JaHHBIX APT.

4.4 QOOHOBJIEHUE IIAKETOB

The recommended way to upgrade from previous Debian releases is to use the package management
tool apt.
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3AMEYAHUE

apt is meant for interactive use, and should not be used in scripts. In scripts one
should use apt-get, which has a stable output better suitable for parsing.

He 3a6ypTe CMOHTUPOBAThH BCe HEOOXOOUMEIE pa3zesnl (B MEepBYI0 ouepelb, KOPHEBOI pasfen u
KaTaJIor /usr) Ha YTEeHUeE U 3alKch. DTO MOXHO CJeJIaTh KOMaHI0H

# mount -o remount,rw /mountpoint

Next you should double-check that the APT source entries (in /etc/apt/sources.list and files
under /etc/apt/sources.list.d/) refer either to «kbustery or to «stabley. There should not be
any sources entries pointing to stretch.

3AMEYAHUE

Ctpoku netoyHukos ansi CD-ROM yacTto ccbinatotest Ha «unstable», XOTb 3T0O

MOXET NoKa3aTbCs CTPaHHbIM, HO NCMPaBNATb UX HE HY>KHO.

4.4.1 3anuchk ceaHca

Jluia 3amucu Bamvx JeiCTBUM NpU OOHOBJIEHUU HACTOATEIBHO PeKOMEHyeM HCIIO0JIb30BaTh NporpaM-
My /usr/bin/script. B 3ToM ciiy4yae, Ipyu BO3HUKHOBEHUM KAKUX-JIMO0 MpobjeM y Bac OyAeT XypHal
IPOU3OIIEIINX COOBITUMN, U eCc/IU [TOHAJOOUTCS, BB CMOXeTe BKJIIOUUTD 3Ty UHGOPMALUI0 B OTYET 00
ommubOke. UTOOB Ha9aTh 3aMKCh, BBIMOJHUTE KOMaHAY:

# script -t 2>~/upgrade-busterstep.time -a ~/upgrade-busterstep.script

n noxoxyto. [Ipu nepesamnycke 3amucu (HarpuMep, IpY fepe3arpysKe CUCTEMY) UCIOJIb3YIUTe ApY-
roe 3HaUY€HUE BMECTO step, YTOOBI pa3jInMvaTh IPOTOKOJIUpyeMble maru. He pasmeriaiite ¢aiii ¢ 3amu-
CbI0 BO BpEMEHHBIX KaTajlorax, TaKuX Kak /tmp U /var/tmp (¢paisibl B 5TUX KaTajorax MOryT OBITb
yAasieHsl pyu OGHOBJIEHUN WUJIU Ilepe3arpysKe).

3amuch TakXke MOMOXET BaM MPOYUTATh MH(OOpMANMI0, KOTOPAs BHIILIA 32 Mpefesibl 3kpaHa. Ec-
JI1 Bbl HAaXOOUTECh Mepe] MOHUTOPOM KOMIIBIOTEPA MPOCTO MEPEKIIIOUUTECh Ha BTOPYIO KOHCOJIb VT2
(maxaB Alt+F2) u, BoiAsa B cCUCTeMY, 3allyCTUTe less —R ~root/upgrade-buster.script A
nmpocMoTpa ¢aria.

[MocJie 3aBepinieHNs OOGHOBJIEHUS MOKHO OCTaHOBUTD Script, HabpaB exit B KOMaHIHOHN CTPOKE.

apt will also log the changed package states in /var/log/apt/history.log and the terminal
output in /var/log/apt/term.log. dpkg will, in addition, log all package state changes in /var/
log/dpkg. log. If you use aptitude, it will also log state changes in /var/log/aptitude.

Ecyiu mapamMeTpoM K script ykasatb -t, TO BBl CMOXET€e BOCIOJIb30BaThCA MPOrpaMMoi scriptreplay
JIJIs TIOBTOPA BCEro ceaHca:

# scriptreplay ~/upgrade-busterstep.time ~/upgrade-busterstep.script

4.4.2 OQOOHOBJIeHHE CHHCKA ITIaKeTOB

Bo-nepBbe, HYXHO OOHOBUTH CITMCOK JAOCTYIIHBIX ITAKE€TOB HOBOT'O BBIIIyCKa. 2TO0 JAeJjiaercAa KOMaHI[Oﬁi

# apt update
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3AMEYAHUE

Users of apt-secure may find issues when using aptitude or apt-get. For apt-get,
you can use apt-get update --allow-releaseinfo-change.

4.4.3 IIpoBepka OOCTYIIHOI'O IPOCTPAHCTBA [Jis1 OOHOBJIEHUA

[Tepen o6HOBJIEHMEM BCell cHCTeMBI, Kak omnrcaHo B Paznen 4.4.5, ybegurech, 4TO Yy Bac JOCTATOYHO
MecTa Ha Aucke. CHauasia Bce HyXHBbIe JIJIs YCTAaHOBKU MTaKeThl CKAaUMBAIOTCA U3 CeTU U COXPAHANITCA B
/var/cache/apt/archives (a Ha BpeMsa CKaUMBaHUSA, B TOAKATAJIOT partial/), HO3TOMY BbI JOJIXK-
HBI [IPOBEPUTH MECTO Ha pa3fiesie, KOTOPHIN COAepXUT /var/, Tak Kak TyAa OyayT BpeMeHHO 3aliCcaHbl
3arpy>keHHble [TaKeThl JJIA yCTaHOBKU. [Tocyie 3arpy3ku BaM, BEPOATHO, TOHAAOOUTCS NOIOJIHUTEJIbHOE
MEeCTO B APYTuX paspenax (aiyioBoi cucTeMbl [Jid yCTaHOBKU OOHOBJIAEMEBIX ITAKeTOB (CKOpee BCETO,
OHU cTayi 60JIbIlle) K HOBHIX IIAKeTOB, KOTOPHIe OyAyT yCTaHOBJIEHH 13-3a 0OHOBJIeHU. Eciu B cucre-
Me He OyJeT JOCTaTOYHOrO MeCTa, TO B KOHEYHOM CUETe 3TO MPUBEAET K HEeMOJHOMY OOHOBJIEHHUIO, UTO
mo3xHee ObIBAET CJIOXKHO HCIPABUTb.

apt can show you detailed information about the disk space needed for the installation. Before
executing the upgrade, you can see this estimate by running:

# apt -o APT::Get::Trivial-Only=true full-upgrade

[ ... ]

XXX upgraded, XXX newly installed, XXX to remove and XXX not upgraded.
Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

3AMEYAHUE

3anyck aToih KoMaHapbl B Ha4asne npouecca 06HOBNEHMS MOXET NPUBOANTD K OLMO-

Ke Mo nNpuyvHam, onncaHHbIM ganee. B atom cnyyae, 3anyck KomaHabl OLEHKN ONC-
KOBOIO MPOCTPAHCTBA HY>XHO MPOBECTY MOC/E BbiNOMHEHNSI MUHMA/IbHOTO OBHOB-
neHuns cuctemol (cM. Pasgen 4.4.4) v obHoBneHUs aopa.

If you do not have enough space for the upgrade, apt will warn you with a message like this:

E: You don’t have enough free space in /var/cache/apt/archives/.
B sTOM ciiyuae ocBoGoguTe MecTo 3apaHee. Brl MoxeTe:

» Remove packages that have been previously downloaded for installation (at /var/cache/apt/
archives). Cleaning up the package cache by running apt clean will remove all previously
downloaded package files.

« Remove forgotten packages. If you have used aptitude or apt to manually install packages in
stretch it will have kept track of those packages you manually installed, and will be able to mark
as redundant those packages pulled in by dependencies alone which are no longer needed due to
a package being removed. They will not mark for removal packages that you manually installed.
To remove automatically installed packages that are no longer used, run:

# apt autoremove

CyIecTBYIOT W ApPyryve WHCTPYMEHTH [JIA OIpeesIeHs HEMCIIOJIb3yEeMBIX IIaKeTOB, HAIpPUMED,
deborphan, debfoster u cruft. He ynansiite moApsy Bce MaKeThl, HalifjleHHbIE TAKUMUH HUHCTDPY-
MeHTaMU (B 0COGEHHOCTH, €CJIM P 3aIlyCKe Bbl yKa3aJiy IapaMeTpPhl, OTJINYHBIE OT YMOJIYATE Ib-
HBIX), YTOOBI HE YOAJIUTh YTO-HUOYAb HyXHOe. HacToATENbHO pEeKOMEHyeM Mepen yaaleHueM
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BHUMATEJIBHO NIPOCMOTPETh CIIMCOK IPeJIOKEHHBIX MAaKeTOB (IIPOYecTh ONKCAHKE, IOCMOTPETh
Bxopsme ¢Gaiisibl U pa3Mep).

* YaanuTh nakeTsl, KOTOpble 3aHUMAalOT CJIMIIKOM MHOT'O MeCTa 1 B JaHHBIN MOMEHT He Hy>KHBEI (BB
BCerjja MoxeTe yCTaHOBUTD MX CHOBa IocJie 00HOBJIeHus). Eciiu ycTaHoBJIeH nakeT popularity—-contest,
TO BBI MOXXETE HCII0JIb30BaTh KOMaHAy popcon-largest-unused a1 moty4eHus CIMCKA HENCIOJIb-
3yeMBbIX NTaKeTOB, KOTOPHIE 3aHMMAaIOT OO0JIbllle BCEro MecTa. Bel MoxeTe HaliTH MakeThbl, KOTOPBIE
3aHUMAIOT OOJIBIIE BCETO AVICKOBOTO MPOCTPAHCTBA ¢ moMouibio dpigs (13 makera debian—-goodies)
WM wajig (3amycTuB wajig size). Takxe BBl MOXETE TOJYYUTH CIIHUCOK MMAKETOB, KOTOPHIE 3a-
HuMaloT 6oJibllle BCETO MecCTa, C MOMOLIpI0 aptitude. 3amycture aptitude B pexume IOJIHO-
(yHKIMOHAJIPHOTO TepMUHaJIa, BeiOepuTe OKHa — HOBBIH IIJIOCKUN CIHMCOK MAKeTOB, HaxXMuUTe 1
U BBeuTe ~i, HAXMHTe S U BBeiuTe ~installsize. [Tocse 3TOro BH NOJIyynuTe yAOOHBIN CIU-
COK, C KOTOPBIM MOXeTe TopaboTaTh.

* Yanuth nepeBoAs U (ariIbl JIOKAIN3aUY U3 CUCTEMBI, €CJIM OHU HEHYXHBI. BBl MOXeTe ycTaHo-
BUTh U HACTPOUTH MAKeT localepurge, KOTOPHIH IOMOXET YIAJIUTh HEUCIIOJIb3yeMBIE CUCTEM-
HBIe JIOKAJIU. DTO COKPATUT HCIIOJIb30BaHUE TICKOBOI'O MMPOCTPAHCTBA B /usr/share/locale.

* BpemeHHO IlepeHecTH Ha JPYryio MallllMHy WM YOQJIUTh CUCTEeMHbBIe XXKypHaJbl U3 /var/log/.

* McnoJsib30BaTh BpeMeHHBIl KaTajior /var /cache/apt/archives: BBl MOXeTe HCIIOJIb30BaTh Bpe-
MeHHBIN KaTaJsIor o/ K311 Ha Apyroi ¢atinosoii cucteMe (USB-HocuTesie, BpeMeHHO MOJKTI0UEH-
HOM XXECTKOM [ANCKe, yXe UCIO0Ib3yeMol (pailsioBOl cUCTEME, ...).

3AMEYAHUE

He ucnonbayiite dparinoeble cuctemel NFS, Tak kak npu 06HOBNEHWUU MOTYT
BO3HUKHYTb Nepebou B paboTe cetu.

Hanpumep, eciu y Bac ectb USB-a1ick, CMOHTUPOBaHHBIN B /media/usbkey:

1. Ypanure IMaKeThbl, KOTOpPbIE OBLIM CKaUYaHbI IIpr YCTAaHOBKE paHee:

# apt clean

2. CkomupyiiTe KaTajor /var/cache/apt/archives Ha USB-auck:

# cp —ax /var/cache/apt/archives /media/usbkey/

3. CMOHTHpYITe BpeMeHHBIH KaTasIor KaIia:

# mount —--bind /media/usbkey/archives /var/cache/apt/archives

4. Tlocse OOHOBJIEHUSI BOCCTAHOBUTE OPUTMHAJIBHBIN KaTajior /var/cache/apt/archives:

# umount /media/usbkey/archives

5. Yaganute octaBmmiicsa /media/usbkey/archives.

MozxHOo co3faTh BpeMeHHBIN KaTaJIor Kalia B 110001 GaiiioBoil cucTeMe, yxke CMOHTUPOBAHHOH B
cucreMe.

* BBIMOJIHUTH MMHHMAJIbHOE OOHOBJIeHHE crcTeMbl (cM. Pa3zen 4.4.4) iy yacTUYHOe OOHOBJIEHUE,
a 3aTeM I0JIHOe OoOHOBJIeHUe. Ilocjie YacCTUYHOI0 OOHOBJIEHHA MOXHO OYMCTUTH KIIII ITAKETOB U
NPUCTYIIUTD K IIOJITHOMY OOHOBJICHUIO.

Note that in order to safely remove packages, it is advisable to switch your APT source-list files back
to stretch as described in Paszgen A.2.
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4.4.4 MuHuUMaJIbHOE OOHOBJIEHHE CUCTEMBI

B HeKOTOpHIX CIydYasxX BBIIOJHEHHEe Ccpa3y MOJHOTO 0O6HOBJIeHMA (Kak ONMCAaHO [Jajiee) MOXeT MpUBe-
CTU K yJajieHnio O00JIBIIOTO YHCJIa TaKeToB, KOTOPhIe BBl XOTUTE OCTaBUTh. [I03TOMY MBI peKOMeHIyeM
MPOU3BOAUTh OOHOBJIEHNE B [iBe CTaUM — CHavyajla MUHUMaJIbHOe 0OHOBJIEHNe, YTOOBl pa300paThCA C
KOH(QJIMKTaMH, a 3aTeM IoJIHOe 0OHOBJIeHNe, Kak onucaHo B Pa3gen 4.4.5.

JJ1s1 3TOro cHavasia BHIIIOJTHUTE:

# apt—get upgrade

OTO NpuBefET K 0OHOBJIEHUIO TOJIBKO TeX NaKeTOB, KOTOPble MOXHO OOHOBUTH 6€3 HE0OXOAUMOCTU
yaaJIeHUsl WJIN YCTAaHOBKU JIPYTUX TaKETOB.

MuHUMaIbHOE OGHOBJIEHHE CHUCTEMBI TaKXe MOXET OKa3aTbCs TOJIE3HBIM, €CJIU B CUCTEME MAaJio
CBOOOHOTO MeCTa M MOJTHOEe OOHOBJIEHUE 3aMyCTUTD U3-3a2 3TOI'0 HEBO3MOXHO.

If the apt-1istchanges package is installed, it will (in its default configuration) show important
information about upgraded packages in a pager after downloading the packages. Press q after reading
to exit the pager and continue the upgrade.

4.4.5 OOHOBJIEHHE CHCTEMBbI

[Tocsie BBITTOJTHEHUA OpeEAbIAYIINX IIaroB T€nepb MOXHO IIPUCTYIINUTD, COGCTBCHHO, K 00HOBJIeHUI0. BbI-
IIOJTHUTE KOMaHAOy:

# apt full-upgrade

DTa KOMaH/1a IPOU3BEET IOJTHOE OOHOBJIEHNE CHCTEMEI, YCTAHOBUB NOCJIe/THHE TOCTYIIHBIE BEPCUU
BCEX NAKeTOB U Pa3pelInB BCeX N3MEHMBIINeCS MeX/AY BHITyCKaMU 3aBUCUMOCTH. [Tpyu Heo6X0aMMOCTH
OyyT yCTAaHOBJIEHBI HOBBIE MaKeThl (OOBIYHO, 3TO HOBblE BepcuM OUOJIMOTEK MJIM MeperMeHOBaHHBIE
MaKeThl) U yAaJIeHbl BCe BHI3bIBAOIINE KOH(IIMKTH yCTapeBIIre TaKeTHl.

ITpu o6HOBJIeHUM ¢ Habopa KOMHaKT-AKuckoB, DVD mau auckoB Blu-ray cucrema HecKOJIBKO pas
MOIIPOCUT BaC BCTaBUTH B IIPUBOJ COOTBETCTBYIOIMUI AUCK. BO3MOXHO, BaM NpUIETCA BCTABJIATh OOUH
Y TOT X€ JINUCK HECKOJIBKO pa3. DTO BHI3BAHO TEM, YTO B3aUMOCBA3aHHBIE TAKETHl MOT'YT HAXOJUThCSA HA
Pa3HBIX AUCKaX.

New versions of currently installed packages that cannot be upgraded without changing the install
status of another package will be left at their current version (displayed as «held backy). This can be
resolved by either using aptitude to choose these packages for installation or by trying apt install
package.

4.5 Bo3MoOxHbIe IPO6JIeMbI BO BpeMs OOHOBJIEHUS

B cirenyromem pasjiesie OrcaHbl U3BECTHBIE [TPOOJIEMBI, KOTOPhIE MOT'YT BO3HUKHYTD [TPY OOHOBJIEHUH
o buster.

4.5.1 Dist-upgrade 3aBepmaetcs c omru6koi «Could not perform immediate configurationy

In some cases the apt full-upgrade step can fail after downloading packages with:

E: Could not perform immediate configuration on ’'package’. Please see man 5 apt. ¢
conf under APT::Immediate-Configure for details.

If that happens, running apt full-upgrade -o APT::Immediate-Configure =0 instead should allow
the upgrade to proceed.

Another possible workaround for this problem is to temporarily add both stretch and buster sources
to your APT source-list files and run apt update.

4.5.2 Oxunaemsle yajieHUs

B mporiecce o6HOBIIeHUA 10 buster MoxeT noTpe6GoBaThCs YAAIUTh MaKeTH B cucTeMe. TOYHBIN ciu-
COK TmakeToB OyJieT 3aBHCeTb OT Habopa yCTaHOBJIEHHBIX B CHCTeMe IIakeTOB. B JaHHOM OOKyMeHTe
JaHbI o0mue coBeThl 00 yAaJIeHnH, HO ecjIi y Bac UMEI0TCA COMHEHUs, TO Nepel TeM KaK IIPOJOJIKUTD,
peKoMeH[yeTcsl IPOBepUTh BCe MaKeThl, KOTOpHIe IIpeAJsaralnTca K yaajleHuio. JIonoIHNUTeIbHYI0 UH-
dopmarnmio 06 ycTapeBmux makerax B buster cm. B Paznen 4.8.
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4.5.3 KoH(JIUKTHI WIH 3alUKJIUBAHNE B TPEOOBAHUAX IPeABAPUTEJIBHOM yCTa-
HOBKH

Sometimes it’s necessary to enable the APT: : Force—-LoopBreak option in APT to be able to temporarily
remove an essential package due to a Conflicts/Pre-Depends loop. apt will alert you of this and abort
the upgrade. You can work around this by specifying the option -0 APT: :Force-LoopBreak=1 on
the apt command line.

It is possible that a system’s dependency structure can be so corrupt as to require manual intervention.
Usually this means using apt or

# dpkg —--remove package_ name

YTOOBI yaajinuTb ((HPOGJ'ICMH]JIC» IMaKeThbl 1IN

# apt —-f install
# dpkg —--configure --pending

B ‘-IpeBBbI‘IaﬁHbIX cIy4asixX BaM MOXET HOTpe6OBaTbCH IIpUHYyUTEJIbHAA NepeyCcTaHOBKa KOMaH,I[OIjI
THIIa

# dpkg —--install /path/to/package_name.deb

4.5.4 ®@aiioBble KOHMIIUKTHI

[Tpu 0GHOBJIEHUM C «UUCTOTOY Stretch KoHGIUKTOB (HaiiyioB GHITH He TOJIKHO, HO OHU BIIOJIHE BO3MOXHEI,
€cJii y BacC yCTaHOBJIEHB HeoduinaabHble amantaruu (backports). Ipu koHbJMKTe HaiiyioB MOABJIA-
IOTCSI OIIIMOKMU:

Unpacking <package-foo> (from <package-foo-file>)

dpkg: error processing <package-foo> (-—install):

trying to overwrite ‘<some-file-name>’,

which is also in package <package-bar>

dpkg-deb: subprocess paste killed by signal (Broken pipe)
Errors were encountered while processing:

<package-foo>

Kokt aiiyioB MOXKHO MONBITATHCS Pa3pelInTh IPUHYAUTEIbHEM yaaJeHeM IaKkeTa, YKa3aH-
HOT'O B nocstedHeli CTpoKe coodiieHus o6 ommoke:

# dpkg —-r ——-force-depends package_name

After fixing things up, you should be able to resume the upgrade by repeating the previously described
apt commands.

4.5.5 H3MeHeHHe HaCTpoOeK

Bo BpeMsa oOHOBJIeHUsA cucTeMa OyJeT 3aJaBaTh BOIIPOCHl O HACTPOIKe WJIM NepeHacTPOoWKe HeKOTO-
pbIx makeToB. Ecyin Bac cpocAT, Hy>XKHO JIM 3aMeHUTh KakoW-To ¢aisl B Karajiore /etc/init.d umm
/etc/manpath.config, Bepcuell, Ipe1oCTaBJeHHON CONPOBOXIAOIINM [1aKeTa, OOBIYHO cjleAyeT OT-
BETUTD «Aa», IOCKOJIbKY MHaYe OyAeT HapylleHa 1[eJIOCTHOCTh CUCTEMEI. BBl Bcerga cMoXeTe BepHYTb
cTapble HaCTPOMKH, IOTOMY 4TO HpeAblayliue (aiiyibl HaCTPOUKU OyyT cOXpaHeHHl C paclipeHneM
.dpkg-old.

Ecnu BBl He 3HaeTe, 4TO AejlaTh, 3allMIINTe MMA MakeTa uid (ailyia u pasbepurech ¢ NpobaeMon
nosaHee. MHdopmanuio, BEIBOJUBIIYIOCA Ha 9KpaH BO BpeMs OOHOBJIEHNUs, BBl CMOXeTe HaliTu B ¢atijie
3alucu MporpaMMHI script.

4.5.6 HVizMeHeHHe KOHCOJIH ceaHca

If you are running the upgrade using the system’s local console you might find that at some points
during the upgrade the console is shifted over to a different view and you lose visibility of the upgrade
process. For example, this may happen in systems with a graphical interface when the display manager
is restarted.
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Y1o6bl BOCCTAHOBUTb KOHCOJIb, HA KOTOPOM 3amylleHo oOHOBJieHne, HaxmuTte Ctrl+Alt+F1 gna
nepexona o6paTHO Ha BUPTYaJIbHBIN TepMuHas 1 (ecsu Bbl BUAUTE rpadpuuecknii 5KpaH BX0oJa B CUCTe-
My) uid ucnoab3yiite Alt+F1 (eciu BB BUANTE JIOKAJIBHYI0 KOHCOJIb B TEKCTOBOM peXume). Bmecto
F1 HaxxMuTe QyHKIMOHAJBHYIO KJIABUILY C HOMEPOM BUPTYaJIbHOIO TEPMHHAJA, B KOTOPOM 3amylie-
HO oGHOBJIeHUe. TakXke BbI MOXETe HCII0JIh30BaTh Alt+ cTpesika BjeBo win Alt+ cTpesika BIpaBo JJis
MepeKJII0YeHUs MeX/1y TepMUHAIaMU B TEKCTOBOM PeXUME.

4.6 OOHOBJIEHME ANPAa U COIyTCTBYIOLIUX ITaKETOB

B aTOM paspesie onrcaHoO Kak OOHOBUTH AAPO U yKa3aHBI NOTeHIMAaJIbHbIe TPOOIeMbl, CBSI3aHHBIE C STHUM.
Bbl MOXeTe yCTaHOBUTDb OJIMH U3 MAaKeTOB 1inux—image—*, mpeaocTaByieHHbIX Debian, wuiu ckommu-
JINPOBATh AAPO U3 MCXOLHOI'0 KOJa CaMOCTOATEJIbHO.

3ameTuM, 4TO OOJIbIIasA YacTh MHGOPMAIMU pa3/esia OCHOBaHA Ha MpeINoJIoKeHNH, YTO BH OyjeTe
HCIIOJIb30BATh OJTHO U3 MOAYJIbHBIX sifiep Debian BMecTe ¢ initramfs—tools u udev. Ecyii Bel OyaeTe
HCITOJTh30BaTh CBOE COOCTBEHHOE sAJIpO, KOTOPOMY He Tpebyercs initrd, wau BH HMCIOJIb3yeTe APYToi
reHeparop initrd, To HekoTopas nHdopMaIMsa MOXET ObITh AJIA Bac HECYIIIECTBEHHA.

4.6.1 YcraHoBKa MeTalakera sjpa

When you full-upgrade from stretch to buster, it is strongly recommended that you install a linux-image-
* metapackage, if you have not done so before. These metapackages will automatically pull in a newer
version of the kernel during upgrades. You can verify whether you have one installed by running:

A

# dpkg -1 ”linux-image*” | grep "ii | grep -i meta

Ecou B pe3yJibTaTe BBl HUYEro He YBHUAEIM, TO BaM HYXHO YCTAHOBUTH HOBHIH MmakeT linux-image
BpPYUHYI0, JIU0O YCTAaHOBUTH MeTamakeT linux-image. YToObl YBUIETHh CHMCOK JIOCTYIHBIX METANaKeTOB
linux-image, BHIIOJTHUTE:

# apt—-cache search linux-image- | grep -i meta | grep -v transition

If you are unsure about which package to select, run uname -r and look for a package with a similar
name. For example, if you see «4 . 9. 0-8-amd 64y, it is recommended that you install 1inux-image—-amd64.
You may also use apt to see a long description of each package in order to help choose the best one
available. For example:

# apt show linux-image—amd64

You should then use apt install to install it. Once this new kernel is installed you should reboot
at the next available opportunity to get the benefits provided by the new kernel version. However, please
have a look at Paznesn 5.1.12 before performing the first reboot after the upgrade.

For the more adventurous there is an easy way to compile your own custom kernel on Debian. Install
the kernel sources, provided in the 1inux-source package. You can make use of the deb-pkg target
available in the sources’ makefile for building a binary package. More information can be found in the
Debian Linux Kernel Handbook (https://kernel-team.pages.debian.net/kernel-handbook/),
which can also be found as the debian-kernel-handbook package.

If possible, it is to your advantage to upgrade the kernel package separately from the main full-upgrade
to reduce the chances of a temporarily non-bootable system. Note that this should only be done after
the minimal upgrade process described in Pazgen 4.4.4.

4.7 IloAroroBKa K CJIeQYIOLIEMY BBIIIYCKY
JlJ11 TOATOTOBKY K CJIeAyIONIeMY BHIMYCKY Mocjie 0OHOBJIEHNA MOXHO cjieJlaTh HeCKOJIbKO Bellleil.
* YpganuTe ycTapeBlIre 1 HeMCIOJIb3yeMble IaKeThl, Kak 3To onucaHo B Paznen 4.4.3 u Pazgein 4.8.

ITpoBepsbTe, Kakue (aiiipl HACTPOEK OHU KCIIOJIb30BAJIA U MOAYMAaiTe HaJl BRIYMCTKON MaKeTOB
BMecTe ¢ ux ¢datiyiamu HacTpouiku. Takxe cm. Pazgern 4.7.1.
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4.7.1 BpIYKCTKA yAAJIEHHBIX IAKETOB

Kak npaBusio, pekoMeHyeTcs BBIUUCTUTD YAaJIEHHbIE TAKeThl. DTO 0COOEHHO CIIpaBeiyIuBO B CJIyvae, ec-
JI1 OHM OBLITN yIaJieHbl Ipyu 0OHOBJIEHMH 60Jlee paHHEero BIMycKa (Harp., mpu 06HOBJIeHNUHU 10 stretch),
WJI eCJIU OHU OBLIM MPeIOCTaBJIEHH TPETPHMU JIMIIAMU. B yacTHOCTH, cTapsle crieHapud init.d MoryT
BBI3BIBATh NPOGJIEMEL

[IPEJOCTEPEXEHHUE

@ BbluniweHne nakeTos, Kak npaswnno, NpUBOONUT TakXe U K Bbl4ULWEHNIO cpaﬁnoa Xyp-
HanoB, BO3BMOXHO BaM n0Tpe6yeTC5| caenatb X pe3epBHble KOomnuu.

Ciesiyromuye KOMaH/ibl 0TOOpaXxaioT CIHCOK BCeX YAaJNEHHBIX ITaKeToB, YbK (aiiabsl HACTPOHKU BCE
ell[é OCTalTCsA B cucTeMe (eciIi TaKOBble NMEI0TCsA):

# dpkg -1 | awk ’'/“rc/ { print $2 }’

The packages can be removed by using apt purge. Assuming you want to purge all of them in one
g0, you can use the following command:

# apt purge $(dpkg -1 | awk ’'/“rc/ { print $2 }’)

Ecnu B ucnosib3yere aptitude, BBl MOXeTe MCIOJIb30BaTh CJIeqyomyie ajJbTepHAaTHUBh IPUBeIEH-
HBIM BBIIIIE KOMaHAAM:

# aptitude search ’'~c’

# aptitude purge ’'~c’

4.8 YcrapeBuue NaKeTbl

BMmecrTe ¢ mosiBJleHHeM MHOXeCTBa HOBBIX IIaKeTOB, U3 buster 651710 yAasIeHO JOBOJIBHO MHOT'O IIAKETOB,
KOTOpble BXOAWJIH B stretch. JIIA TakWUX ycTapeBHINX NAKETOB BO3MOXHOCTYU OOHOBJIEHUA HeT. Hu4To
He MelllaeT BaM MPOJOJIKATh MOJIb30BaThCA YCTAPEBIINMU MAaKeTaMU, HO MPUOIU3UTEIFHO Yepe3 rof
nocJie Beixona buster [Ipoext Debian 065IYHO mpekpaljaeT BHITyCKaTh AJIs HUX UCIIpaBJieHus 6e3omac-
HOCTHU®, ¥ OKa3bIBaTh JAPYTYI0 CBOEBPEMEHHYIO MO/IIEPXKKY. PEKOMEH/IyeTCsl 3aMEHUTD X Ha JOCTYIIHBIE
ajbTepHATHUBHBIE MTAKeTHl (€CTU TaKOBBIE UMEIOTCS).

[TakeT mMoxeT OBITh YAAJIEH U3 AUCTPUOYTHBA IO MHOTUM IIpAYMHAM: pa3paboTka IpOorpaMMBHl Iipe-
KpallleHa, IakeT HeMHTepeceH HUKOMY 13 pa3paborunkos Debian, mporpamma BeITECHEHA APYrow, 60-
Jiee PYHKLINOHAJIBHOM ITPOrpaMMOI UJIM BeEpCcHei IporpaMMBl, TaKeT COJIePKUT OLNOKY, 13-32 KOTOPBIX
ToKa He MOXeT ObITh BKJIIOUEH B buster. B mocJiejHeM cjIydae makeT MOXeT ObITh JOCTYIEH B «HECTa-
OMJIBHOI» BETBU JAUCTPUOYTHBA.

Some package management front-ends provide easy ways of finding installed packages that are
no longer available from any known repository. The aptitude textual user interface lists them in the
category «Obsolete and Locally Created Packagesy, and they can be listed and purged from the commandline
with:

’ ’

# aptitude search
# aptitude purge

~0O

’ ’

~0
B cucreme otciexuBanus ommbok Debian (https://bugs.debian.org/) 3a4acTyio COAEPKUT-

¢ IOMOJIHUTeJIbHAA HGpOpMaLuA 0 IpUYNHAaX yaajieHusA nakera. [IpocMoTpuTe apxuB coo01eHUN 00

omubKax MHTEPEeCYIOIero Bac MakeTa, a TaKXKe apXUBUPOBAaHHBIE OITMOKY Ha TiceB10-nakeT ftp.debian.org

(https://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=ftp.debian.org&archive=yes).
CnucoK ycTapeBIIMX NaKeTOB JJIA BhIIycka Buster MoxHO nmpocmoTpeTs B Pasznesn 5.1.10.

SV npu nosesiennu HoBoro Bhmycka Debian. OGHYHO MOAEPXKKY MOJIy4aloT OJHOBPEMEHHO He 6oJiee BYX CTaGMIIbHBIX
BBIITYCKOB.
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4.8.1 Transitional dummy packages

Some packages from stretch may have been replaced in buster by transitional dummy packages, which
are empty placeholders designed to simplify upgrades. If for instance an application that was formerly a
single package has been split into several, a transitional package may be provided with the same name
as the old package and with appropriate dependencies to cause the new ones to be installed. After this
has happened the redundant dummy package can be safely removed.

The package descriptions for transitional dummy packages usually indicate their purpose. However,
they are not uniform; in particular, some «dummy» packages are designed to be kept installed, in order
to pull in a full software suite, or track the current latest version of some program. You might also find
deborphan with the -—guess-* options (e.g. ——guess—-dummy) useful to detect transitional dummy
packages on your system.
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I'staBa 5

YTto HyXHO 3HaTh 0 buster

WHorma n3MeHeHUs, BHECEHHBIE B HOBBIN BBIMYCK, MIPUBOAAT K MOOOUYHBIM 3¢ deKTaM, KOTOPHIX HeJlb-
351 n3bexarh Oe3 MosABjeHUs OMMNOOK Ihe-To ellé. DTOT pa3fesl ONMChIBaeT IPoOJeMbl, KOTOphe yxe
n3BecTHH HaM. [TpounTaiiTe TakXe CIHCOK N3BECTHHIX OMNOOK, COOTBETCTBYIOUIYI0 JOKYMEHTAIUI0 Ha
MaKeThl, OTYETH 06 omubKax u Apyrylo nHPopMaluio, ykazaHHyio B Pasznen 6.1.

5.1 KoHkpeTHble maru o6HOBJIeHUA OJia buster

B manHOM pasejie OMMCHIBAIOTCA IIary 0OHOBJIeHUS ¢ stretch 0 buster

5.1.1 Hidepid mount option for procfs unsupported

Using the hidepid mount option for /proc is known to cause problems with current versions of
systemd, and is considered by systemd upstream to be an unsupported configuration. Users who have
modified /etc/fstab to enable this option are advised to disable it before the upgrade, to ensure
login sessions work on buster. (A possible route to re-enabling it is outlined on the wiki’s Hardening
(https://wiki.debian.org/Hardening#Mounting_.2Fproc_with_hidepid) page.)

5.1.2 ypbind fails to start with -no-dbus

The default options of ypbind have changed. However, if you have modified this file the old default
will not be updated and you must make sure that the YPBINDARGS= option in /etc/default/nis
does not include -no-dbus. With -no-dbus present, ypbind will fail to start, and you may not be able
to log in. For more info see bug #906436 (https://bugs.debian.org/906436).

5.1.3 NIS server does not answer NIS client requests by default

The default behavior of rpcbind has changed to no longer answer remote calls from NIS clients. On
NIS servers you will need to add the (Debian-specific) —r flag to the command line options of rpcbind,
otherwise users will not be able to log into your NIS client machines. For more info see bug #935492
(https://bugs.debian.org/935492).

5.1.4 sshd fails to authenticate

The semantics of PubkeyAcceptedKeyTypes and the similar HostbasedAcceptedKeyTypes options
for sshd have changed. These now specify signature algorithms that are accepted for their respective
authentication mechanism, where previously they specified accepted key types. This distinction matters
when using the RSA/SHA2 signature algorithms rsa-sha2-256, rsa—sha2-512 and their certificate
counterparts. Configurations that override these options but omit these algorithm names may cause
unexpected authentication failures.

No action is required for configurations that accept the default for these options.
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5.1.5 Daemons fail to start or system appears to hang during boot

Due to systemd needing entropy during boot and the kernel treating such calls as blocking when
available entropy is low, the system may hang for minutes to hours until the randomness subsystem
is sufficiently initialized (random: crng init done). For amd64 systems supporting the RDRAND
instruction this issue is avoided by the Debian kernel using this instruction by default (CONFIG_RANDOM_TRUST_CPU).
Non-amd64 systems and some types of virtual machines need to provide a different source of entropy
to continue fast booting. haveged has been chosen for this within the Debian Installer project and may
be a valid option if hardware entropy is not available on the system. On virtual machines consider
forwarding entropy from the host to the VMs via virtio_rng.
If you read this after upgrading a remote system to buster, ping the system on the network continuously
as this adds entropy to the randomness pool and the system will eventually be reachable by ssh again.
See the wiki (https://wiki.debian.org/BoottimeEntropyStarvation)and DLange’s overview
of theissue (https://daniel-lange.com/archives/152-hello-buster.html) for other options.

5.1.6 Migrating from legacy network interface names

If your system was upgraded from an earlier release, and still uses the old-style network interface names
that were deprecated with stretch (such as et h0 or wlan0), you should be aware that the mechanism of
defining their names via /etc/udev/rules.d/70-persistent—net.rules is officially not supported
by udev in buster (while it may still work in some cases). To avoid the danger of your machine losing
networking after the upgrade to buster, it is recommended that you migrate in advance to the new
naming scheme (usually meaning names like enpOs1 or wlp2s5, which incorporate PCI bus- and slot-
numbers). Take care to update any interface names hard-coded in configuration for firewalls, i fupdown,
and so on.

The alternative is to switch to a supported mechanism for enforcing the old naming scheme, such as
a systemd .1link file (see systemd.link(5) (https://manpages.debian.org/buster/systemd.
1link)). The net.ifnames=0 kernel commandline option might also work for systems with only one
network interface (of a given type).

To find the new-style names that will be used, first find the current names of the relevant interfaces:

$ echo /sys/class/net/[ew]*

For each of these names, check whether it is used in configuration files, and what name udev would
prefer to use for it:

$ sudo rgrep -w eth0 /etc
$ udevadm test-builtin net_id /sys/class/net/eth0 2>/dev/null

This should give enough information to devise a migration plan. (If the udevadm output includes an
«onboardy or «slot» name, that takes priority; MAC-based names are normally treated as a fallback, but
may be needed for USB network hardware.)

Once you are ready to carry out the switch, disable 70-persistent-net.rules either by renaming
it or by commenting out individual lines. On virtual machines you will need to remove the files /etc/
systemd/network/99-default.link and (if using virtio network devices) /etc/systemd/network/
50-virtio-kernel-names.link. Then rebuild the initrd:

$ sudo update-initramfs -u

and reboot. Your system should now have new-style network interface names. Adjust any remaining
configuration files, and test your system.

See the wiki (https://wiki.debian.org/NetworkInterfaceNames), upstream documentation
(https://www.freedesktop.org/software/systemd/man/systemd.net-naming-scheme.html),
and the udev README . Debian for further information.

5.1.7 Module configuration for bonding and dummy interfaces

Systems using channel bonding and/or dummy interfaces, for instance to configure a machine as a
router, may encounter problems upgrading to buster. New versions of systemd install a file /1ib/
modprobe.d/systemd. conf (intended to simplify configuration via systemd-networkd) which contains
the lines
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options bonding max_bonds=0
options dummy numdummies=0

Admins who were depending on different values will need to ensure they are set in the correct way
to take precedence. A file in /etc/modprobe.d will override one with the same name under /1ib/
modprobe .d, but the names are processed in alphabetical order, so /1ib/modprobe.d/systemd.
conf follows and overrides (for instance) /etc/modprobe.d/dummy . conf. Make sure that any local
configuration file has a name that sorts after «systemd. confy, suchas«/etc/modprobe.d/zz-local.
confy.

5.1.8 OpenSSL default version and security level raised

Following various security recommendations, the default minimum TLS version has been changed from
TLSv1 to TLSv1.2.

The default security level for TLS connections has also been increased from level 1 to level 2. This
moves from the 80 bit security level to the 112 bit security level and will require 2048 bit or larger RSA
and DHE keys, 224 bit or larger ECC keys, and SHA-2.

The system wide settings can be changed in /etc/ssl/openssl.cnf. Applications might also
have an application specific way to override the defaults.

In the default /etc/ssl/openssl.cnf there is a MinProtocol and CipherString line. The
CipherString can also set the security level. Information about the security levels can be found
in the SSL_CTX _set_security_level(3ssl) (https://manpages.debian.org/buster/SSI,_CTX_set_
security_level (3ssl)) manpage. The list of valid strings for the minimum protocol version can be
found in SSI. CONF_cmd(3ssl) (https://manpages.debian.org/buster/SSL_CONF_cmd (3ssl)).
Other information can be found in ciphers(1ssl) (https://manpages.debian.org/buster/ciphers (1ssl))
and config(5ssl) (https://manpages.debian.org/buster/config(5ssl)).

Changing the system wide defaults in /etc/ss1l/openssl.cnf back to their previous values can
be done by setting:

MinProtocol = None
CipherString = DEFAULT

It’s recommended that you contact the remote site if the defaults cause problems.

5.1.9 Some applications don’t work in GNOME on Wayland

GNOME in buster has changed its default display server from Xorg to Wayland (see Pazmen 2.2.11).
Some applications, including the popular package manager synaptic, the default Simplified Chinese
input method, fcitx, and most screen recording applications, have not been updated to work properly
under Wayland. In order to use these packages, one needs to log in with a GNOME on Xorg session.

5.1.10 3acayxuBapluiye BHUMaHUs yCTapeBIINe MaKeThl

Huke mpUBOOUTCA CIMCOK 3aC/IyXHMBAKIINX BHAMAaHUA yCTapeBUIMX MakeToB (omucaHue cMm. B Pas-
e 4.8).
B crucok ycTapeBIIMX MAKeTOB BXOAT CJIEAYIOIIHE TaKeThL:

» The package mcelog is no longer supported with kernel versions above 4.12. rasdaemon can be
used as its replacement.

» The package revelation, which is used to store passwords, is not included in buster. keepass?2
can import previously exported password XML files from revelation. Please make sure you
export your data from revelation before upgrading, to avoid losing access to your passwords.

» The package phpmyadmin is not included in buster.

* ipsec-tools and racoon have been removed from buster as their source has been lagging
behind in adapting to new threats.

Users are encouraged to migrate to 1ibreswan, which has broader protocol compatibility and is
being actively maintained upstream.
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libreswan should be fully compatible in terms of communication protocols since it implements
a superset of racoon’s supported protocols.

+ The simple MTA ssmtp has been dropped for buster. This is due to it currently not validating TLS
certs; see bug #662960 (https://bugs.debian.org/662960).

« The ecryptfs-utils package is not part of buster due to an unfixed serious bug (#765854
(https://bugs.debian.org/765854)). At the time of writing this paragraph, there was no
clear advice for users of eCryptfs, except not to upgrade.

5.1.11 YcrapeBure KOMIOHEHTHI buster

B cienytromem Boimmycke Debian 11 (komoBoe ums bullseye) HekoTOpble BO3MOXHOCTH ycTapesu. I10J1b-
30BaressAM TpebyeTcs MeperTH Ha WCIOJIb30BaHUE APYTUX aJbTePHATUB, YTOOB M30eXaTh mpodJiieM C
oGHoBJIeHeM 1o Debian 11.

V3MeHeHYs KOCHYJIUCH CJIEAYIOIUX BO3MOXHOCTEL:

 Python 2 will stop being supported by its upstream on January 1, 2020 (https://www.python.
org/dev/peps/pep—0373/). Debian hopes to drop python-2.7 for Debian 11. If users have
functionality that relies on python, they should prepare to migrate to python3.

« Icinga 1.x is EOL upstream since 2018-12-31; while the icinga package is still present, users
should use the buster lifetime to migrate to Icinga 2 (i cinga2 package) and Icinga Web 2 (icingaweb?2
package). The icinga2—-classicui package is still present to use the Icinga 1.x CGI web interface
with Icinga 2, but the support for it will be removed in Icinga 2.11. Icinga Web 2 should be used
instead.

+ The Mailman mailing list manager suite version 3 is newly available in this release. Mailman has
been split up into various components; the core is available in the package mailman3 and the full
suite can be obtained via the mai lman3-full metapackage.

The legacy Mailman version 2.1 remains available in this release in the package mailman, so you
can migrate any existing installations at your own pace. The Mailman 2.1 package will be kept
in working order for the foreseeable future, but will not see any major changes or improvements.
It will be removed from the first Debian release after Mailman upstream has stopped support for
this branch.

Everyone is encouraged to upgrade to Mailman 3, the modern release under active development.

» The packages spf-milter—-pythonand dkim-milter-python are no longer actively developed
upstream, but their more feature-rich replacements, pyspf-milter and dkimpy-milter, are
available in buster. Users should migrate to the new packages before the old ones are removed in
bullseye.

5.1.12 To, uTo cienyeT caesaTh MOcjie OOHOBJIEHH U IO epe3arpy3Ku

When apt full-upgrade has finished, the «formal» upgrade is complete. For the upgrade to buster,
there are no special actions needed before performing a reboot.

5.1.13 SysV init related packages no longer required

3AMEYAHUE

This section does not apply if you have decided to stick with sysvinit-core.

After the switch to systemd as default init system in Jessie and further refinements in Stretch, various
SysV related packages are no longer required and can now be purged safely via

apt purge initscripts sysv-rc insserv startpar
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5.2 OrpaHuuyeHus NoAAep>KKU 6e30MacHOCTU

I[,TIH HEKOTOPLIX ITAKETOB Debian He MoxeT rapaHTHpOBAaTh KaKoH-JIM00 MUHUMAaJIbHOM InoaaEpPXKKHU HC-
HpaBJ'IeHI/Iﬁ Oe3onacHocTy. O TakuX MMaKeTax HalrcaHo B CJIEAYIOLIX pa3jesiax.

3AMEYAHUE

The package debian-security-support helps to track the security support
status of installed packages.

5.2.1 Security status of web browsers and their rendering engines

Debian 10 includes several browser engines which are affected by a steady stream of security vulnerabilities.
The high rate of vulnerabilities and partial lack of upstream support in the form of long term branches
make it very difficult to support these browsers and engines with backported security fixes. Additionally,
library interdependencies make it extremely difficult to update to newer upstream releases. Therefore,
browsers built upon e.g. the webkit and khtml engines' are included in buster, but not covered by
security support. These browsers should not be used against untrusted websites. The webkit2gtk
source package is covered by security support.

For general web browser use we recommend Firefox or Chromium. They will be kept up-to-date by
rebuilding the current ESR releases for stable. The same strategy will be applied for Thunderbird.

5.2.2 Go based packages

The Debian infrastructure currently doesn’t properly enable rebuilding packages that statically link
parts of other packages on a large scale. Until buster that hasn’t been a problem in practice, but with
the growth of the Go ecosystem it means that Go based packages won’t be covered by regular security
support until the infrastructure is improved to deal with them maintainably.

If updates are warranted, they can only come via regular point releases, which may be slow in
arriving.

5.3 IIpobGisieMsl ¢ OTAEJIbHBIMM NaKeTaMUu

B GosbIIMHCTBE cJTy4aeB OOHOBJIEHUE MAKETOB C stretch mo buster momkHO mpoxoAuTh 63 0COBBIX TPO-
6JieM. B HEKOTOPHIX CITy4asx MOXET MOTpeboBaThCA HEGOJIBIIOE BMEIIATEIBCTBO O MJIM BO BpeMs IIpo-
riecca OGHOBJIEHN; TOJAPOOHOCTH MIPUBOATCS HIDKE JJIA KaXJOr0 OTEJIBHOTO MaKeTa.

5.3.1 Semantics for using environment variables for su changed

su has changed semantics in buster and no longer preserves the user environment variables DISPLAY
and XAUTHORITY. If you need to run graphical applications with su, you will have to explicitly set
them to allow access to your display. See bug #905409 (https://bugs.debian.org/905409) for
an extensive discussion.

5.3.2 Existing PostgreSQL databases need to be reindexed

When upgrading from stretch to buster, the glibc locale data is upgraded. Specifically, this changes
how PostgreSQL sorts data in text indexes. To avoid corruption, such indexes need to be REINDEXed
immediately after upgrading the 1ocales or locales—-all packages, before putting the database back
into production.

Suggested command:

IThese engines are shipped in a number of different source packages and the concern applies to all packages shipping them.
The concern also extends to web rendering engines not explicitly mentioned here, with the exception of webkit2gtk.
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sudo —-u postgres reindexdb --all

Alternatively, upgrade the databases to PostgreSQL 11 using pg_upgradecluster. (This uses pg_dump
by default which will rebuild all indexes. Using -m upgrade or pg_upgrade is not safe because it
preserves the now-wrong index ordering.)

Refer to the PostgreSQL Wiki (https://wiki.postgresqgl.org/wiki/Locale_data_changes)
for more information.

5.3.3 mutt and neomutt

In stretch, the package mutt had patches applied from the sources at https://neomutt.org (https:
//neomutt .org). Starting from buster, the package providing /usr/bin/mutt will instead be purely
based on the original sources from http://www.mutt.org (http://www.mutt.org), and a separate
neomutt package is available providing /usr/bin/neomutt.

This means that some of the features that were previously provided by mutt are no longer available.
If this breaks your configuration you can install neomutt instead.

5.3.4 Accessing GNOME Settings app without mouse

Without a pointing device, there is no direct way to change settings in the GNOME Settings app provided
by gnome-control-center. As a work-around, you can navigate from the sidebar to the main content
by pressing the Right Arrow twice. To get back to the sidebar, you can start a search with Ctrl +F, type
something, then hit Esc to cancel the search. Now you can use the Up Arrow and Down Arrow to
navigate the sidebar. It is not possible to select search results with the keyboard.

5.3.5 gnome-disk-utility fails to change LUKS password causing permanent
data loss (buster 10.0 only)

Users of the initial buster release images should not change the LUKS password of encrypted disks with
the GNOME graphical interface for disk management. The gnome-disk-utility package in buster
had a very nasty bug (#928893) (https://bugs.debian.org/928893) when used to change the
LUKS password: it deleted the old password but failed to correctly set the new one, making all data on
the disk inaccessible. This has been fixed in the first point release.

5.3.6 evolution-ews has been dropped, and email inboxes using Exchange,
Office365 or Outlook server will be removed

Users using evolution as their email client and connecting to a server running Exchange, Office365
or Outlook using the evolution-ews plugin should not upgrade to buster without backing up data
and finding an alternative solution beforehand, as evolution-ews has been dropped due to bug #926712
(https://bugs.debian.org/926712) and their email inboxes, calendar, contact lists and tasks will
be removed and will no longer be accessible with Evolution.

The evolution-ews package has been reintroduced via buster-backports. Users upgrading from
stretch to buster can enable buster-backports after the upgrade and then they will be able to reinstall
evolution—-ews.

5.3.7 Calamares installer leaves disk encryption keys readable

When installing Debian from live media using the Calamares installer (Pazmesn 2.2.13) and selecting the
full disk encryption feature, the disk’s unlock key is stored in the initramfs which is world readable.
This allows users with local filesystem access to read the private key and gain access to the filesystem
again in the future.
This can be worked around by adding UMASK=0077to /etc/initramfs-tools/conf.d/initramfs-permission
and running update-initramfs -u. This will recreate the initramfs without world-readable permissions.
A fix for the installer is being planned (see bug #931373 (https://bugs.debian.org/931373))
and will be uploaded to debian-security. In the meantime users of full disk encryption should apply the
above workaround.
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5.3.8 S3QL URL changes for Amazon S3 buckets

When using s3g1 with Amazon S3 buckets, the configuration needs updating for a change in the URL.
The new format is:

s3://<region>/<bucket>/<prefix>

5.3.9 Split in configuration for logrotate

The shipped configurations for /var/log/btmp and /var/log/wtmp have been split from the main
configuration file (/etc/logrotate. conf) into separate standalone files (/etc/logrotate.d/btmp
and /etc/logrotate.d/wtmp).

If you have modified /etc/logrotate.conf in this regard, make sure to re-adjust the two new
files to your needs and drop any references to (b|w)tmp from the main file, since duplicate definitions
can cause errors.

5.3.10 The rescue boot option is unusable without a root password

With the implementation of sulogin now used, booting with the rescue option always requires the
root password. If one has not been set, this makes the rescue mode effectively unusable. However it is
still possible to boot using the kernel parameter init=/sbin/sulogin --force

To configure systemd to do the equivalent of this whenever it boots into rescue mode (also known
as single mode: see systemd(1) (https://manpages.debian.org/buster//buster/systemd/
systemd.1.html)), run sudo systemctl edit rescue.service and create a file saying just:

[Service]
Environment=SYSTEMD_SULOGIN_FORCE=1

It might also (or instead) be useful to do this for the emergency.service unit, which is started
automatically in the case of certain errors (see systemd.special(7) (https://manpages.debian.org/
buster//buster/systemd/systemd.special.7.html)), orif emergency is added to the kernel
command line (e.g. if the system can’t be recovered by using the rescue mode).

For background and a discussion on the security implications see #802211 (https://bugs.debian.
org//802211).
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I'staBa 6

IonmosinuTesIbHasA HHPOpMALUA O
Debian

6.1 Yto enié MOXXHO MPOYUTATH

[TomuMmo 3To¥ MH(pOpPMAIU O BHITyCKe U PYKOBOJCTBA 10 YCTAaHOBKe, CYyIIeCTBYeT JOKyMeHTalusA 1o
Debian, paspa6aTsiBaemas IpoekToM JoKyMeHTHupoBaHus Debian (DDP), 1e/1bi0 KOTOPOT'O ABJISETCSA CO-
3[jaHH€e BBICOKOKAYeCTBEHHOM JJOKyMEHTAIHU AJIA MMoJib3oBaTesell U pa3paborurkoB Debian. B cocras
3TOM JOKyMeHTaI[U BXOJUT clipaBOYHUK Debian, pykoBoicTBO HOBOro conpoBoxariero Debian, Ya-
BO o Debian u mHOroe gpyroe. ITosHyo0 uH@OpMAIHIO O JOCTYIHON JOKyMEHTAIMH MOXHO IIOCMOT-
peTb Ha BeO-caliTe mpoekTa JoKyMeHTUupoBaHudA Debian (https://www.debian.org/doc/) uDebian
Wiki (https://wiki.debian.org/).

JokymeHTanus 0 KOHKPeTHHIM IIaKkeTaM yCTaHaBJIMBaeTCA B KaTajor /usr/share/doc/naxer.
TaM MOXeT HaxoJuThcsa MHGOpPMaIUsa 006 aBTOPCKUX MpaBax, cnenuduyHas s Debian uadopmanus
U JOKyMeHTalus U3 OCHOBHOI BeTKU pa3paboTKH.

6.2 EcJyu Hy>XHa IIOMOIIb

IMosp3oBartesniu Debian MoryT BocnoJib30BaThCsl MOMOIIBIO, COBETAMHU M HOANEPKKOH U3 Pa3HBIX UCTOY-
HUKOB, HO K HUM cJleflyeT IipuberaTtb TOJIbKO B TOM CJIy4yae, ecjii BaM He yJajoch HalTH OTBeTa B AO-
CTYIHOU JOKyMeHTaluu. JJaHHBIN pa3des COOePKUT KpaTKoe OIKCaHue JOTOJIHUTEIBHBIX ICTOYHHUKOB
IIOMOIIY, KOTOPBIE MOT'YT OKa3aThCs NOJIE3HBIMU JJI HOBBIX IojIb30Bareseil Debian.

6.2.1 Crnucku paccbUIKM

OCHOBHOM UHTEpeC [JIA [T0JIb30BaTesiel Debian npeACcTaBIAI0T AaHTJIOA3BIYHBII CIMCOK pacchuiky debian-
user, uiu cnvicku debian-user- s3ex v debian- s35m¢ I IPYTUX A3BIKOB. J[JIA PyCCKOTO I3BIKA 3TO CIMCOK
debian-russian. MHdoOpMaIHio 0 crnyckax pacChlJIKA M O TOM KaK Ha HUX MOAIMKCATBCA CM. Ha https:

//lists.debian.org/. [loxasnyiicTa, nepeq TeM, KaK OTIPaBUTh BOIPOC B CIKCOK PaCCHUJIKU, IIO-
WIUTe OTBeT Ha Hero B apxuBax. IIpocuM Takxe NpuAepXuBaThCs OOIIENPHUHATEIX HOPM IIOYTOBOIO
JTHKeTa.

6.2.2 IRC

Joa mogaepxxku nosb3oBareseil Debian ects IRC-kaHau, pazMeménaeiil B IRC-cetrt OFTC. UTo6b BOUTH
Ha KaHaJI, coeIUHUTeCh ¢ cepBepoM irc.debian.org ¢ momorgsio cBoero yio6umoro IRC-kiiMeHTa v Ipuco-
eIMHNUTECh K KaHaJIy #debian. [IJiA pyCCKOA3BIYHBIX [TOJIb30BaTe el CyecTByeT KaHaa #debian-russian
B TOM Xe€ CEeTH.

[TpocuM Bac cjieoBaTh MpaBUJIaM MOBEJIEHN Ha KaHAJIe W YBaXaTh APYTUX MoJib3oBaresei. [Ipa-
BMJIA TMIOBeeHMA Ha KaHaJle omucaHbl B Bk Debian (https://wiki.debian.org/DebianIRC).

Bosiee nogpobHyto nadopmaiio o6 OFTC MoXHO moJjiyuuTh Ha BeO-caiite ceTu (http://www.
oftc.net/).
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6.3 Kak coobmuTtb 00 ommubke

MBI IpUJIOKMIIA HEMAJIO YCUJINHI, YTOOH cAeaTh Debian onepaiioHHOI cCTEMOI BEICOKOTO KauecTBa,
OHAKO 3TO He 03HauaeT, YTO IIOCTaBJieMble HAMU ITaKeTHl COBCEM He cojiepXaT HUKakux omunbok. Ta-
KOM MOJIX0]] corjiacyetcs ¢ dumocodueit «oTKphITON paspaboTku» Debian. MbI mpeiocTaBisieM HalllUM
0JIb30BATEJIAM MOJIHYI0 HHPOPMALHI0 000 Bcex OOHAPYXEHHBIX OMMOKax C MOMOIIBI0 Halllell CUCTe-
MBI OTCJIexuBaHusA omnbok (BTS). Bel MoxxeTe o6paTuThesA K Hell 1o afipecy https://bugs.debian.
org/.

Ecyu BB 0OHapyXUTe OMNOKY B JUCTPUOYTHBE UJIN KaKOM-TO U3 €T0 [IaKeTOB, OXaJIyICcTa, COOOIIN-
Te 0 Hel, YTOOHI B OyIyLIUX BEITyCKaxX OHa ObUla ucnpasiieHa. UToOw coobuuTh 06 omubke, Tpebyercs
pabourii apec 3JIeKTPOHHOM MOYTHL. DTO HEOOXOJUMO JIJIs1 TOTO, YTOOBI MBI MOTJIU OTCJIEXXHUBATh OIINO-
KU, a pa3paboTurKy MOTJIU CBA3BIBATHCSA C OTIIPABUTEIIAAMU OTYETOB 00 OmMMOKax, ecyIiv UM IOHaJo0uTCs
JOMOJIHUTeIbHAsA NHbOopMaIusl.

OtnpaBuTth coobijeHre 06 OmubKe MOXHO C MOMOIIBI0 IPOrpaMMbl reportbug mniu BpyuHy0 1o
3JIEKTPOHHOM NouTe. Bojiee moApoOHy0 MHPOPMAIIUIO O CUCTEME OTCJIeXMBaHUA OMMNOOK U O TOM, KaK
€€ KCII0JIb30BaTh, MOXHO IIPOYMTATh B CIIPABOYHOI JOKyMeHTanuu (OHa JOCTyIHa B KaTajore /usr/
share/doc/debian nocse yCTaHOBKY ITaKeTa doc—-debian) WM Ha caliTe CUCTEMEBI OTCJIEKUBAHNA
omnbok (https://bugs.debian.org/).

6.4 Kaxk noMmoub Debian

You do not need to be an expert to contribute to Debian. By assisting users with problems on the
various user support lists (https://lists.debian.org/) you are contributing to the community.
Identifying (and also solving) problems related to the development of the distribution by participating
on the development lists (https://lists.debian.org/) is also extremely helpful. To maintain
Debian’s high-quality distribution, submit bugs (https://bugs.debian.org/) and help developers
track them down and fix them. The tool how-can-i-help helps you to find suitable reported bugs to
work on. If you have a way with words then you may want to contribute more actively by helping to
write documentation (https://www.debian.org/doc/vcs) or translate (https://www.debian.
org/international/) existing documentation into your own language.

Ecom Bl MoxeTe yaeauTh Debian Gosibliie BpeMeHU, MOXHO B3AThCsA 3a CONPOBOXIEHUE KaKOI-
HubOyap cBobojHON nporpaMMil Free Software. B wacTHocTH, Mojie3HOH Obljla OB MOAJEpXXKa IMake-
TOB, KOTOPbIE KTO-TO OCOGEHHO XOTes 6Bl BUAEeTh B Debian. ITogpo6Hy0 nHGOpMALHI0 MOXHO HAHTU
Ha cTpaHuIle Tpebymux JopaboTKy U MIaHupyeMbIX nakeToB (https://www.debian.org/devel/
wnpp/). EcJii BaM MHTepecHa Kakasa-To crernududeckas rpyIa nojb3oBaTesiel], BO3MOXHO, BB 3aX0TH-
Te y4yacTBOBaTh B OJIHOM U3 JouepHUX MpoekToB (https://www.debian.org/devel/#projects)
Debian. Cpenu Hux nepeHoc Debian Ha apyrue apxutektypsl 1 Debian Pure Blends (https://wiki.
debian.org/DebianPureBlends).

B mobom ciydae, ecny Bbl yyacTByeTe B pabote coobmectBa CeodoaHoro 10 B KauecTBe 1M0JIb30-
BaTeJIs, IPOrpaMMUCTA, MHcaTesIA WK TepeBOIUNKA, B yXXe nnoMoraere CBOGOJHOMY [IPOIPAMMHOMY
obecrieyeHno. Takoe yyacTye IIPUHOCUT YOBOJIbCTBHE U PAJIOCTh, a TaKXKe JJaéT BO3MOXHOCTH IT03HA-
KOMUTbHCSI C HOBBIMU JIIOABMU U TIPUJAET BaM Te camble TEIJIbIE YYBCTBA U MEePEXUBAHMUS.
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I'staBa 7

I'nmoccapun

ACPI

yCOBepIIEHCTBOBAHHEIN UHTepdelic HaCTPONKU U yIpaBjeHNs NUTaHUueM
ALSA

nepeioBas 3ByKOBas apxuTekTypa Linux
BD

nuck Blu-ray
CD

KOMMaKT-IqUCK
CD-ROM

JOCTYIHBIN TOJIBKO JJIs YTeHUsA KOMIIaKT-ANCK
DHCP

MIPOTOKOJI AMHAMHUYECKON KOHpUrypanuu y3sia
DLBD

JBYXCJIOUHBIN JucK Blu-ray
DNS

cucreMa JOMEHHBIX UMEH
DVD

1udpoBOIi MHOTOLIEJIEBOU AUCK
GIMP

pactpoBuiii rpadudeckuil pegakrop GNU
GNU

GNU He Unix
GPG

cBoOoAHAA anbTepHaTHBa Habopy xpunrtorpadudeckoro I10 PGP
LDAP

06J1erYéHHBIN IPOTOKOJI JOCTyNa K KaTajgoraM
LSB

Habop cranmapToB Linux
LVM

MeHe[Kep JIOTUYeCKUX TOMOB
MTA

AQreHT MEPEChIJIKU IMOYThI
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TJIABA 7. TJIOCCAPHH

NBD
ceTeBoe 6JI0YHOE YCTPOVICTBO
NFS
cereBas ¢aiioBasd cucreMa
NIC
IJTaTa ceTeBoro nHTepgerica
NIS
cereBas MHOpMAIMOHHAA CJIyk0a
PHP
PHP: npenpolieccop runeprexkcra
RAID
M30BITOYHBIN MacCHUB HE3aBHUCHUMBIX XKECTKUX AVICKOB
SATA
IprcoeHeHNe TI0 MPOABMHYTON TEXHOJIOTUH II0 IocjieJoBaTeJIbHOMY UHTepdeiicy
SSL
YPOBEHb 3alUIIEHHBIX COKETOB
TLS
3aM[UIIEHHBINA TPAHCIIOPTHHIN YPOBEHb
UEFI

Unified Extensible Firmware Interface (YHuGUUUPOBAaHHBIN paclIMpsAeMbIil UHTEphENC MUKpPO-
porpamMmm)

USB

yHUBepcasbHas IocjieoBaTebHaA MIHA
UuID

YHUBEPCAJIbHBIN YHUKAJIBHBIN UAEHTUPUKATOP
WPA

3amumeéHHBIN gocTym K Wi-Fi
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IIpunoxenuve A

IToaroroBka cucreMsl stretch x
OOHOBJIEHUIO

B 5TOM nprIoXeHUU COOepXUTCs nHGOpMaNus O TOM, KakK Iepell OOHOBJIeHHEM [0 buster ymocrose-
PUTBCS, YTO BBl MOXETEe YCTAHABJIMBAThH WJIM OOHOBJIATH MAKeTH stretch. 3To MoXxeT MOHAOOUTHCA B
HEKOTOPHIX CJIyYasx.

A.1 OOHOBJIeHHe cucTeMbl stretch

B OCHOBHOM, 3TO OOHOBJIEHHE HUYEM HE OTJIMYAETCA OT BCEX MpeblayIux OOHOBJIeHWH stretch, ko-
TOpPBIE BBI Jiejiaii. EAUHCTBEHHOE OTJINYKE COCTOMT B TOM, UTO CHAayaJia HaJ0 yOequThCA, YTO Ballln
CIIMCKY TIAaKETOB BCE eIIé cofepkaT CChLIKM Ha MaKeTHl stretch, kak ommcaHo B Pasmernt A.2.

Ecsiu BBl OOHOBJIAETE CUCTEMY C cepBepa-depkasia Debian, To aBTomaTtuuecku OyneT BBHIOJIHEHO
O0GHOBJIEHME JI0 TIOCJIEIHEr0 BhIMycKa stretch.

A.2 Checking your APT source-list files

If any of the lines in your APT source-list files (see sources.list(5) (https://manpages.debian.org/
buster//buster/apt/sources.list.5.html)) contain references to «stabley, thisis effectively
pointing to buster already. This might not be what you want if you are not yet ready for the upgrade. If
you have already run apt update, you can still get back without problems by following the procedure
below.

Ecyu BB yCIesI yCTaHOBUTH MAKeTH U3 buster, To 0co60ro cMbIcjia B yCTAHOBKE MAKETOB U3 stretch
yXe HeT. B 3ToM cJiyuae BaM ciiefyeT pelnTh — JOBOAUTH 10 KOHIIA OOHOBJIEHNE UJIU HeT. BepHyThcsA
K MCITOJIb30BAHUIO CTAPhIX BEPCHUIT TAKETOB BO3MOXHO, HO 3Ta MpOLeypa BBIXOJUT 32 PAMKU JaHHOTO
JIOKYMEHTA.

As root, open the relevant APT source-list file (such as /etc/apt/sources.list) with your
favorite editor, and check all lines beginning with deb http:, deb https:, deb tor+http:, deb
tor+https:,URIs: http:,URIs: https:,URIs: tor+http: orURIs: tor+https: forareference
to «stabley. If you find any, change stable to stretch.

If you have any lines starting with deb file: or URIs: file:,you will have to check for yourself
if the location they refer to contains a stretch or buster archive.

BAXHO

so would invalidate the line and you would have to run apt-cdrom again. Do not be
alarmed if a cdrom: source line refers to «<unstable». Although confusing, this is
normal.

: Do not change any lines that begin with deb cdrom: or URIs: cdrom:. Doing

Ecsnu BBl BHecsIu Kakue-HUOYb U3MeHeHNs, coxpaHuTe $aiiy 1 BHIIOJHUTE KOMaHIy
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IIPUJIOKEHHUE A. TIOAI'OTOBKA CHUCTEMHI ... A.3. YJJAJIEHHUE YCTAPEBIIIHX ®AHJIOB ...

# apt update

AJIA 00OHOBJIEHHUA CIICKa TTaKeTOB.

A.3 VYpanenue ycrapeBmmx (pailJioB HACTPOUKM

[lepes 0GHOBJIEHHEM CHCTEMEI IO buster, peKOMeHIyeTcA yAAJUTh U3 CUCTEMBI CTapbie GaiiIpl HACTPOEK
(Takue kak * .dpkg-{new, old} B /etc.

A.4 Tlepexona k ucnoJib3oBaHuio JiokaJei ¢ UTF-8

UcnoJsib3oBaHue ycrapesiueii jokaau (He-UTF-8) yxe Joroe BpeMs He IOAAEPKUBAETCS OKPYKEHUSAMU
pabodero cToJa ¥ JpyruM MUPOKO rcnosib3yeMbeiM I10. Takue Jjiokasu cjiefyeT OGHOBUTD, 3aITyCTUB KO-
maHgy dpkg-reconfigure locales u BeiGpaB mo ymosuanuio UTF-8. Takke BaM ciieyeT yOeUThCs, YTO
BallIY T10JIb30BATEJIY HE U3MEHAIOT HACTPOMKHU [0 YMOJIYaHUIO U HE MCIIOJIb3YIOT YCTapEeBIINE BAPUAHTHI
JIOKaJIN B CBOUX OKPYXXEHUX.
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ITpuyioxenue B

JIroay, ydacTBOBaBIINE B CO3MaHUU
MHQOpPMAaIIUM O BBIIIyCKEe

MHoro JIo[ieil moMoraJjio Ipy co3qaHuM MHGOPMAaIMU O BHITYCKE, BOT TOJIBKO HEKOTOPhIE U3 HUX:

Adam D. Barratt, Adam Di Carlo, Andreas Barth, Andrei Popescu, Anne Bezemer, Bob Hilliard,
Charles Plessy, Christian Perrier, Christoph Berg, Daniel Baumann, David Prévot, Eddy Petrisor, Emmanuel
Kasper, Esko Arajarvi, Frans Pop, Giovanni Rapagnani, Gordon Farquharson, Hideki Yamane, Holger
Wansing, Javier Fernandez-Sanguino Pena, Jens Seidel, Jonas Meurer, Jonathan Nieder, Joost van Baal-
Ili¢, Josip Rodin, Julien Cristau, Justin B Rye, LaMont Jones, Luk Claes, Martin Michlmayr, Michael
Biebl, Moritz Miihlenhoff, Niels Thykier, Noah Meyerhans, Noritada Kobayashi, Osamu Aoki, Paul
Gevers, Peter Green, Rob Bradford, Samuel Thibault, Simon Bienlein, Simon Paillard, Stefan Fritsch,
Steve Langasek, Steve McIntyre, Tobias Scherer, victory, Vincent McIntyre u W. Martin Borgert.

OTOT JOKyMeHT ObLI IlepeBeJ€H Ha MHOTHe A3blku. Cnacubo nepeBogumkam!

[TepeBox Ha pycckuii: Cepreii AnémuH, FOpuii Kosnos, Jle JlambGepos
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BIND, 4

C
Calligra, 3
Cryptsetup, 4
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Evolution, 4
Exim, 4
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