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license inAppendix F
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Installing Debian GNU/Linux 6.0 For hppa

We are delighted that you have decided to try Debian, andwueethat you will find that Debian’s
GNU/Linux distribution is unique. Debian GNU/Linux brindegether high-quality free software
from around the world, integrating it into a coherent whaie believe that you will find that the
result is truly more than the sum of the parts.

We understand that many of you want to install Debian withreatling this manual, and the Debian
installer is designed to make this possible. If you don’tehtime to read the whole Installation Guide
right now, we recommend that you read the Installation Howtadch will walk you through the basic
installation process, and links to the manual for more adedriopics or for when things go wrong.
The Installation Howto can be found Appendix A

With that said, we hope that you have the time to read mosti®htlanual, and doing so will lead to
a more informed and likely more successful installationezignce.



Chapter 1. Welcome to Debian

This chapter provides an overview of the Debian Project arfli@h GNU/Linux. If you already
know about the Debian Project’s history and the Debian GNwurk distribution, feel free to skip to
the next chapter.

1.1. What is Debian?

Debian is an all-volunteer organization dedicated to dmial free software and promoting the ide-
als of the Free Software community. The Debian Project bégdi®993, when lan Murdock issued
an open invitation to software developers to contribute tmmaplete and coherent software distri-
bution based on the relatively new Linux kernel. That re&dji small band of dedicated enthusiasts,
originally funded by the Free Software Foundation (httpmiv.fsf.org/) and influenced by the GNU
(http://www.gnu.org/gnu/the-gnu-project.html) phibgdhy, has grown over the years into an organi-
zation of around 88®ebian Developers

Debian Developers are involved in a variety of activitiessluding Web (http://www.debian.org/)
and FTP (ftp://ftp.debian.org/) site administration,@re design, legal analysis of software licenses,
writing documentation, and, of course, maintaining sofeygackages.

In the interest of communicating our philosophy and atinactlevelopers who believe in the princi-
ples that Debian stands for, the Debian Project has puldliahmimber of documents that outline our
values and serve as guides to what it means to be a Debiandpevel

- The Debian Social Contract (http://www.debian.org/sb@antract) is a statement of Debian’s
commitments to the Free Software Community. Anyone whoemte abide to the Social Contract
may become a maintainer (http://www.debian.org/doc/trginde/). Any maintainer can introduce
new software into Debian — provided that the software meetsdteria for being free, and the
package follows our quality standards.

- The Debian Free Software Guidelines (http://www.debiggismcial_contract#guidelines) are a
clear and concise statement of Debian’s criteria for frédenswe. The DFSG is a very influen-
tial document in the Free Software Movement, and was thedation of the The Open Source
Definition (http://opensource.org/docs/definition_platml).

- The Debian Policy Manual (http://www.debian.org/doc/dekpolicy/) is an extensive specifica-
tion of the Debian Project’s standards of quality.

Debian developers are also involved in a number of otheeptsj some specific to Debian, others
involving some or all of the Linux community. Some exampledude:

- The Linux Standard Base (http://www.linuxbase.org/) ().&Ba project aimed at standardizing the
basic GNU/Linux system, which will enable third-party sedire and hardware developers to easily
design programs and device drivers for Linux-in-genetaher than for a specific GNU/Linux
distribution.

« The Filesystem Hierarchy Standard (http://www.pathnaora/fhs/) (FHS) is an effort to standard-
ize the layout of the Linux file system. The FHS will allow seéire developers to concentrate their
efforts on designing programs, without having to worry aldwaw the package will be installed in
different GNU/Linux distributions.
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- Debian Jr. (http://www.debian.org/devel/debian-jr/)ais internal project, aimed at making sure
Debian has something to offer to our youngest users.

For more general information about Debian, see the Debiap (Ftp://www.debian.org/doc/FAQ/).

1.2. What is GNU/Linux?

Linux is an operating system: a series of programs that letigeeract with your computer and run
other programs.

An operating system consists of various fundamental prograhich are needed by your computer
so that it can communicate and receive instructions fromsysead and write data to hard disks,
tapes, and printers; control the use of memory; and run cbiware. The most important part of
an operating system is the kernel. In a GNU/Linux systemuxiis the kernel component. The rest
of the system consists of other programs, many of which wergew by or for the GNU Project.
Because the Linux kernel alone does not form a working opeyat/stem, we prefer to use the term
“GNU/Linux” to refer to systems that many people casualfgreéo as “Linux”.

Linux is modelled on the Unix operating system. From thetstanux was designed to be a multi-
tasking, multi-user system. These facts are enough to meke different from other well-known
operating systems. However, Linux is even more differezmtyou might imagine. In contrast to other
operating systems, nobody owns Linux. Much of its develapieedone by unpaid volunteers.

Development of what later became GNU/Linux began in 1984 mihe Free Software Foundation
(http://lwww.fsf.org/) began development of a free Unikelioperating system called GNU.

The GNU Project (http://www.gnu.org/) has developed a cahensive set of free software tools for
use with Unix™ and Unix-like operating systems such as Lifthese tools enable users to perform
tasks ranging from the mundane (such as copying or remouig ffiom the system) to the arcane
(such as writing and compiling programs or doing sophisggidaediting in a variety of document
formats).

While many groups and individuals have contributed to Lirtine, largest single contributor is still
the Free Software Foundation, which created not only mogtetools used in Linux, but also the
philosophy and the community that made Linux possible.

The Linux kernel (http://www.kernel.org/) first appeared 1991, when a Finnish computing
science student named Linus Torvalds announced an eardjormeof a replacement kernel for
Minix to the Usenet newsgrouponp. os. mi ni x. See Linux International’s Linux History Page
(http://www.cs.cmu.edu/~awb/linux.history.html).

Linus Torvalds continues to coordinate the work of sevetaldned developers with the help of a
number of subsystem maintainers. There is an official welfkttp://www.kernel.org/) for the Linux
kernel. More information about thiei nux- ker nel mailing list can be found on the linux-kernel
mailing list FAQ (http://www.tux.org/lkml/).

Linux users have immense freedom of choice in their softweme example, Linux users can choose
from a dozen different command line shells and several dgcapbesktops. This selection is often

bewildering to users of other operating systems, who aresed to thinking of the command line or

desktop as something that they can change.

Linux is also less likely to crash, better able to run morenthiae program at the same time, and more
secure than many operating systems. With these advantages,is the fastest growing operating
system in the server market. More recently, Linux has beguoetpopular among home and business
users as well.
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1.3. What is Debian GNU/Linux?

The combination of Debian’s philosophy and methodology #edGNU tools, the Linux kernel, and
other important free software, form a unique software tistion called Debian GNU/Linux. This
distribution is made up of a large number of softwpaekagesEach package in the distribution con-
tains executables, scripts, documentation, and configaratformation, and has maintainerwho

is primarily responsible for keeping the package up-tedaacking bug reports, and communicating
with the upstream author(s) of the packaged software. Quemely large user base, combined with
our bug tracking system ensures that problems are foundauaiduickly.

Debian’s attention to detail allows us to produce a highligyastable, and scalable distribution.
Installations can be easily configured to serve many rotes) stripped-down firewalls to desktop
scientific workstations to high-end network servers.

Debian is especially popular among advanced users becéitsaarhnical excellence and its deep
commitment to the needs and expectations of the Linux contynudebian also introduced many
features to Linux that are now commonplace.

For example, Debian was the first Linux distribution to irgia package management system for easy
installation and removal of software. It was also the firstux distribution that could be upgraded
without requiring reinstallation.

Debian continues to be a leader in Linux development. Iteldgment process is an example of just
how well the Open Source development model can work — evewdor complex tasks such as
building and maintaining a complete operating system.

The feature that most distinguishes Debian from other Litisiibutions is its package management
system. These tools give the administrator of a Debian systmplete control over the packages
installed on that system, including the ability to instaBiagle package or automatically update the
entire operating system. Individual packages can alsodteqted from being updated. You can even
tell the package management system about software you baygiled yourself and what dependen-
cies it fulfills.

To protect your system against “Trojan horses” and otheewadént software, Debian’s servers ver-
ify that uploaded packages come from their registered DPebiaintainers. Debian packagers also
take great care to configure their packages in a secure maithen security problems in shipped

packages do appear, fixes are usually available very quigkith Debian’s simple update options,

security fixes can be downloaded and installed automatiealoss the Internet.

The primary, and best, method of getting support for youri@eliNU/Linux system and commu-

nicating with Debian Developers is through the many mailistg maintained by the Debian Project
(there are more than 245 at this writing). The easiest waylbsaibe to one or more of these lists is
visit Debian’s mailing list subscription page (http://wvdgbian.org/MailingLists/subscribe) and fill

out the form you'll find there.

1.4. What is Debian GNU/kFreeBSD?

Debian GNU/kFreeBSD is a Debian GNU system with the kFreeR&Mel.

This port of Debian is currently only being developed for iB&6 and amd64 architectures, although
ports to other architectures is possible.

Please note that Debian GNU/kFreeBSD is not a Linux systachflaus some information on Linux
system may not apply to it.
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For  more information, see the Debian GNU/kFreeBSD  ports epag
(http://lwww.debian.org/ports/kfreebsd-gnu/) and thield an- bsd@ i st's. debi an. or g> mailing
list.

1.5. Getting Debian

For information on how to download Debian GNU/Linux from timternet or from whom official
Debian CDs can be purchased, see the distribution web page/{lmww.debian.org/distrib/). The list
of Debian mirrors (http://www.debian.org/distrib/ftpl) contains a full set of official Debian mirrors,
so you can easily find the nearest one.

Debian can be upgraded after installation very easily. Tistallation procedure will help set up the
system so that you can make those upgrades once instaiatomplete, if need be.

1.6. Getting the Newest Version of This Document

This document is constantly being revised. Be sure to chdwk t Debian 6.0 pages

(http://www.debian.org/releases/squeeze/) for anyrdstte information about the 6.0 release of
the Debian GNU/Linux system. Updated versions of this ifetian manual are also available from
the official Install Manual pages (http://www.debian.oetg¢ases/squeeze/hppa/).

1.7. Organization of This Document

This document is meant to serve as a manual for first-time dbebsers. It tries to make as few
assumptions as possible about your level of expertise. Memae do assume that you have a general
understanding of how the hardware in your computer works.

Expert users may also find interesting reference informaiticthis document, including minimum
installation sizes, details about the hardware supponetido Debian installation system, and so on.
We encourage expert users to jump around in the document.

In general, this manual is arranged in a linear fashion, iwgliou through the installation process
from start to finish. Here are the steps in installing DebiddU&Ainux, and the sections of this
document which correlate with each step:

1. Determine whether your hardware meets the requirementssing the installation system, in
Chapter 2

2. Backup your system, perform any necessary planning ardivaae configuration prior to in-
stalling Debian, inChapter 3If you are preparing a multi-boot system, you may need tatere
partitionable space on your hard disk for Debian to use.

3. InChapter 4you will obtain the necessary installation files for yourthwal of installation.

4. Chapter Slescribes booting into the installation system. This odragiso discusses troubleshoot-
ing procedures in case you have problems with this step.

5. Perform the actual installation according@bapter 6 This involves choosing your language,
configuring peripheral driver modules, configuring yourwak connection, so that remaining
installation files can be obtained directly from a Debiarvee(if you are not installing from a
CD), partitioning your hard drives and installation of adagstem, then selection and installation
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of tasks. (Some background about setting up the partitiongdur Debian system is explained
in Appendix C)

6. Boot into your newly installed base system, fr@apter 7

Once you've got your system installed, you can r€wpter 8 That chapter explains where to look
to find more information about Unix and Debian, and how toaeglyour kernel.

Finally, information about this document and how to conttébto it may be found id\ppendix E

1.8. About Copyrights and Software Licenses

We're sure that you've read some of the licenses that conte mitst commercial software — they
usually say that you can only use one copy of the software omglescomputer. This system’s
license isn't like that at all. We encourage you to put a cd@yebian GNU/Linux on every computer
in your school or place of business. Lend your installati@dia to your friends and help them install
it on their computers! You can even make thousands of copidseall them — albeit with a few
restrictions. Your freedom to install and use the systemesodirectly from Debian being based on
free software

Calling softwarefree doesn’t mean that the software isn’t copyrighted, and isddenean that CDs
containing that software must be distributed at no chargee Boftware, in part, means that the li-
censes of individual programs do not require you to pay ferttivilege of distributing or using those
programs. Free software also means that not only may anyeeds adapt, and modify the software,
but that they may distribute the results of their work as well

Note: The Debian project, as a pragmatic concession to its users, does make some packages
available that do not meet our criteria for being free. These packages are not part of the official
distribution, however, and are only available from the contri b or non-f r ee areas of Debian mir-
rors or on third-party CD-ROMSs; see the Debian FAQ (http://www.debian.org/doc/FAQ/), under
“The Debian FTP archives”, for more information about the layout and contents of the archives.

Many of the programs in the system are licensed undesiiid General Public Licens®ften simply
referred to as “the GPL". The GPL requires you to makegberce codef the programs available
whenever you distribute a binary copy of the program; thavision of the license ensures that any
user will be able to modify the software. Because of this jsion, the source codédor all such
programs is available in the Debian system.

There are several other forms of copyright statements afida@® licenses used on the programs
in Debian. You can find the copyrights and licenses for evergkpge installed on your system by
looking in the file/ usr/ shar e/ doc/ package- nane/ copyri ght once you've installed a package
on your system.

For more information about licenses and how Debian detexsniwhether software is free
enough to be included in the main distribution, see the Delitaee Software Guidelines
(http://www.debian.org/social_contract#guidelines).

The most important legal notice is that this software comi#k no warranties The programmers
who have created this software have done so for the benefieafdmmunity. No guarantee is made

1.

For information on how to locate, unpack, and build binaries from Debiurce packages, see the Debian FAQ

(http://www.debian.org/doc/FAQ/), under “Basics of the Debian Packéaygagement System”.
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as to the suitability of the software for any given purposewklver, since the software is free, you
are empowered to modify that software to suit your needs —t@edjoy the benefits of the changes
made by others who have extended the software in this way.



Chapter 2. System Requirements

This section contains information about what hardware yerdrto get started with Debian. You will
also find links to further information about hardware supedby GNU and Linux.

2.1. Supported Hardware

Debian does not impose hardware requirements beyond thaeegents of the Linux or kFreeBSD
kernel and the GNU tool-sets. Therefore, any architectupdatform to which the Linux or kFreeBSD
kernel, libc,gcc etc. have been ported, and for which a Debian port existsywa Debian. Please
refer to the Ports pages at http://www.debian.org/papisihfor more details on PA-RISC architecture
systems which have been tested with Debian GNU/Linux.

Rather than attempting to describe all the different hardweanfigurations which are supported for
PA-RISC, this section contains general information and@os to where additional information can
be found.

2.1.1. Supported Architectures

Debian GNU/Linux 6.0 supports eleven major architecturebssveral variations of each architecture
known as “flavors”.

Architecture Debian Designation | Subarchitecture Flavor

Intel x86-based i386

AMD64 & Intel amd64

EM64T

ARM armel Intel IOP32x iop32x
Intel IXP4xx IXPAXX
Marvell Kirkwood kirkwood
Marvell Orion orion5x
Versatile versatile

HP PA-RISC hppa PA-RISC 1.1 32
PA-RISC 2.0 64

Intel IA-64 ia64

MIPS (big endian) mips SGI IP22 (Indy/Indigo | r4k-ip22
2)
SGI P32 (02) r5k-ip32
MIPS Malta (32 bit) | 4kc-malta
MIPS Malta (64 bit) | 5kc-malta

MIPS (little endian) | mipsel Cobalt cobalt
MIPS Malta (32 bit) | 4kc-malta
MIPS Malta (64 bit) | 5kc-malta
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Architecture Debian Designation | Subarchitecture Flavor
IBM/Motorola powerpc PowerMac pmac
PowerPC
PReP prep
Sun SPARC sparc sun4u sparc64
sun4v
IBM S/390 s390 IPL from VM-reader |generic
and DASD
IPL from tape tape

Debian GNU/kFreeBSD 6.0 supports two architectures.

Architecture
Intel x86-based
AMDG64 & Intel EM64T

Debian Designation
kfreebsd-i386
kfreebsd-amd64

This document covers installation for tiR&A-RISCarchitecture using theinux kernel. If you are
looking for information on any of the other Debian-suppdréechitectures take a look at the Debian-
Ports (http://www.debian.org/ports/) pages.

2.1.2. CPU, Main Boards, and Video Support

There are two major suppdrppaflavors: PA-RISC 1.1 and PA-RISC 2.0. The PA-RISC 1.1 archite
ture is targeted at 32-bit processors whereas the 2.0 actinié is targeted to the 64-bit processors.
Some systems are able to run either kernel. In both casasséhiand is 32-bit. There is the possibility
of a 64-bit userland in the future.

2.1.3. Multiple Processors

Multiprocessor support — also called “symmetric multipgesing” or SMP — is available for this
architecture. However, the standard Debian 6.0 kernel énaiags not support SMP. This should not
prevent installation, since the standard, non-SMP keitrellsl boot on SMP systems; the kernel will
simply use the first CPU.

In order to take advantage of multiple processors, youllehto replace the standard Debian ker-
nel. You can find a discussion of how to do thisSaction 8.6At this time (kernel version 2.6.32) the

way you enable SMP is to select “Symmetric multi-processingport” in the “Processor type and

features” section of the kernel config.

2.1.4. Graphics Card Support

Debian’s support for graphical interfaces is determinedhgyunderlying support found in X.Org’s
X11 system. Most AGP, PCI, PCle, and PCI-X video cards wordenrX.Org. Details on supported
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graphics buses, cards, monitors, and pointing devices edgound at http://xorg.freedesktop.org/.
Debian 6.0 ships with X.Org version 7.5.

2.1.5. Network Connectivity Hardware

Almost any network interface card (NIC) supported by theuxitkernel should also be supported by
the installation system; modular drivers should norma#iydaded automatically.

2.1.6. Peripherals and Other Hardware

Linux supports a large variety of hardware devices such &g nprinters, scanners, PCMCIA and
USB devices. However, most of these devices are not requindd installing the system.

2.2. Devices Requiring Firmware

Besides the availability of a device driver, some hardwdse eequires so-callefirmware or mi-
crocodeto be loaded into the device before it can become operatidigs is most common for
network interface cards (especially wireless NICs), butégample some USB devices and even
some hard disk controllers also require firmware.

In most cases firmware is non-free according to the critesedby the Debian GNU/Linux project
and thus cannot be included in the main distribution or initiséallation system. If the device driver
itself is included in the distribution and if Debian GNU/Iuix legally can distribute the firmware, it
will often be available as a separate package from the remdection of the archive.

However, this does not mean that such hardware cannot bedusied an installation. Starting with
Debian GNU/Linux 5.0¢debi an-i nst al | er supports loading firmware files or packages containing
firmware from a removable medium, such as a floppy disk or UR.sSeeSection 6.4or detailed
information on how to load firmware files or packages durirgittstallation.

2.3. Purchasing Hardware Specifically for GNU/Linux

There are several vendors, who ship systems with Debiarher distributions of GNU/Linux pre-

installed (http://www.debian.org/distrib/pre-inse). You might pay more for the privilege, but it
does buy a level of peace of mind, since you can be sure thatattware is well-supported by
GNU/Linux.

Whether or not you are purchasing a system with Linux bunddeeven a used system, it is still
important to check that your hardware is supported by thentkernel. Check if your hardware is
listed in the references found above. Let your salespetisamy) know that you're shopping for a
Linux system. Support Linux-friendly hardware vendors.

2.3.1. Avoid Proprietary or Closed Hardware

Some hardware manufacturers simply won't tell us how toenditivers for their hardware. Others
won't allow us access to the documentation without a nonlosire agreement that would prevent
us from releasing the Linux source code.
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Since we haven't been granted access to the documentatibies® devices, they simply won’t work
under Linux. You can help by asking the manufacturers of susrdware to release the documenta-
tion. If enough people ask, they will realize that the freftvgare community is an important market.

2.4. Installation Media

This section will help you determine which different medjpés you can use to install Debian. For
example, if you have a floppy disk drive on your machine, it barused to install Debian. There is

a whole chapter devoted to med@hapter 4 which lists the advantages and disadvantages of each
media type. You may want to refer back to this page once yothrteat section.

2.4.1. CD-ROM/DVD-ROM

Note: Whenever you see “CD-ROM” in this manual, it applies to both CD-ROMs and DVD-ROMs,
because both technologies are really the same from the operating system’s point of view, except
for some very old nonstandard CD-ROM drives which are neither SCSI nor IDE/ATAPI.

CD-ROM based installation is supported for some architestuOn machines which support bootable
CD-ROMs, you should be able to do a completely floppy-lessilaion. Even if your system doesn’t
support booting from a CD-ROM, you can use the CD-ROM in cogjion with the other techniques
to install your system, once you've booted up by other meseaChapter 5

2.4.2. Hard Disk

Booting the installation system directly from a hard diskaither option for many architectures.
This will require some other operating system to load th&lles onto the hard disk.

2.4.3. Network

The network can be used during the installation to retrides fieeded for the installation. Whether
the network is used or not depends on the installation methaathoose and your answers to certain
guestions that will be asked during the installation. Thetalation system supports most types of
network connections (including PPPoE, but not ISDN or PRR)either HTTP or FTP. After the
installation is completed, you can also configure your sydteuse ISDN and PPP.

You can alsdootthe installation system over the network.

Diskless installation, using network booting from a loc@anetwork and NFS-mounting of all local
filesystems, is another option.

2.4.4. Un*x or GNU system

If you are running another Unix-like system, you could us® iinstall Debian GNU/Linux without
using thedebi an-i nst al | er described in the rest of this manual. This kind of install rhayuseful

10
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for users with otherwise unsupported hardware or on hostshwdan't afford downtime. If you are
interested in this technique, skip to tBection D.3

2.4.5. Supported Storage Systems

The Debian boot disks contain a kernel which is built to mazerthe number of systems it runs
on. Unfortunately, this makes for a larger kernel, whicHudes many drivers that won't be used for
your machine (se8ection 8.60 learn how to build your own kernel). Support for the widesssible
range of devices is desirable in general, to ensure thataDetzin be installed on the widest array of
hardware.

Any storage system supported by the Linux kernel is alsoaitiep by the boot system. Note that the
current Linux kernel does not support the floppy drive.

2.5. Memory and Disk Space Requirements

You must have at least 32MB of memory and 650MB of hard diskspa perform a normal instal-
lation. Note that these are fairly minimal numbers. For nreddistic figures, seBection 3.4

Installation on systems with less memory or disk space aviglmay be possible but is only advised
for experienced users.

11



Chapter 3. Before Installing Debian
GNU/Linux

This chapter deals with the preparation for installing Relbefore you even boot the installer. This
includes backing up your data, gathering information alpout hardware, and locating any necessary
information.

3.1. Overview of the Installation Process

First, just a note about re-installations. With Debian,rawinstance that will require a complete re-
installation of your system is very rare; perhaps mech&fadare of the hard disk would be the most
common case.

Many common operating systems may require a complete liatstal to be performed when critical
failures take place or for upgrades to new OS versions. Bvarcompletely new installation isn’t
required, often the programs you use must be re-installegeoate properly in the new OS.

Under Debian GNU/Linux, it is much more likely that your OShdze repaired rather than replaced if
things go wrong. Upgrades never require a wholesale iasitail; you can always upgrade in-place.
And the programs are almost always compatible with sucee$35 releases. If a new program ver-
sion requires newer supporting software, the Debian paegaystem ensures that all the necessary
software is automatically identified and installed. Thenp@, much effort has been put into avoiding
the need for re-installation, so think of it as your very laption. The installer is1ot designed to
re-install over an existing system.

Here’s a road map for the steps you will take during the ifetiah process.

1. Back up any existing data or documents on the hard diskenjaar plan to install.

2. Gather information about your computer and any neededrdentation, before starting the in-
stallation.

3. Create partitionable space for Debian on your hard disk.

4. Locate and/or download the installer software and angiafiged driver files your machine re-
quires (except Debian CD users).

5. Set up boot tapes/floppies/USB sticks, or place boot fitexs{ Debian CD users can boot from
one of the CDs).

6. Boot the installation system.

7. Select the installation language.

8. Activate the ethernet network connection, if available.

9. Create and mount the partitions on which Debian will bésailtesd.
10. Watch the automatic download/install/setup oftiaee system
11. Install aboot loaderwhich can start up Debian GNU/Linux and/or your existingteys
12. Load the newly installed system for the first time.

If you have problems during the installation, it helps to wnwhich packages are involved in which
steps. Introducing the leading software actors in thisitetfon drama:

12
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The installer softwaredebi an-installer, is the primary concern of this manual. It detects
hardware and loads appropriate drivers, usfesp- cl i ent to set up the network connection, runs
deboot st r ap to install the base system packages, and twsksel to allow you to install certain
additional software. Many more actors play smaller parthis process, butiebi an-i nstal | er
has completed its task when you load the new system for theifirs.

To tune the system to your needsasksel allows you to choose to install various predefined bundles
of software like a Web server or a Desktop environment.

One important option during the installation is whether ot to install a graphical desktop environ-
ment, consisting of the X Window System and one of the avilgbaphical desktop environments.
If you choose not to select the “Desktop environment” tagky will only have a relatively basic,
command line driven system. Installing the Desktop envirent task is optional because it requires
a fairly large amount of disk space, and because many Dei/IGnux systems are servers which
don’t really have any need for a graphical user interfaceotthdir job.

Just be aware that the X Window System is completely sep&i@atedebi an-i nstal | er, and in
factis much more complicated. Installation and troublesimg of the X Window System is not within
the scope of this manual.

3.2. Back Up Your Existing Data!

Before you start, make sure to back up every file that is nowaur gystem. If this is the first time
a non-native operating system has been installed on youpwetan it's quite likely you will need to
re-partition your disk to make room for Debian GNU/Linux. yime you partition your disk, you
run a risk of losing everything on the disk, no matter whatgpaon you use to do it. The programs
used in installation are quite reliable and most have searsy# use; but they are also quite powerful
and a false move can cost you. Even after backing up, be tamduthink about your answers and
actions. Two minutes of thinking can save hours of unnecgssark.

If you are creating a multi-boot system, make sure that yowe ftiae distribution media of any other
present operating systems on hand. Especially if you riéparyour boot drive, you might find that
you have to reinstall your operating system’s boot loaddn many cases the whole operating system
itself and all files on the affected partitions.

3.3. Information You Will Need

3.3.1. Documentation

3.3.1.1. Installation Manual

The document you are now reading, which is the official versiof the Installation
Guide for the squeeze release of Debian; available in varifrmats and translations
(http://www.debian.org/releases/squeeze//installmgn

3.3.1.2. Hardware documentation

Often contains useful information on configuring or usingiybardware.

13
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3.3.2. Finding Sources of Hardware Information

In many cases, the installer will be able to automaticallgdieyour hardware. But to be prepared, we
do recommend familiarizing yourself with your hardwaredyefthe install.

Hardware information can be gathered from:

- The manuals that come with each piece of hardware.

- The BIOS setup screens of your computer. You can view theseiss when you start your com-
puter by pressing a combination of keys. Check your manuahf®combination. Often, it is the
Deletekey.

« The cases and boxes for each piece of hardware.

. System commands or tools in another operating system,dimgjufile manager displays. This
source is especially useful for information about RAM ancdrdrive memory.

- Your system administrator or Internet Service Provideeskhsources can tell you the settings you
need to set up your networking and e-mail.

Table 3-1. Hardware Information Needed for an Install

Hardware Information You Might Need
Hard Drives How many you have.

Their order on the system.

Whether IDE (also known as PATA), SATA or
SCSI.

Available free space.

Partitions.

Partitions where other operating systems are
installed.

Monitor Model and manufacturer.

Resolutions supported.

Horizontal refresh rate.

Vertical refresh rate.

Color depth (number of colors) supported.
Screen size.

Mouse Type: serial, PS/2, or USB.

Port.
Manufacturer.
Number of buttons.

Network Model and manufacturer.

Type of adapter.
Printer Model and manufacturer.

Printing resolutions supported.

14



Chapter 3. Before Installing Debian GNU/Linux

Hardware Information You Might Need
Video Card Model and manufacturer.

Video RAM available.
Resolutions and color depths supported (thege
should be checked against your monitor’s
capabilities).

3.3.3. Hardware Compatibility

Many brand name products work without trouble on Linux. Mer, hardware support in Linux
is improving daily. However, Linux still does not run as mathifferent types of hardware as some
operating systems.

You can check hardware compatibility by:

« Checking manufacturers’ web sites for new drivers.

- Looking at web sites or manuals for information about enioihat_esser known brands can some-
times use the drivers or settings for better-known ones.

« Checking hardware compatibility lists for Linux on web sitedicated to your architecture.

- Searching the Internet for other users’ experiences.

3.3.4. Network Settings

If your computer is connected to a network 24 hours a day éreEthernet or equivalent connection
— not a PPP connection), you should ask your network’s syatministrator for this information.

- Your host name (you may be able to decide this on your own).

+ Your domain name.

- Your computer’s IP address.

« The netmask to use with your network.

- The IP address of the default gateway system you should topifeyour networkhasa gateway.

- The system on your network that you should use as a DNS (DoNeaime Service) server.

On the other hand, if your administrator tells you that a DH&&Pver is available and is recom-
mended, then you don’t need this information because the ®B&ver will provide it directly to
your computer during the installation process.

If you use a wireless network, you should also find out:

- ESSID of your wireless network.

- WEP security key (if applicable).

15
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3.4. Meeting Minimum Hardware Requirements

Once you have gathered information about your computer@viere, check that your hardware will
let you do the type of installation that you want to do.

Depending on your needs, you might manage with less than sértiee recommended hardware
listed in the table below. However, most users risk beingtfaied if they ignore these suggestions.

Table 3-2. Recommended Minimum System Requirements

Install Type RAM (minimal) RAM Hard Drive
(recommended)

No desktop 64 megabytes 256 megabytes 1 gigabyte

With Desktop 128 megabytes 512 megabytes 5 gigabytes

The actual minimum memory requirements are a lot less themtimbers listed in this table. De-
pending on the architecture, it is possible to install Debidgth as little as 20MB (for s390) to 60MB
(for amd64). The same goes for the disk space requiremespscially if you pick and choose which
applications to install; seBection D.2for additional information on disk space requirements.

It is possible to run a graphical desktop environment onrabdéow-end systems, but in that case it
is recommended to install a window manager that is less resdwngry than those of the GNOME
or KDE desktop environments; alternatives includee4, i cewmandwraker , but there are others
to choose from.

It is practically impossible to give general memory or diplse requirements for server installations
as those very much depend on what the server is to be used for.

Remember that these sizes don't include all the other naddesihich are usually to be found, such
as user files, mail, and data. It is always best to be generbeas wonsidering the space for your own
files and data.

Disk space required for the smooth operation of the DebiatUE&NMux system itself is taken into
account in these recommended system requirements. Natadly ar partition contains a lot of state
information specific to Debian in addition to its regular tamts, like logfiles. Thapkg files (with
information on all installed packages) can easily consu@BL Also, apt-get puts downloaded
packages here before they are installed. You should usaltdiyate at least 200MB farvar , and a
lot more if you install a graphical desktop environment.

3.5. Pre-Partitioning for Multi-Boot Systems

Partitioning your disk simply refers to the act of breakingywur disk into sections. Each section is
then independent of the others. It's roughly equivalentttiipg up walls inside a house; if you add
furniture to one room it doesn't affect any other room.

If you already have an operating system on your system and tevatick Debian on the same disk,
you will need to repartition the disk. Debian requires itsxdvard disk partitions. It cannot be installed
on Windows or MacOS partitions. It may be able to share somtitipas with other Unix systems,
but that's not covered here. At the very least you will nee@dichted partition for the Debian root.
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You can find information about your current partition setypusing a partitioning tool for your
current operating system. Partitioning tools always ptea way to show existing partitions without
making changes.

In general, changing a partition with a file system alreadytavill destroy any information there.
Thus you should always make backups before doing any répaitg. Using the analogy of the
house, you would probably want to move all the furniture duhe way before moving a wall or you
risk destroying it.

If your computer has more than one hard disk, you may wantdaceee one of the hard disks com-
pletely to Debian. If so, you don’t need to partition thatkdiefore booting the installation system;
the installer’s included partitioning program can handlkejob nicely.

If your machine has only one hard disk, and you would like tmptetely replace the current operating
system with Debian GNU/Linux, you also can wait to partitias part of the installation process
(Section 6.3.3 after you have booted the installation system. Howe\israhly works if you plan to
boot the installer system from tapes, CD-ROM or files on a eoted machine. Consider: if you boot
from files placed on the hard disk, and then partition thateshand disk within the installation system,
thus erasing the boot files, you'd better hope the instaltas successful the first time around. At the
least in this case, you should have some alternate meansighgeyour machine like the original
system’s installation tapes or CDs.

If your machine already has multiple partitions, and enosighce can be provided by deleting and
replacing one or more of them, then you too can wait and usd#isan installer's partitioning
program. You should still read through the material bel@eause there may be special circumstances
like the order of the existing partitions within the paditimap, that force you to partition before
installing anyway.

If none of the above apply, you'll need to partition your halidk before starting the installation
to create partitionable space for Debian. If some of thetpars will be owned by other operating
systems, you should create those partitions using natigeatipg system partitioning programs. We
recommend that you dioot attempt to create partitions for Debian GNU/Linux using theo oper-
ating system'’s tools. Instead, you should just create thigenaperating system’s partitions you will
want to retain.

If you are going to install more than one operating systenhersame machine, you should install all
other system(s) before proceeding with Debian instalatilindows and other OS installations may
destroy your ability to start Debian, or encourage you tonrahat non-native partitions.

You can recover from these actions or avoid them, but instpthe native system first saves you
trouble.

If you currently have one hard disk with one partition (a coomnsetup for desktop computers), and
you want to multi-boot the native operating system and Dghjau will need to:

1. Back up everything on the computer.
2. Boot from the native operating system installer medidsas&cCD-ROM or tapes.

3. Use the native partitioning tools to create native sygtantition(s). Leave either a place holder
partition or free space for Debian GNU/Linux.

4. Install the native operating system on its new partition.

5. Boot back into the native system to verify everything’s,@id to download the Debian installer
boot files.

6. Boot the Debian installer to continue installing Debian.
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Chapter 3. Before Installing Debian GNU/Linux

3.6. Pre-Installation Hardware and Operating System
Setup

This section will walk you through pre-installation hardeaetup, if any, that you will need to do
prior to installing Debian. Generally, this involves chixkand possibly changing firmware settings
for your system. The “firmware” is the core software used I®ttardware; it is most critically invoked

during the bootstrap process (after power-up). Known hardwssues affecting the reliability of
Debian GNU/Linux on your system are also highlighted.

18



Chapter 4. Obtaining System Installation
Media

4.1. Official Debian GNU/Linux CD-ROM Sets

By far the easiest way to install Debian GNU/Linux is from affi€dal Debian CD-ROM Set. You
can buy a set from a vendor (see the CD vendors page (httpvfdebian.org/CD/vendors/)). You
may also download the CD-ROM images from a Debian mirror aakenyour own set, if you have a
fast network connection and a CD burner (see the Debian CP (rtp://www.debian.org/CD/) for
detailed instructions). If you have a Debian CD set and C@shaotable on your machine, you can
skip right toChapter 5much effort has been expended to ensure the files most peepteare there
on the CD. Although a full set of binary packages requiregs®#\CDs, it is unlikely you will need
packages on the third CD and above. You may also consideg tisnDVD version, which saves a
lot of space on your shelf and you avoid the CD shuffling mamath

If your machine doesn’t support CD booting, but you do havelasét, you can use an alternative
strategy such as net boot, or manually loading the kerneh fitee CD to initially boot the system
installer. The files you need for booting by another meansats® on the CD; the Debian network
archive and CD folder organization are identical. So whethige file paths are given below for
particular files you need for booting, look for those filestie same directories and subdirectories on
your CD.

Once the installer is booted, it will be able to obtain all ttkeer files it needs from the CD.

If you don't have a CD set, then you will need to download tretafier system files and place them
on the a connected computer so they can be used to boot thidanst

4.2. Downloading Files from Debian Mirrors

To find the nearest (and thus probably the fastest) mirrog, thee list of Debian mirrors
(http://www.debian.org/distrib/ftplist).

When downloading files from a Debian mirror using FTP, be sardawnload the files iinary
mode, not text or automatic mode.

4.2.1. Where to Find Installation Images

The installation images are located on each Debian  mirror ithe

directory debian/dists/squeeze/main/installer-hppraént/images/
(http://http.us.debian.org/debian/dists/squeezelfimaitaller-hppa/current/images)
— the MANIFEST (http://http.us.debian.org/debian/dstsieeze/main/installer-

hppa/current/images/MANIFEST) lists each image and itppse.

4.3. Preparing Files for TFTP Net Booting

If your machine is connected to a local area network, you neegiibe to boot it over the network from
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another machine, using TFTP. If you intend to boot the itegiah system from another machine, the
boot files will need to be placed in specific locations on thathine, and the machine configured to
support booting of your specific machine.

You need to set up a TFTP server, and for many machines a DH@& ser BOOTP server.

BOOTP is an IP protocol that informs a computer of its IP adsl@nd where on the network to obtain
a boot image. The DHCP (Dynamic Host Configuration ProtomB more flexible, backwards-
compatible extension of BOOTP. Some systems can only beguoefi via DHCP.

Some older HPPA machines (e.g. 715/75) use RBOOTD ratherBl@&OTP. There is anboot d
package available in Debian.

The Trivial File Transfer Protocol (TFTP) is used to serve oot image to the client. Theoretically,
any server, on any platform, which implements these prdgposay be used. In the examples in this
section, we shall provide commands for SunOS 4.x, SunOS5a( Solaris), and GNU/Linux.

4.3.1. Setting up a DHCP server

One free software DHCP server is |18cpd. For Debian GNU/Linux, thelhcp3- ser ver package
is recommended. Here is a sample configuration file for it (e¢@/ dhcp3/ dhcpd. conf):

option dormi n-nane "exanpl e. coni';

opti on dommi n- nanme-servers nsl. exanpl e.com
option subnet-nask 255.255. 255. 0;
defaul t-1 ease-ti ne 600

max- | ease-ti me 7200;

server-nanme "servernane";

subnet 192.168. 1.0 netmask 255.255.255.0 {
range 192. 168. 1. 200 192. 168. 1. 253;
option routers 192.168.1.1;

}

host clientnanme {
filename "/tftpboot.ing";
server-nane "servernane";
next - server servernane;
har dware et hernet 01:23:45:67:89: AB;
fixed-address 192. 168. 1. 90;

In this example, there is one serwasr ver nanme which performs all of the work of DHCP server,
TFTP server, and network gateway. You will almost certamded to change the domain-name op-
tions, as well as the server name and client hardware addressi | ename option should be the
name of the file which will be retrieved via TFTP.

After you have edited thehcpd configuration file, restart it withi et ¢/ i ni t . d/ dhcp3- server
restart.
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4.3.2. Setting up a BOOTP server

There are two BOOTP servers available for GNU/Linux. Thet issCMU bootpd. The other is
actually a DHCP server: IS@hcpd. In Debian GNU/Linux these are contained in th®t p and
dhcp3- server packages respectively.

To use CMUbootpd, you must first uncomment (or add) the relevant linéénc/ i net d. conf . On
Debian GNU/Linux, you can runpdat e-i netd --enabl e boot ps, then/etc/init.d/inetd
rel oad to do so. Just in case your BOOTP server does not run Debiatingin question should
look like:

bootps dgram udp wait root /usr/sbin/bootpd bootpd -i -t 120

Now, you must create aret ¢/ boot pt ab file. This has the same sort of familiar and cryptic format
as the good old BSri nt cap, t er ncap, anddi skt ab files. See théoot pt ab manual page for
more information. For CMWootpd, you will need to know the hardware (MAC) address of the
client. Here is an exampleet c/ boot pt ab:

client:\
hd=/tft pboot :\
bf =t f t pboot . i ng: \
i p=192. 168. 1. 90: \
sme255. 255. 255. 0:\
sa=192.168. 1. 1:\
ha=0123456789AB

You will need to change at least the “ha” option, which spesithe hardware address of the client.
The “bf” option specifies the file a client should retrieve ViaTP; seeSection 4.3.4or more details.

By contrast, setting up BOOTP with IS@hcpd is really easy, because it treats BOOTP clients as
a moderately special case of DHCP clients. Some archiestaquire a complex configuration for
booting clients via BOOTP. If yours is one of those, read thetion Section 4.3.10therwise you
will probably be able to get away with simply adding thie ow boot p directive to the configuration
block for the subnet containing the client fret ¢/ dhcp3/ dhcpd. conf, and restartdhcpd with
/etc/init.d/ dhcp3-server restart.

4.3.3. Enabling the TFTP Server

To get the TFTP server ready to go, you should first make satefthd is enabled.

In the case of f t pd- hpa there are two ways the service can be run. It can be startedroamtl by
the system’s net d daemon, or it can be set up to run as an independent daemonh \bfhilcese
methods is used is selected when the package is installedeande changed by reconfiguring the
package.

Note: Historically, TFTP servers used /tft pboot as directory to serve images from. However,
Debian GNU/Linux packages may use other directories to comply with the Filesystem Hierarchy
Standard (http://www.pathname.com/fhs/). For example, t f t pd- hpa by default uses / srv/tftp.
You may have to adjust the configuration examples in this section accordingly.

All in.tftpd alternatives available in Debian should log TFTP requestké system logs by default.
Some of them support av argument to increase verbosity. It is recommended to cheegetlog
messages in case of boot problems as they are a good stantimidqr diagnosing the cause of errors.
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4.3.4. Move TFTP Images Into Place

Next, place the TFTP boot image you need, as foun8ention 4.2.1in the tftpd boot image di-
rectory. You may have to make a link from that file to the file e¥hiftpd will use for booting a
particular client. Unfortunately, the file name is deteredrby the TFTP client, and there are no
strong standards.

4.4. Automatic Installation

For installing on multiple computers it's possible to ddydutomatic installations. Debian packages
intended for this includéai - qui ckst art (which can use an install server) and the Debian Installer
itself. Have a look at the FAlI home page (http://fai-projedd) for detailed information.

4.4.1. Automatic Installation Using the Debian Installer

The Debian Installer supports automating installs via @néiguration files. A preconfiguration file
can be loaded from the network or from removable media, aed tsfill in answers to questions
asked during the installation process.

Full documentation on preseeding including a working exartipat you can edit is idppendix B
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5.1. Accessibility

Some users may need specific support because of e.g. sonaé im@airment. Most accessibility
features have to be enabled manually. Some boot paramatele@ppended to enable accessibility
features. Note that on most architectures the boot loaderpirets your keyboard as a QWERTY
keyboard.

5.1.1. Board Devices

Some accessibility devices are actual boards that are @tugide the machine and that read text
directly from the video memory. To get them to work framebufupport must be disabled by using
thef b=f al se boot parameter. This will however reduce the number of alstgl languages.

5.1.2. High-Contrast Theme

For users with low vision, the installer can use a high-astttheme that makes it more readable. To
enable it, append theneme=dar k boot parameter.

5.2. Boot Parameters

Boot parameters are Linux kernel parameters which are giyesed to make sure that peripherals
are dealt with properly. For the most part, the kernel can-aletect information about your periph-
erals. However, in some cases you'll have to help the kerbél a

If this is the first time you're booting the system, try thealdf boot parameters (i.e., don’t try setting
parameters) and see if it works correctly. It probably vilhot, you can reboot later and look for any
special parameters that inform the system about your haedwa

Information on many boot parameters can be found in the LiBootPrompt HOWTO
(http://www.tldp.org/HOWTO/BootPrompt-HOWTO.html), ilcling tips for obscure hardware.
This section contains only a sketch of the most salient petars. Some common gotchas are
included below inSection 5.3

When the kernel boots, a message

Menory: avai | k/ total k avail abl e

should be emitted early in the processt al should match the total amount of RAM, in kilobytes.
If this doesn’t match the actual amount of RAM you have irsthlyou need to use theemer am
parameter, whereamis set to the amount of memory, suffixed with “k” for kilobytes “m” for
megabytes. For example, bathm=65536k andnmem=64mmean 64MB of RAM.

If you are booting with a serial console, generally the kewik autodetect this. If you have a video-
card (framebuffer) and a keyboard also attached to the ctanpthich you wish to boot via serial
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console, you may have to pass thmsol e=devi ce argument to the kernel, whedevi ce is your
serial device, which is usually something likey S0

5.2.1. Debian Installer Parameters

The installation system recognizes a few additional botdpateréwhich may be useful.

A number of parameters have a “short form” that helps avaddithitations of the kernel command
line options and makes entering the parameters easieralfeeneter has a short form, it will be listed
in brackets behind the (normal) long form. Examples in thiswoal will normally use the short form

debconf/priority (priority)

This parameter sets the lowest priority of messages to Ipéagisd.

The default installation usgs i ori t y=hi gh. This means that both high and critical priority
messages are shown, but medium and low priority messageskigpeed. If problems are en-
countered, the installer adjusts the priority as needed.

If you addpri orit y=nedi umas boot parameter, you will be shown the installation mertl an
gain more control over the installation. Wheni ori t y=I owis used, all messages are shown
(this is equivalent to thexpertboot method). Wittpri ori ty=cri ti cal , the installation sys-
tem will display only critical messages and try to do the tigfiing without fuss.

DEBIAN_FRONTEND

This boot parameter controls the type of user interface fmdtie installer. The current possible
parameter settings are:

- DEBI AN_FRONTEND=noni nt er acti ve
- DEBI AN_FRONTEND=t ext

« DEBI AN_FRONTEND=newt

+ DEBI AN_FRONTEND=gt k

The default frontend i®EBI AN_FRONTEND=newt . DEBI AN_FRONTEND=t ext may be prefer-
able for serial console installs. Generally, only tleat frontend is available on default install
media. On architectures that support it, the graphicaéllestuses thgt k frontend.

BOOT_DEBUG

Setting this boot parameter to 2 will cause the installeostlprocess to be verbosely logged.
Setting it to 3 makes debug shells available at strategittp@i the boot process. (Exit the shells
to continue the boot process.)

BOOT_DEBUG=0
This is the default.

BOOT_DEBUG=1

More verbose than usual.

In order to ensure the terminal type used by the installer matches ymin&temulator, the parameteERM=t ype can be
added. Note that the installer only supports the following terminal tyigesux, bt er m ansi , vt 102 anddunb. The default

for serial console inlebi an-i nstal | er isvt 102.

2. With current kernels (2.6.9 or newer) you can use 32 commanadfitiens and 32 environment options. If these numbers
are exceeded, the kernel will panic.
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BOOT_DEBUG=2

Lots of debugging information.

BOOT_DEBUG=3

Shells are run at various points in the boot process to alletailkd debugging. Exit the
shell to continue the boot.

INSTALL_MEDIA_DEV

The value of the parameter is the path to the device to loaBéhéan installer from. For exam-
ple,| NSTALL_NMEDI A DEV=/ dev/ f | oppy/ 0

The boot floppy, which normally scans all floppies it can to fimelroot floppy, can be overridden
by this parameter to only look at the one device.

lowmem
Can be used to force the installer to a lowmem level highen tha one the installer sets by
default based on available memory. Possible values are 2.8k als®&ection 6.3.1.1

noshell
Prevents the installer from offering interactive shellstty?2 and tty3. Useful for unattended
installations where physical security is limited.

debian-installer/framebuffer (fb)

Some architectures use the kernel framebuffer to offealiasion in a number of languages. If
framebuffer causes a problem on your system you can disabléeature using the parameter
f b=f al se. Problem symptoms are error messages about bterm or botdnk &creen, or a
freeze within a few minutes after starting the install.

Such problems have been reported on hppa.

debian-installer/theme (theme)

Atheme determines how the user interface of the instaltékddcolors, icons, etc.). What themes

are available differs per frontend. Currently both the namd gtk frontends only have a “dark”

theme that was designed for visually impaired users. Seéhdme by booting with heme=dar k.
netcfg/disable_dhcp

By default, thedebi an-i nst al | er automatically probes for network configuration via DHCP.
If the probe succeeds, you won't have a chance to review aadlgehthe obtained settings. You
can get to the manual network setup only in case the DHCP gailbe

If you have a DHCP server on your local network, but want tdcitdecause e.g. it gives wrong
answers, you can use the parametetrcf g/ di sabl e_dhcp=t r ue to prevent configuring the
network with DHCP and to enter the information manually.

hw-detect/start_pcmcia

Set tof al se to prevent starting PCMCIA services, if that causes prokleBome laptops are
well known for this misbehavior.

disk-detect/dmraid/enable (dmraid)

Set tot r ue to enable support for Serial ATA RAID (also called ATA RAID|BS RAID or
fake RAID) disks in the installer. Note that this support isrently experimental. Additional
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information can be found on the Debian Installer Wiki (hifipiki.debian.org/Debianinstaller/).

preseed/url (url)

Specify the url to a preconfiguration file to download and wsealutomating the install. See
Section 4.4

preseedffile (file)
Specify the path to a preconfiguration file to load for autantathe install. Se&ection 4.4

preseed/interactive

Set tot r ue to display questions even if they have been preseeded. Caselfi for testing or
debugging a preconfiguration file. Note that this will haveeffect on parameters that are passed
as boot parameters, but for those a special syntax can beSmseSection B.5.Zor details.

auto-install/enable (auto)

Delay questions that are normally asked before preseeslipgssible until after the network is
configured. Se&ection B.2.3or details about using this to automate installs.

finish-install/keep-consoles

During installations from serial or management console,rdgular virtual consoles (VT1 to
VT6) are normally disabled ihet ¢/ i ni tt ab. Set tot r ue to prevent this.

cdrom-detect/eject

By default, before rebootinglebi an-i nst al | er automatically ejects the optical media used
during the installation. This can be unnecessary if thessgstoes not automatically boot off the
CD. In some cases it may even be undesirable, for example dytical drive cannot reinsert the
media itself and the user is not there to do it manually. Mdayleading, slim-line, and caddy
style drives cannot reload media automatically.

Set tof al se to disable automatic ejection, and be aware that you may teeedsure that the
system does not automatically boot from the optical driverahe initial installation.

base-installer/install-recommends (recommends)

By setting this option td al se, the package management system will be configured to not
automatically install “Recommends”, both during the ifisteon and for the installed system.
See als@ection 6.3.4

Note that this option allows to have a leaner system, but sanrasult in features being missing
that you might normally expect to be available. You may havenanually install some of the
recommended packages to obtain the full functionality yamtwThis option should therefore
only be used by very experienced users.

debian-installer/allow_unauthenticated

By default the installer requires that repositories be antiicated using a known gpg key. Set to
t r ue to disable that authenticatiowarning: insecure, not recommended.

rescue/enable
Set tot r ue to enter rescue mode rather than performing a normal iafitall. SeeSection 8.7
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5.2.2. Using boot parameters to answer questions

With some exceptions, a value can be set at the boot promphfoquestion asked during the instal-
lation, though this is only really useful in specific casesn€ral instructions how to do this can be
found inSection B.2.2Some specific examples are listed below.

debian-installer/language (language)
debian-installer/country (country)
debian-installer/locale (locale)

There are two ways to specify the language, country andédoalse for the installation and the
installed system.

The first and easiest is to pass only the parameienl e. Language and country will then be
derived from its value. You can for example ussal e=de_CHto select German as language
and Switzerland as countrgié_CH. UTF- 8 will be set as default locale for the installed system).
Limitation is that not all possible combinations of langaagountry and locale can be achieved
this way.

The second, more flexible option is to spedifynguage andcount ry separately. In this case
| ocal e can optionally be added to specify a specific default locatettie installed system.
Examplel anguage=en country=DE | ocal e=en_GB. UTF- 8.

anna/choose_modules (modules)

Can be used to automatically load installer componentsatieatot loaded by default. Examples
of optional components that may be useful apenssh- cl i ent - udeb (SO you can usscp
during the installation) anplpp- udeb (seeSection D.4.

netcfg/disable_dhcp

Set tot r ue if you want to disable DHCP and instead force static netwarkfiguration.

mirror/protocol (protocol)

By default the installer will use the http protocol to dowadbfiles from Debian mirrors and
changing that to ftp is not possible during installatione@mal priority. By setting this param-
eter tof t p, you can force the installer to use that protocol insteadeNtat you cannot select
an ftp mirror from a list, you have to enter the hostname miyua

tasksel:tasksel/first (tasks)

Can be used to select tasks that are not available from teeagtive task list, such as the
kde- deskt op task. SeeSection 6.3.5.20r additional information.

5.2.3. Passing parameters to kernel modules

If drivers are compiled into the kernel, you can pass pararsgb them as described in the kernel
documentation. However, if drivers are compiled as modafesbecause kernel modules are loaded
a bit differently during an installation than when booting iastalled system, it is not possible to
pass parameters to modules as you would normally do. Insy@adneed to use a special syntax
recognized by the installer which will then make sure that plarameters are saved in the proper
configuration files and will thus be used when the modules eigally loaded. The parameters will
also be propagated automatically to the configuration feiiristalled system.
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Note that it is now quite rare that parameters need to be gassaodules. In most cases the kernel
will be able to probe the hardware present in a system andoset defaults that way. However, in
some situations it may still be needed to set parametersatignu

The syntax to use to set parameters for modules is:

nmodul e_nane. par anet er _nane=val ue

If you need to pass multiple parameters to the same or diffenedules, just repeat this. For example,
to set an old 3Com network interface card to use the BNC (coampector and IRQ 10, you would
pass:

3¢509. xcvr=3 3c¢509.irg=10

5.2.4. Blacklisting kernel modules

Sometimes it may be necessary to blacklist a module to ptév&om being loaded automatically
by the kernel and udev. One reason could be that a particudaula causes problems with your
hardware. The kernel also sometimes lists two differenvedsi for the same device. This can cause
the device to not work correctly if the drivers conflict orfiet wrong driver is loaded first.

You can blacklist a module using the following syntaxdul e_nane. bl ackl i st =yes. This will
cause the module to be blacklisted/iat ¢/ modpr obe. d/ bl ackl i st. | ocal both during the in-
stallation and for the installed system.

Note that a module may still be loaded by the installationtesysitself. You can prevent that from
happening by running the installation in expert mode ancl@esing the module from the list of
modules displayed during the hardware detection phases.

5.3. Troubleshooting the Installation Process

5.3.1. CD-ROM Reliability

Sometimes, especially with older CD-ROM drives, the irstainay fail to boot from a CD-ROM.
The installer may also — even after booting successfullynfl@D-ROM — fail to recognize the
CD-ROM or return errors while reading from it during the adtion.

There are many different possible causes for these probMi@gan only list some common issues
and provide general suggestions on how to deal with themrdgtes up to you.

There are two very simple things that you should try first.

- If the CD-ROM does not boot, check that it was inserted cdlyend that it is not dirty.

- If the installer fails to recognize a CD-ROM, try just rungithe optionDetect and mount CD-
ROM a second time. Some DMA related issues with older CD-ROMedriare known to be re-
solved in this way.
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If this does not work, then try the suggestions in the sulimestbelow. Most, but not all, suggestions
discussed there are valid for both CD-ROM and DVD, but wesk the term CD-ROM for simplicity.

If you cannot get the installation working from CD-ROM, trpe of the other installation methods
that are available.

5.3.1.1. Common issues

- Some older CD-ROM drives do not support reading from dises were burned at high speeds
using a modern CD writer.

- If your system boots correctly from the CD-ROM, it does notessarily mean that Linux also
supports the CD-ROM (or, more correctly, the controllet ffwur CD-ROM drive is connected to).

« Some older CD-ROM drives do not work correctly if “direct memy access” (DMA) is enabled.

5.3.1.2. How to investigate and maybe solve issues
If the CD-ROM falils to boot, try the suggestions listed below

« Check that your BIOS actually supports booting from CD-RQ\diér systems possibly don't) and
that your CD-ROM drive supports the media you are using.

- If you downloaded an iso image, check that the md5sum of thage matches the one listed for
the image in the&/D5SUMVS file that should be present in the same location as where ywaldaded
the image from.

$ nd5sum debi an-t esting-i 386-netinst.iso
a20391b12f 7f f 22ef 705cee4059¢c6hb92 debi an-testing-i 386-netinst.iso

Next, check that the md5sum of the burned CD-ROM matches dsVe following command
should work. It uses the size of the image to read the corrgnber of bytes from the CD-ROM.

$ dd if=/dev/cdrom]| \

> head -c ‘stat --fornmat=% debian-testing-i386-netinst.iso’" | \
> md5sum

a20391b12f 7f f 22ef 705cee4059c6b92 -

262668+0 records in

262668+0 records out

134486016 bytes (134 MB) copied, 97.474 seconds, 1.4 MB/s

If, after the installer has been booted successfully, theRTIM is not detected, sometimes simply
trying again may solve the problem. If you have more than oBeROM drive, try changing the
CD-ROM to the other drive. If that does not work or if the CD-R@ recognized but there are errors
when reading from it, try the suggestions listed below. Stxagic knowledge of Linux is required
for this. To execute any of the commands, you should firstcviit the second virtual console (VT2)
and activate the shell there.

- Switch to VT4 or view the contents éfvar /| og/ sysl og (usenano as editor) to check for any
specific error messages. After that, also check the outpdinefsg
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« Check in the output ofimesgif your CD-ROM drive was recognized. You should see somethin
like (the lines do not necessarily have to be consecutive):

Probing IDE interface idel..

hdc: TOSH BA DVD- ROM SD- R6112, ATAPI CD/ DVD-ROM dri ve

i del at 0x170-0x177,0x376 on irq 15

hdc: ATAPI 24X DVD-ROM DVD-R CD- R/ RW drive, 2048kB Cache, UDMA(33)
Uni form CD- ROM dri ver Revision: 3.20

If you don’t see something like that, chances are the cdetrgbur CD-ROM is connected to was
not recognized or may be not supported at all. If you know vdniaer is needed for the controller,
you can try loading it manually usingodprobe.

« Check that there is a device node for your CD-ROM drive undew/ . In the example above, this
would be/ dev/ hdc. There should also be/alev/ cdr om

- Use themount command to check if the CD-ROM is already mounted; if not, irgunting it
manually:

$ nount /dev/hdc /cdrom

Check if there are any error messages after that command.
« Check if DMA is currently enabled:

$ cd /proc/idel hdc
$ grep using_dma settings
usi ng_dna 1 0 1 rw

A “1” in the first column afteusi ng_dnma means it is enabled. If it is, try disabling it:

$ echo -n "using_dma: 0" >settings

Make sure that you are in the directory for the device thatesmonds to your CD-ROM drive.

- If there are any problems during the installation, try cliegkhe integrity of the CD-ROM using
the option near the bottom of the installer’s main menu. Dipison can also be used as a general
test if the CD-ROM can be read reliably.

5.3.2. Boot Configuration

If you have problems and the kernel hangs during the boossgaoesn’t recognize peripherals you
actually have, or drives are not recognized properly, tis¢tiing to check is the boot parameters, as
discussed irsection 5.2

Often, problems can be solved by removing add-ons and pafs) and then trying booting again.

If you have a large amount of memory installed in your machimere than 512M, and the installer
hangs when booting the kernel, you may need to include a krgan®ent to limit the amount of
memory the kernel sees, suchnasn=512m
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5.3.3. Interpreting the Kernel Startup Messages

During the boot sequence, you may see many messages in thefor t fi nd sonet hing, or
somet hing not present, can’t initialize sonething, Oor eventhis driver rel ease
depends on sonet hi ng. Most of these messages are harmless. You see them becausarribl
for the installation system is built to run on computers witlany different peripheral devices.
Obviously, no one computer will have every possible penighgevice, so the operating system may
emit a few complaints while it looks for peripherals you domwn. You may also see the system
pause for a while. This happens when it is waiting for a deticeespond, and that device is not
present on your system. If you find the time it takes to bootsigem unacceptably long, you can
create a custom kernel later (sgection 8.8.

5.3.4. Reporting Installation Problems

If you get through the initial boot phase but cannot compik&install, the menu optioBave de-
bug logs may be helpful. It lets you store system error logs and corditipn information from the
installer to a floppy, or download them using a web browseis Triformation may provide clues as
to what went wrong and how to fix it. If you are submitting a begart, you may want to attach this
information to the bug report.

Other pertinent installation messages may be foundviar /| og/ during the installation, and
/var/log/installer/ afterthe computer has been booted into the installed system

5.3.5. Submitting Installation Reports

If you still have problems, please submit an installatigooré. We also encourage installation reports
to be sent even if the installation is successful, so thatameget as much information as possible on
the largest number of hardware configurations.

Note that your installation report will be published in thelidan Bug Tracking System (BTS) and
forwarded to a public mailing list. Make sure that you use anaél address that you do not mind
being made public.

If you have a working Debian system, the easiest way to senithsdallation report is to install
theinstall ation-report andreportbug packagesdptitude install installation-report re-
portbug), configurer eport bug as explained irSection 8.5.2and run the commanceportbug
installation-reports.

Alternatively you can use this template when filling out aikttion reports, and file the report
as a bug report against thenstall ation-reports pseudo package, by sending it to
<submi t @ugs. debi an. or g>.

Package: installation-reports

Boot mnet hod: <How did you boot the installer? CD? floppy? network?>
I mage version: <Full URL to inmage you downl oaded i s best>
Date: <Date and tine of the install>

Machi ne: <Description of nachine (eg, |BM Thinkpad R32)>
Processor:

Menory:

Partitions: <df -Tl will do; the raw partition table is preferred>

Qut put of Ispci -knn (or Ispci -nn):
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Base System Installation Checklist:
[ = K, [E] = Error (please elaborate below), [ ] =didn't try it

Initial boot: [
Det ect network card: [
Confi gure network: [
Detect CD [
Load installer nodules: [
Detect hard drives: [
Partition hard drives: [
Install base system [
Cl ock/ti mezone setup: [
User/ password set up: [
Install tasks: [
Install boot | oader: [
Overall install: [

NS S N S S S T N S S S —)

Coment s/ Pr obl ens:

<Description of the install, in prose, and any thoughts, coments
and ideas you had during the initial install.>

In the bug report, describe what the problem is, includirgldist visible kernel messages in the event
of a kernel hang. Describe the steps that you did which brotinghsystem into the problem state.
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6.1. How the Installer Works

The Debian Installer consists of a number of special-piegosnponents to perform each installation
task. Each component performs its task, asking the usetigngess necessary to do its job. The
guestions themselves are given priorities, and the pyiafitquestions to be asked is set when the
installer is started.

When a default installation is performed, only essentiaitftpriority) questions will be asked. This
results in a highly automated installation process wittelitiser interaction. Components are auto-
matically run in sequence; which components are run depedtdy on the installation method you
use and on your hardware. The installer will use defaultasfor questions that are not asked.

If there is a problem, the user will see an error screen, amah#taller menu may be shown in order to
select some alternative action. If there are no problenes,gler will never see the installer menu, but
will simply answer questions for each component in turnidesrerror notifications are set to priority
“critical” so the user will always be notified.

Some of the defaults that the installer uses can be influefyecgassing boot arguments
when debi an-installer is started. If, for example, you wish to force static network
configuration (DHCP is used by default if available), you Idowdd the boot parameter
net cf g/ di sabl e_dhcp=t r ue. SeeSection 5.2.%or available options.

Power users may be more comfortable with a menu-drivenfattey where each step is controlled by
the user rather than the installer performing each stepraattoally in sequence. To use the installer
in a manual, menu-driven way, add the boot argumpenbr i t y=nedi um

If your hardware requires you to pass options to kernel meslak they are installed, you will need
to start the installer in “expert” mode. This can be done blyeziusing theexpert command to start
the installer or by adding the boot argument or i t y=I ow. Expert mode gives you full control over
debi an-installer.

For this architecture the installer uses a character-basedinterface. A graphical user interface is
currently not available.

In the character-based environment the use of a mouse isippbged. Here are the keys you can
use to navigate within the various dialogs. Treb or right arrow keys move “forward”, and the
Shift-Tab or left arrow keys move “backward” between displayed buttons alettens. Theup and
down arrow select different items within a scrollable list, artsbascroll the list itself. In addition, in
long lists, you can type a letter to cause the list to scroéiatly to the section with items starting with
the letter you typed and u$tg-Up andPg-Downto scroll the list in sections. Thepace barselects
an item such as a checkbox. USeter to activate choices.

Some dialogs may offer additional help information. If hed@vailable this will be indicated on the
bottom line of the screen by displaying that help informatian be accessed by pressing fikey.

Error messages and logs are redirected to the fourth condmlecan access this console by pressing
Left Alt -F4 (hold the leftAlt key while pressing th€4 function key); get back to the main installer
process with_eft Alt -F1.

These messages can also be foundvar /| og/ sysl og. After installation, this log is copied to
/var/log/installer/sysl ogonyour new system. Other installation messages may be fiound
/var /1 og/ during the installation, antvar /1 og/ i nst al | er/ after the computer has been booted
into the installed system.
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6.2. Components Introduction

Here is a list of installer components with a brief descoptof each component’s purpose. Details
you might need to know about using a particular componenina®ection 6.3

main-menu

Shows the list of components to the user during installeratpmn, and starts a component when
it is selected. Main-menu’s questions are set to prioritgliwa, so if your priority is set to high
or critical (high is the default), you will not see the menuwn e other hand, if there is an error
which requires your intervention, the question priorityyne downgraded temporarily to allow
you to resolve the problem, and in that case the menu may appea

You can get to the main menu by selecting e Back button repeatedly to back all the way
out of the currently running component.

localechooser

Allows the user to select localization options for the iflateon and the installed system: lan-
guage, country and locales. The installer will display ragses in the selected language, unless
the translation for that language is not complete in whidecgbme messages may be shown in
English.

kbd-chooser

Shows a list of keyboards, from which the user chooses theehvduich matches his own.

hw-detect

Automatically detects most of the system’s hardware, iiclg network cards, disk drives, and
PCMCIA.

cdrom-detect

Looks for and mounts a Debian installation CD.

netcfg

Configures the computer’s network connections so it can conirate over the internet.

iso-scan

Searches for ISO imagesi(so files) on hard drives.

choose-mirror

Presents a list of Debian archive mirrors. The user may @htlos source of his installation
packages.

cdrom-checker

Checks integrity of a CD-ROM. This way, the user may assum@Herself that the installation
CD-ROM was not corrupted.

lowmem

Lowmem tries to detect systems with low memory and then daesuws tricks to remove un-
necessary parts akbi an-i nst al | er from the memory (at the cost of some features).
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anna
Anna’s Not Nearly APT. Installs packages which have beereretd from the chosen mirror or
CD.

user-setup

Sets up the root password, and adds a non-root user.

clock-setup

Updates the system clock and determines whether the cleek te UTC or not.

tzsetup

Selects the time zone, based on the location selectedrearlie

partman
Allows the user to partition disks attached to the systeraater file systems on the selected
partitions, and attach them to the mountpoints. Includedaéso interesting features like a fully
automatic mode or LVM support. This is the preferred pantitng tool in Debian.

partitioner
Allows the user to partition disks attached to the systema#itioning program appropriate to
your computer’s architecture is chosen.

partconf
Displays a list of partitions, and creates file systems ors#iected partitions according to user
instructions.

Ilvmcfg

Helps the user with the configuration of théM (Logical Volume Manager).

mdcfg
Allows the user to set up SoftwaRAID (Redundant Array of Inexpensive Disks). This Software
RAID is usually superior to the cheap IDE (pseudo hardwasCRcontrollers found on newer
motherboards.

base-installer
Installs the most basic set of packages which would allovctmputer to operate under Debian
GNU/Linux when rebooted.

apt-setup

Configures apt, mostly automatically, based on what mediénistaller is running from.

pkgsel

Usest asksel to select and install additional software.

os-prober

Detects currently installed operating systems on the coen@und passes this information to the
bootloader-installer, which may offer you an ability to atidcovered operating systems to the
bootloader’s start menu. This way the user could easily sh@b the boot time which operating
system to start.
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bootloader-installer

The various bootloader installers each install a boot Ipadegram on the hard disk, which is
necessary for the computer to start up using Linux withoirigia floppy or CD-ROM. Many
boot loaders allow the user to choose an alternate opeatsigm each time the computer boots.

shell

Allows the user to execute a shell from the menu, or in thersg¢console.

save-logs

Provides a way for the user to record information on a flopgk,dietwork, hard disk, or other
media when trouble is encountered, in order to accurat@lgrtenstaller software problems to
Debian developers later.

6.3. Using Individual Components

In this section we will describe each installer componenlgtail. The components have been grouped
into stages that should be recognizable for users. Theyrasepted in the order they appear during
the install. Note that not all modules will be used for everstallation; which modules are actually
used depends on the installation method you use and on yoiwéie.

6.3.1. Setting up Debian Installer and Hardware
Configuration

Let's assume the Debian Installer has booted and you aregfats first screen. At this time, the
capabilities otiebi an-i nst al | er are still quite limited. It doesn’t know much about your haede,
preferred language, or even the task it should perform. Deorry. Becauseebi an-i nst al | er is
quite clever, it can automatically probe your hardwareateche rest of its components and upgrade
itself to a capable installation system. However, you sgkd to helpiebi an-i nst al | er with some
information it can’t determine automatically (like selectyour preferred language, keyboard layout
or desired network mirror).

You will notice thatdebi an-i nst al | er performshardware detectiorseveral times during this
stage. The first time is targeted specifically at the hardwasgled to load installer components (e.g.
your CD-ROM or network card). As not all drivers may be avaléaduring this first run, hardware
detection needs to be repeated later in the process.

During hardware detectiodebi an-i nst al | er checks if any of the drivers for the hardware de-
vices in your system require firmware to be loaded. If any fiarenis requested but unavailable, a
dialog will be displayed that allows the missing firmware &daded from a removable medium. See
Section 6.4or further details.

6.3.1.1. Check available memory / low memory mode

One of the first thinggebi an-i nst al | er does, is to check available memory. If the available mem-
ory is limited, this component will make some changes in tis¢sillation process which hopefully will
allow you to install Debian GNU/Linux on your system.

The first measure taken to reduce memory consumption by #tallir is to disable translations,
which means that the installation can only be done in Engi¥hcourse, you can still localize the
installed system after the installation has completed.
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If that is not sufficient, the installer will further reduceemory consumption by loading only those
components essential to complete a basic installatiors. fEdiuces the functionality of the installation
system. You will be given the opportunity to load additiooaimponents manually, but you should be
aware that each component you select will use additionalengand thus may cause the installation
to fail.

If the installer runs in low memory mode, it is recommendedriate a relatively large swap partition
(64-128MB). The swap partition will be used as virtual meynand thus increases the amount of
memory available to the system. The installer will activiite swap partition as early as possible in
the installation process. Note that heavy use of swap wdlice performance of your system and may
lead to high disk activity.

Despite these measures, it is still possible that your sy$teezes, that unexpected errors occur or
that processes are killed by the kernel because the systeoui of memory (which will result in
“Out of memory” messages on VT4 and in the syslog).

For example, it has been reported that creating a big ext8yfdtem fails in low memory mode when
there is insufficient swap space. If a larger swap doesnft,he} creating the file system as ext2
(which is an essential component of the installer) instétdd possible to change an ext2 partition to
ext3 after the installation.

It is possible to force the installer to use a higher lowmeweliehan the one based on available
memory by using the boot parameter “lowmem” as describ&kiction 5.2.1

6.3.1.2. Selecting Localization Options

In most cases the first questions you will be asked concerseleetion of localization options to be
used both for the installation and for the installed sysfEne localization options consist of language,
location and locales.

The language you choose will be used for the rest of the Iatitad process, provided a translation
of the different dialogs is available. If no valid transtatiis available for the selected language, the
installer will default to English.

The selected geographic location (in most cases a couniityjenused later in the installation process
to select the correct time zone and a Debian mirror apprigpioa that country. Language and country
together will help determine the default locale for yourteys and select the correct keyboard layout.

You will first be asked to select your preferred language. Emguage names are listed both in
English (left side) and in the language itself (right sidbg names on the right side are also shown
in the proper script for the language. The list is sorted @nEhglish names. At the top of the list

is an extra option that allows you to select the “C” localgéasl of a language. Choosing the “C”

locale will result in the installation proceding in Englighe installed system will have no localization

support as théocal es package will not be installed.

Next you will be asked to select your geographic locatiogoli selected a language that is recognized
as an official language for more than one couhtypu will be shown a list of only those countries.
To select a country that is not in that list, choadker (the last option). You will then be presented
with a list of continents; selecting a continent will leachtbist of relevant countries on that continent.

If the language has only one country associated with it,taofigountries will be displayed for the
continent or region the country belongs to, with that coprtlected as the default. Use tBe Back
option to select countries on a different continent.

1. Intechnical terms: where multiple locales exist for that language witbriti§ country codes.
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Note: Itis important to select the country where you live or where you are located as it determines
the time zone that will be configured for the installed system.

If you selected a combination of language and country foictvimo locale is defined and there exist
multiple locales for the language, then the installer witha you to choose which of those locales
you prefer as the default locale for the installed syStdmall other cases a default locale will be
selected based on the selected language and country.

Any default locale selected as described in the previouagraph will useUTF-8 as character en-
coding.

If you are installing at low priority, you will have the optiof selecting additional locales, including
so-called “legacy” localésto be generated for the installed system; if you do, you hélasked
which of the selected locales should be the default for thalled system.

6.3.1.3. Choosing a Keyboard

Keyboards are often tailored to the characters used in aitageg Select a layout that conforms to the
keyboard you are using, or select something close if thedayblayout you want isn’t represented.
Once the system installation is complete, you'll be abledlect a keyboard layout from a wider

range of choices (rudpkg-reconfigure keyboard-configurationas root after you have completed

the installation).

Move the highlight to the keyboard selection you desire aedgitnter. Use the arrow keys to move
the highlight — they are in the same place in all national leage keyboard layouts, so they are
independent of the keyboard configuration. An 'extendegtbkard is one with-1 throughF10 keys
along the top row.

6.3.1.4. Looking for the Debian Installer ISO Image

When installing via thénd-mediamethod, there will be a moment where you need to find and mount
the Debian Installer iso image in order to get the rest oftistailation files. The componeisb-scan
does exactly this.

At first, iso-scanautomatically mounts all block devices (e.g. partitions)ich have some known
filesystem on them and sequentially searches for filenandiagwith . i so (or. 1 SOfor that mat-
ter). Beware that the first attempt scans only files in the dieictory and in the first level of subdi-
rectories (i.e. it findg what ever . i so,/ dat a/ what ever . i so, but not/ dat a/ t np/ what ever . i so).
After an iso image has been fouridp-scanchecks its content to determine if the image is a valid
Debian iso image or not. In the former case we are done, iratteriso-scanseeks for another image.

In case the previous attempt to find an installer iso imags, fiab-scanwill ask you whether you
would like to perform a more thorough search. This pass dbjeshlook into the topmost directories,
but really traverses whole filesystem.

If iso-scandoes not discover your installer iso image, reboot back to poiginal operating system
and check if the image is named correctly (endingiino), if it is placed on a filesystem recognizable
by debi an-instal | er, and if it is not corrupted (verify the checksum). ExperiethdJnix users
could do this without rebooting on the second console.

2. At medium and low priority you can always select your preferredlmfrom those available for the selected language (if

there’s more than one).
3. Legacy locales are locales which do not use UTF-8, but one of ther stdndards for character encoding such as

ISO 8859-1 (used by West European languages) or EUC-JP (yskbhnese).
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6.3.1.5. Configuring the Network

As you enter this step, if the system detects that you have riian one network device, you'll
be asked to choose which device will be yquimary network interface, i.e. the one which you
want to use for installation. The other interfaces won't befigured at this time. You may configure
additional interfaces after installation is complete; gexinterfaces(5) man page.

By default,debi an-i nst al | er tries to configure your computer’s network automatically DHCP.

If the DHCP probe succeeds, you are done. If the probe faitgy be caused by many factors ranging
from unplugged network cable, to a misconfigured DHCP se&dupnmaybe you don’'t have a DHCP
server in your local network at all. For further explanatioheck the error messages on the fourth
console. In any case, you will be asked if you want to retryf you want to perform a manual setup.
DHCP servers are sometimes really slow in their responedbysu are sure everything is in place,
try again.

The manual network setup in turn asks you a number of questibout your network, notablyP
addr ess, Net mask, Gat eway, Nane server addresses, and aHost name. Moreover, if you have
a wireless network interface, you will be asked to provideny r el ess ESSI D and aVEP key.
Fill in the answers fronBection 3.3

Note: Some technical details you might, or might not, find handy: the program assumes the
network IP address is the bitwise-AND of your system’s IP address and your netmask. The default
broadcast address is calculated as the bitwise OR of your system’s IP address with the bitwise
negation of the netmask. It will also guess your gateway. If you can’t find any of these answers, use
the offered defaults — if necessary, you can change them by editing / et ¢/ net wor k/ i nt er f aces
once the system has been installed.

6.3.1.6. Configuring the Clock and Time Zone

The installer will first attempt to connect to a time servertba Internet (using th&lTP protocol)

in order to correctly set the system time. If this does notead, the installer will assume the time
and date obtained from the system clock when the instatiatygtem was booted are correct. It is not
possible to manually set the system time during the insiatigrocess.

Depending on the location selected earlier in the instaligtrocess, you may be shown a list of time
zones relevant for that location. If your location has ontg dime zone and you are doing a default
installation, you will not be asked anything and the systdthagsume that time zone.

In expert mode or when installing at medium priority, youlviidve the additional option to select
“Coordinated Universal Time” (UTC) as time zone.

If for some reason you wish to set a time zone for the instaljetem that doasot match the selected
location, there are two options.

1. The simplest option is to just select a different time zafter the installation has been completed
and you've booted into the new system. The command to doghis i

# dpkg-reconfigure tzdata
2. Alternatively, the time zone can be set at the very stati®fnstallation by passing the parameter

ti me/ zone=val ue when you boot the installation system. The value should ofs®be a valid
time zone, for examplEur ope/ London or UTC.

For automated installations the time zone can be set to asisedevalue using preseeding.
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6.3.2. Setting Up Users And Passwords

Just before configuring the clock, the installer will alloawto set up the “root” account and/or an
account for the first user. Other user accounts can be cratiggdhe installation has been completed.

6.3.2.1. Set the Root Password

Theroot account is also called th&uper-userit is a login that bypasses all security protection on
your system. The root account should only be used to perfgates administration, and only used
for as short a time as possible.

Any password you create should contain at least 6 charaeedsshould contain both upper- and
lower-case characters, as well as punctuation charadts.extra care when setting your root pass-
word, since it is such a powerful account. Avoid dictionamyrds or use of any personal information
which could be guessed.

If anyone ever tells you they need your root password, bemty wary. You should normally never
give your root password out, unless you are administeringaahine with more than one system
administrator.

6.3.2.2. Create an Ordinary User

The system will ask you whether you wish to create an ordinegr account at this point. This
account should be your main personal log-in. You shawituise the root account for daily use or as
your personal login.

Why not? Well, one reason to avoid using root’s privilegeshat it is very easy to do irreparable
damage as root. Another reason is that you might be trickedimning aTrojan-horseprogram —
that is a program that takes advantage of your super-usegrpde compromise the security of your
system behind your back. Any good book on Unix system adn&tien will cover this topic in more
detail — consider reading one if it is new to you.

You will first be prompted for the user’s full name. Then youse asked for a name for the user
account; generally your first name or something similar wiiffice and indeed will be the default.
Finally, you will be prompted for a password for this account

If at any point after installation you would like to createotimer account, use tteldusercommand.

6.3.3. Partitioning and Mount Point Selection

At this time, after hardware detection has been executedaatfine, debi an-i nstal | er should
be at its full strength, customized for the user’s needs aady to do some real work. As the title
of this section indicates, the main task of the next few caomemds lies in partitioning your disks,
creating filesystems, assigning mountpoints and optiprahfiguring closely related options like
RAID, LVM or encrypted devices.

If you are uncomfortable with partitioning, or just want todw more details, se&ppendix C

First you will be given the opportunity to automatically tiion either an entire drive, or available
free space on a drive. This is also called “guided” partitignIf you do not want to autopartition,
chooseManual from the menu.
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6.3.3.1. Supported partitioning options

The partitioner used indebi an-i nst al | er is fairly versatile. It allows to create many different
partitioning schemes, using various partition tables sistems and advanced block devices.

Exactly which options are available depends mainly on thhitecture, but also on other factors. For
example, on systems with limited internal memory some ogtimay not be available. Defaults may
vary as well. The type of partition table used by default carekample be different for large capacity
hard disks than for smaller hard disks. Some options canlmhanged when installing at medium
or low debconf priority; at higher priorities sensible ddfs will be used.

The installer supports various forms of advanced pariitigrand use of storage devices, which in
many cases can be used in combination.

- Logical Volume Management (LVM)
-+ Software RAID
Supported are RAID levels 0, 1, 4, 5, 6 and 10.
« Encryption
« Multipath (experimental)

See our Wiki (http://wiki.debian.org/DebianinstalletiMpathSupport) for information. Support
for multipath is currently only available if enabled whee ihstaller is booted.

The following file systems are supported.

. ext2 ext3 ext4

The default file system selected in most cases is ext3;foot partitions ext2 will be selected by
default when guided partitioning is used.

- jfs (not available on all architectures)
- xfs(not available on all architectures)
- reiserfs(optional; not available on all architectures)

Support for the Reiser file system is no longer available Bgude When the installer is running
at medium or low debconf priority it can be enabled by setecthepar t man- r ei ser f s compo-
nent. Only version 3 of the file system is supported.

« FAT16 FAT32

6.3.3.2. Guided Partitioning

If you choose guided partitioning, you may have three optitmcreate partitions directly on the hard
disk (classic method), or to create them using Logical V@awanagement (LVM), or to create them
using encrypted LVM

Note: The option to use (encrypted) LVM may not be available on all architectures.

4. The installer will encrypt the LVM volume group using a 256 bit AES key anakes use of the kernel’s “dm-crypt”

support.
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When using LVM or encrypted LVM, the installer will create mgsrtitions inside one big partition;
the advantage of this method is that partitions inside tigphrtition can be resized relatively easily
later. In the case of encrypted LVM the big partition will im readable without knowing a special
key phrase, thus providing extra security of your (perspdata.

When using encrypted LVM, the installer will also automaticarase the disk by writing random
data to it. This further improves security (as it makes it@sgible to tell which parts of the disk are in
use and also makes sure that any traces of previous instafiatre erased), but may take some time
depending on the size of your disk.

Note: If you choose guided partitioning using LVM or encrypted LVM, some changes in the par-
tition table will need to be written to the selected disk while LVM is being set up. These changes
effectively erase all data that is currently on the selected hard disk and you will not be able to undo
them later. However, the installer will ask you to confirm these changes before they are written to
disk.

If you choose guided partitioning (either classic or usieigotypted) LVM) for a whole disk, you will
first be asked to select the disk you want to use. Check thgbatl disks are listed and, if you have
several disks, make sure you select the correct one. The theleare listed in may differ from what
you are used to. The size of the disks may help to identify them

Any data on the disk you select will eventually be lost, buti yall always be asked to confirm any
changes before they are written to the disk. If you have tafethe classic method of partitioning,
you will be able to undo any changes right until the end; whsingi (encrypted) LVM this is not
possible.

Next, you will be able to choose from the schemes listed intdbé below. All schemes have their
pros and cons, some of which are discussedppendix C If you are unsure, choose the first one.
Bear in mind that guided partitioning needs a certain mithiamaount of free space to operate with.
If you don't give it at least about 1GB of space (depends orsehscheme), guided partitioning will

fail.

Partitioning scheme Minimum space Created partitions

All files in one partition 600MB /', swap

Separate /home partition 500MB /', / home, swap

Separate /home, /usr, /var and 1GB /,/home,/usr,/var,/tnp,
/tmp partitions swap

If you choose guided partitioning using (encrypted) LVMe timstaller will also create a separate
/ boot partition. The other partitions, including the swap patif will be created inside the LVM
partition.

After selecting a scheme, the next screen will show your nastitipn table, including information
on whether and how partitions will be formatted and wherg thid be mounted.

The list of partitions might look like this:

I DE1 nmaester (hda) - 6.4 GB WWDC AC36400L
#1 primry 16.4 MB B f ext2 / boot
#2 primary 551.0 MB swap swap
#3 primary 5.8 GB ntfs
pri/log 8.2 MB FREE SPACE

I DE1 sl ave (hdb) - 80.0 GB ST380021A
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#1 primary 15.9 MB ext 3

#2 primary 996.0 MB fat 16

#3 primary 3.9 B xfs / horme
#5 | ogi cal 6.0 GB f ext3 /

#6 | ogi cal 1.0 &B f ext3 /var
#7 logical 498.8 MB ext 3

#8 logical 551.5 MB swap swap
#9 1 ogi cal 65.8 GB ext 2

This example shows two IDE harddrives divided into seveaatifions; the first disk has some free
space. Each partition line consists of the partition numitetype, size, optional flags, file system,
and mountpoint (if any). Note: this particular setup cartmotreated using guided partitioning but it
does show possible variation that can be achieved usingahpattitioning.

This concludes the guided partitioning. If you are satistfigtth the generated partition table, you can
choosé-inish partitioning and write changes to disk from the menu to implement the new partition
table (as described at the end of this section). If you ar@appy, you can choose tdindo changes

to partitions and run guided partitioning again, or modify the proposeahgjes as described below
for manual partitioning.

6.3.3.3. Manual Partitioning

A similar screen to the one shown just above will be displaygau choose manual partitioning
except that your existing partition table will be shown arithaut the mount points. How to manually
set up your partition table and the usage of partitions by y@w Debian system will be covered in
the remainder of this section.

If you select a pristine disk which has neither partitions fiee space on it, you will be asked if a
new partition table should be created (this is needed so gowceate new partitions). After this, a
new line entitled “FREE SPACE” should appear in the tableanride selected disk.

If you select some free space, you will have the opportunityréate a new partition. You will have to
answer a quick series of questions about its size, type goyilor logical), and location (beginning or
end of the free space). After this, you will be presented witletailed overview of your new partition.
The main setting ifJse as:, which determines if the partition will have a file system groi be used
for swap, software RAID, LVM, an encrypted file system, or betused at all. Other settings include
mountpoint, mount options, and bootable flag; which settirg shown depends on how the partition
is to be used. If you don't like the preselected defaultd, fiee to change them to your liking. E.g.
by selecting the optiotUse as:, you can choose a different filesystem for this partitiorcuding
options to use the partition for swap, software RAID, LVM,mmt use it at all. Another nice feature
is the ability to copy data from an existing partition ontéstbne. When you are satisfied with your
new partition, seledDone setting up the partition and you will return tgpartman’s main screen.

If you decide you want to change something about your pamtitsimply select the partition, which
will bring you to the partition configuration menu. This ithame screen as is used when creating a
new partition, so you can change the same settings. Onettiaignay not be very obvious at a first
glance is that you can resize the partition by selecting téma displaying the size of the partition.
Filesystems known to work are at least fatl6, fat32, ext®3 ard swap. This menu also allows you
to delete a partition.

Be sure to create at least two partitions: one forrtw filesystem (which must be mounted/gsand
one forswap If you forget to mount the root filesysterpartman won't let you continue until you
correct this issue.
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Capabilities ofpartman can be extended with installer modules, but are dependeytursystem’s
architecture. So if you can’t see all promised goodies, klifgou have loaded all required modules
(e.g.part man- ext 3, part man- xf s, orpart man- | vm.

After you are satisfied with partitioning, seldenish partitioning and write changes to disk from
the partitioning menu. You will be presented with a summdrghmnges made to the disks and asked
to confirm that the filesystems should be created as requested

6.3.3.4. Configuring Multidisk Devices (Software RAID)

If you have more than one harddrivie your computer, you can usedcfg to set up your drives for
increased performance and/or better reliability of youad@he result is calleultidisk Device(or
after its most famous variasbftware RAID.

MD is basically a bunch of partitions located on differengkdi and combined together to form a
logical device. This device can then be used like an ordinary pamtii.e. in partman you can
format it, assign a mountpoint, etc.).

What benefits this brings depends on the type of MD device yelwggating. Currently supported
are:

RAIDO

Is mainly aimed at performance. RAIDO splits all incomingalato stripesand distributes
them equally over each disk in the array. This can increasespleed of read/write operations,
but when one of the disks fails, you will losverything(part of the information is still on the
healthy disk(s), the other pastason the failed disk).

The typical use for RAIDO is a partition for video editing.

RAID1

Is suitable for setups where reliability is the first concdtrconsists of several (usually two)
equally-sized partitions where every partition contairactly the same data. This essentially
means three things. First, if one of your disks fails, yoll kéve the data mirrored on the
remaining disks. Second, you can use only a fraction of thdable capacity (more precisely, it
is the size of the smallest partition in the RAID). Third, fileads are load-balanced among the
disks, which can improve performance on a server, such as sdiilver, that tends to be loaded
with more disk reads than writes.

Optionally you can have a spare disk in the array which wietthe place of the failed disk in
the case of failure.

RAIDS

Is a good compromise between speed, reliability and datadahcy. RAIDS5 splits all incoming
data into stripes and distributes them equally on all but disk (similar to RAIDO). Unlike
RAIDO, RAID5 also computeparity information, which gets written on the remaining disk.
The parity disk is not static (that would be called RAID4)t michanging periodically, so the
parity information is distributed equally on all disks. Whene of the disks fails, the missing
part of information can be computed from remaining data &ngarity. RAID5 must consist of
at least three active partitions. Optionally you can havpaaesdisk in the array which will take
the place of the failed disk in the case of failure.

5. To be honest, you can construct an MD device even from partitigidimg on single physical drive, but that won't give
any benefits.
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As you can see, RAID5 has a similar degree of reliability tolBAwhile achieving less re-
dundancy. On the other hand, it might be a bit slower on writerations than RAIDO due to
computation of parity information.

RAID6

Is similar to RAID5 except that it uses two parity devicedéasl of one.

A RAIDG array can survive up to two disk failures.

RAID10

RAID10 combines striping (as in RAIDO) and mirroring (as ilAI®1). It createsn copies of
incoming data and distributes them across the partitionbatonone of the copies of the same
data are on the same device. The default value isf2, but it can be set to something else in
expert mode. The number of partitions used must be athe&AID10 has different layouts for
distributing the copies. The default is near copies. Nepiesohave all of the copies at about the
same offset on all of the disks. Far copies have the copiaffataht offsets on the disks. Offset

copies copy the stripe, not the individual copies.

RAID10 can be used to achieve reliability and redundanchevit the drawback of having to
calculate parity.

To sum it up:

Type

Minimum
Devices

Spare Device

Survives disk
failure?

Available
Space

RAIDO

2

no

no

Size of the
smallest partition
multiplied by
number of devices
in RAID

D

RAID1

optional

yes

Size of the
smallest partition
in RAID

RAID5

optional

yes

Size of the
smallest partition
multiplied by
(number of
devices in RAID
minus one)

RAID6

optional

yes

Size of the
smallest partition
multiplied by
(number of
devices in RAID
minus two)

RAID10

optional

yes

Total of all
partitions divided
by the number of
chunk copies
(defaults to two)
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If you want to know more about Software RAID, have a look att®afe RAID HOWTO
(http://lwww.tldp.org/HOWTO/Software-RAID-HOWTO.html).

To create an MD device, you need to have the desired pagitt@should consist of marked for use
in a RAID. (This is done irpartman in the Partition settings menu where you should selddse
as:—physical volume for RAID.)

Note: Make sure that the system can be booted with the partitioning scheme you are planning.
In general it will be necessary to create a separate file system for / boot when using RAID for
the root (/) file system. Most boot loaders do support mirrored (not striped!) RAID1, so using for
example RAIDS5 for / and RAID1 for / boot can be an option.

Warning

Support for MD is a relatively new addition to the installer. You may experience problems for some
RAID levels and in combination with some bootloaders if you try to use MD for the root (/) file system.
For experienced users, it may be possible to work around some of these problems by executing some
configuration or installation steps manually from a shell.

Next, you should choos@onfigure software RAID from the mainpartman menu. (The menu will
only appear after you mark at least one partition for usphgsical volume for RAID.) On the first
screen ofmdcfg simply selectCreate MD device. You will be presented with a list of supported
types of MD devices, from which you should choose one (e.gIHA What follows depends on the
type of MD you selected.

- RAIDO is simple — you will be issued with the list of availab®RAID partitions and your only task
is to select the partitions which will form the MD.

- RAID1 is a bit more tricky. First, you will be asked to enteethumber of active devices and
the number of spare devices which will form the MD. Next, yaed to select from the list of
available RAID partitions those that will be active and thibose that will be spare. The count
of selected partitions must be equal to the number provideliee Don't worry. If you make a
mistake and select a different number of partitiateshi an-i nst al | er won’t let you continue
until you correct the issue.

« RAID5 has a setup procedure similar to RAID1 with the exampthat you need to use at least
threeactive partitions.

« RAIDG6 also has a setup procedure similar to RAID1 except @ihd¢astfour active partitions are
required.

- RAID10 again has a setup procedure similar to RAID1 excemxipert mode. In expert mode,
debi an-i nstal | er will ask you for the layout. The layout has two parts. The fpatt is the
layout type. It is eithen (for near copies) (for far copies), oo (for offset copies). The second
part is the number of copies to make of the data. There mudtlbast that many active devices so
that all of the copies can be distributed onto different slisk

It is perfectly possible to have several types of MD at ona@. é&xample, if you have three 200
GB hard drives dedicated to MD, each containing two 100 GBitfmars, you can combine the first
partitions on all three disks into the RAIDO (fast 300 GB \adediting partition) and use the other
three partitions (2 active and 1 spare) for RAID1 (quiteatglie 100 GB partition fof homre).

After you set up MD devices to your liking, you c&inish mdcfg to return back to thpartman to
create filesystems on your new MD devices and assign thenstra attributes like mountpoints.
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6.3.3.5. Configuring the Logical Volume Manager (LVM)

If you are working with computers at the level of system adstiator or “advanced” user, you have
surely seen the situation where some disk partition (ugil#é most important one) was short on
space, while some other partition was grossly underusedyanchad to manage this situation by
moving stuff around, symlinking, etc.

To avoid the described situation you can use Logical Volunenager (LVM). Simply said, with
LVM you can combine your partitiongbysical volume# LVM lingo) to form a virtual disk (so
calledvolume group, which can then be divided into virtual partitionedical volumey The point

is that logical volumes (and of course underlying volumeugs) can span across several physical
disks.

Now when you realize you need more space for your old 160&Bre partition, you can simply add

a new 300GB disk to the computer, join it with your existinguwoe group and then resize the logical
volume which holds your hone filesystem and voila — your users have some room again on their
renewed 460GB partition. This example is of course a bitswgslified. If you haven't read it yet,
you should consult the LVM HOWTO (http://www.tldp.org/HOWTIY M-HOWTO. html).

LVM setup indebi an-i nst al | er is quite simple and completely supported ingidgtman. First,
you have to mark the partition(s) to be used as physical vetufior L\VM. This is done in th@artition
settings menu where you should selddse as:—physical volume for LVM.

When you return to the maipartman screen, you will see a new optiddonfigure the Logical
Volume Manager. When you select that, you will first be asked to confirm pendingnges to the
partition table (if any) and after that the LVM configuratiorenu will be shown. Above the menu
a summary of the LVM configuration is shown. The menu itsetfaatext sensitive and only shows
valid actions. The possible actions are:

- Display configuration details: shows LVM device structure, names and sizes of logical velsi
and more

- Create volume group
- Create logical volume
- Delete volume group
» Delete logical volume
- Extend volume group
« Reduce volume group

« Finish: return to the maipartman screen

Use the options in that menu to first create a volume grouplesmdreate your logical volumes inside
it.

After you return to the maipartman screen, any created logical volumes will be displayed in the
same way as ordinary partitions (and you should treat thesn@s).

6.3.3.6. Configuring Encrypted Volumes

debi an-i nst al | er allows you to set up encrypted partitions. Every file you @i such a partition
is immediately saved to the device in encrypted form. Acteshe encrypted data is granted only
after entering th@assphraseised when the encrypted partition was originally creaténs Teature
is useful to protect sensitive data in case your laptop od kaive gets stolen. The thief might get
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physical access to the hard drive, but without knowing thbtrpassphrase, the data on the hard drive
will look like random characters.

The two most important partitions to encrypt are: the honrétfn, where your private data resides,
and the swap partition, where sensitive data might be steragorarily during operation. Of course,
nothing prevents you from encrypting any other partitidreg tnight be of interest. For examplear
where database servers, mail servers or print serverste@relata, or t np which is used by various
programs to store potentially interesting temporary figzme people may even want to encrypt their
whole system. The only exception is theoot partition which must remain unencrypted, because
currently there is no way to load the kernel from an encrypigdition.

Note: Please note that the performance of encrypted partitions will be less than that of unen-
crypted ones because the data needs to be decrypted or encrypted for every read or write. The
performance impact depends on your CPU speed, chosen cipher and a key length.

To use encryption, you have to create a new partition by 8etesome free space in the main parti-
tioning menu. Another option is to choose an existing gartife.g. a regular partition, an LVM logi-
cal volume or a RAID volume). In thBartition settings menu, you need to seleghysical volume
for encryption at theUse as: option. The menu will then change to include several crygzphic
options for the partition.

debi an-i nst al | er supports several encryption methods. The default methdwhisrypt(included
in newer Linux kernels, able to host LVM physical volumekg bther idoop-AESolder, maintained
separately from the Linux kernel tree). Unless you have ailimg reasons to do otherwise, it is
recommended to use the default.

First, let's have a look at the options available when yoeddbevi ce- napper (dmcrypt) as
the encryption method. As always: when in doubt, use theuttsfdbecause they have been carefully
chosen with security in mind.

Encryption:aes

This option lets you select the encryption algoritheipbier) which will be used to encrypt the
data on the partitiordebi an-i nst al | er currently supports the following block cipheimes
blowfish serpent andtwofish It is beyond the scope of this document to discuss the igglit
of these different algorithms, however, it might help yoecision to know that in 2000AES
was chosen by the American National Institute of StandamdsTechnology as the standard
encryption algorithm for protecting sensitive informatio the 21st century.

Key size:256

Here you can specify the length of the encryption key. Witargér key size, the strength of the
encryption is generally improved. On the other hand, ingireathe length of the key usually has
a negative impact on performance. Available key sizes vapedding on the cipher.

IV algorithm: cbc- essi v: sha256

The Initialization Vectoror IV algorithm is used in cryptography to ensure that applyirg th
cipher on the samelear textdata with the same key always produces a unijpber text The
idea is to prevent the attacker from deducing informatiomfrepeated patterns in the encrypted
data.

From the provided alternatives, the defaulit - essi v: sha256 is currently the least vulnerable
to known attacks. Use the other alternatives only when yad e ensure compatibility with
some previously installed system that is not able to use nalgerithms.
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Encryption keyPassphr ase

Here you can choose the type of the encryption key for thistjwar.

Passphrase

The encryption key will be computédn the basis of a passphrase which you will be able
to enter later in the process.

Random key

A new encryption key will be generated from random data eanb you try to bring up
the encrypted partition. In other words: on every shutddwendontent of the partition will
be lost as the key is deleted from memory. (Of course, youdctoylto guess the key with

a brute force attack, but unless there is an unknown wealmnéiss cipher algorithm, it is
not achievable in our lifetime.)

Random keys are useful for swap partitions because you doewtt to bother yourself
with remembering the passphrase or wiping sensitive inftion from the swap partition
before shutting down your computer. However, it also mehatytou willnotbe able to use
the “suspend-to-disk” functionality offered by newer Linkernels as it will be impossible
(during a subsequent boot) to recover the suspended ddtawta the swap partition.

Erase datayes

Determines whether the content of this partition shouldvewritten with random data before
setting up the encryption. This is recommended becausegiitnotherwise be possible for an
attacker to discern which parts of the partition are in ugkwaich are not. In addition, this will
make it harder to recover any leftover data from previoutltations.

If you selectEncryption method:—Loopback (loop-AES), the menu changes to provide the fol-
lowing options:
Encryption:AES256

For loop-AES, unlike dm-crypt, the options for cipher ang lsize are combined, so you can

select both at the same time. Please see the above sectioighers and key sizes for further
information.

Encryption keyKeyfil e (GuPG
Here you can select the type of the encryption key for thisitpar.

Keyfile (GnuPG)

The encryption key will be generated from random data dutfireginstallation. Moreover
this key will be encrypted with GnuPG, so to use it, you willedeto enter the proper
passphrase (you will be asked to provide one later in thegssjc

Random key

Please see the section on random keys above.

6. Using a passphrase as the key currently means that the partition wéll bp asing LUKS (http://luks.endorphin.org/).

7. ltis believed that the guys from three-letter agencies can restorathevkn after several rewrites of the magnetooptical
media, though.
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Erase datayes

Please see the the section on erasing data above.

After you have selected the desired parameters for youlpteat partitions, return back to the main
partitioning menu. There should now be a new menu item c&@ledfigure encrypted volumes.
After you select it, you will be asked to confirm the deletidrata on partitions marked to be erased
and possibly other actions such as writing a new partitibetaFor large partitions this might take
some time.

Next you will be asked to enter a passphrase for partitionfigared to use one. Good passphrases
should be longer than 8 characters, should be a mixture ®ré¢etnumbers and other characters
and should not contain common dictionary words or infororagasily associable with you (such as

birthdates, hobbies, pet names, names of family membegatives, etc.).

Warning

Before you input any passphrases, you should have made sure that your keyboard is configured cor-
rectly and generates the expected characters. If you are unsure, you can switch to the second virtual
console and type some text at the prompt. This ensures that you won'’t be surprised later, e.g. by try-
ing to input a passphrase using a qwerty keyboard layout when you used an azerty layout during the
installation. This situation can have several causes. Maybe you switched to another keyboard layout
during the installation, or the selected keyboard layout might not have been set up yet when entering
the passphrase for the root file system.

If you selected to use methods other than a passphrase te ereayption keys, they will be generated
now. Because the kernel may not have gathered a sufficientrand entropy at this early stage of
the installation, the process may take a long time. You cém $mmeed up the process by generating
entropy: e.g. by pressing random keys, or by switching tcstiedl on the second virtual console and
generating some network and disk traffic (downloading soles, fieeding big files intddev/ nul | ,
etc.). This will be repeated for each partition to be enaylpt

After returning to the main partitioning menu, you will sdeemcrypted volumes as additional parti-
tions which can be configured in the same way as ordinarytjpeusi The following example shows
two different volumes. The first one is encrypted via dm-tritme second one via loop-AES.

Encrypted vol une (sda2_crypt) - 115.1 GB Li nux devi ce- mapper
#1 115.1 GB F ext3

Loopback (1oop0) - 515.2 MB AES256 keyfile
#1 515.2 MB F ext3

Now is the time to assign mount points to the volumes and pptip change the file system types if
the defaults do not suit you.

Pay attention to the identifiers in parenthessa@_crypt andl oop0 in this case) and the mount
points you assigned to each encrypted volume. You will needformation later when booting the
new system. The differences between the ordinary boot psomed the boot process with encryption
involved will be covered later iSection 7.2

Once you are satisfied with the partitioning scheme, costimith the installation.
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6.3.4. Installing the Base System

Although this stage is the least problematic, it consumagraficant fraction of the install because
it downloads, verifies and unpacks the whole base systenoulfnave a slow computer or network
connection, this could take some time.

During installation of the base system, package unpackidgeatup messages are redirectet tp4.
You can access this terminal by pressimdt Alt -F4; get back to the main installer process wiitft
Alt-F1.

The unpack/setup messages generated during this phase@eaeed inf var /| og/ sysl og. You
can check them there if the installation is performed ovesreabkconsole.

As part of the installation, a Linux kernel will be installedit the default priority, the installer will
choose one for you that best matches your hardware. In lovigritp modes, you will be able to
choose from a list of available kernels.

When packages are installed using the package managemé&sytswill by default also install
packages that are recommended by those packages. Recoathpattages are not strictly required
for the core functionality of the selected software, buyte enhance that software and should, in
the view of the package maintainers, normally be instatbggther with that software.

Note: For technical reasons packages installed during the installation of the base system are
installed without their “Recommends”. The rule described above only takes effect after this point
in the installation process.

6.3.5. Installing Additional Software

At this point you have a usable but limited system. Most usélfsvant to install additional software
on the system to tune it to their needs, and the installewallpou do so. This step can take even
longer than installing the base system if you have a slow caenmr network connection.

6.3.5.1. Configuring apt

One of the tools used to install packages on a Debian GNUA$ystem is a program callegpt-get,
from theapt packag® Other front-ends for package management, ¢igéitude andsynaptic, are
also in use. These front-ends are recommended for new s&ecs, they integrate some additional
features (package searching and status checks) in a nicentesgace. In factaptitude is now the
recommended utility for package management.

apt must be configured so that it knows from where to retrieve pgek. The results of this config-
uration are written to the fileet ¢/ apt / sour ces. | i st. You can examine and edit this file to your
liking after the installation is complete.

If you are installing at default priority, the installer Wirgely take care of the configuration auto-
matically, based on the installation method you are usimgpassibly using choices made earlier in
the installation. In most cases the installer will autowety add a security mirror and, if you are
installing the stable distribution, a mirror for the “vdlat update service.

8. Note that the program which actually installs the packages is adikg. However, this program is more of a low-level
tool. apt-getis a higher-level tool, which will invokelpkg as appropriate. It knows how to retrieve packages from your CD,
the network, or wherever. It is also able to automatically install other pgeskarhich are required to make the package you're
trying to install work correctly.
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If you are installing at a lower priority (e.g. in expert modgou will be able to make more decisions
yourself. You can choose whether or not to use the securitjoanolatile update services, and you
can choose to add packages from the “contrib” and “non-fseetions of the archive.

6.3.5.1.1. Installing from more than one CD or DVD

If you are installing from a CD or a DVD that is part of a larget,ghe installer will ask if you want
to scan additional CDs or DVDs. If you have additional CDs dI3 available, you probably want
to do this so the installer can use the packages includedeon.th

If you do not have any additional CDs or DVDs, that is no praflesing them is not required. If you
also do not use a network mirror (as explained in the next@®g¢tit can mean that not all packages
belonging to the tasks you select in the next step of thellastan can be installed.

Note: Packages are included on CDs (and DVDs) in the order of their popularity. This means that
for most uses only the first CDs in a set are needed and that only very few people actually use
any of the packages included on the last CDs in a set.

It also means that buying or downloading and burning a full CD set is just a waste of money as
you'll never use most of them. In most cases you are better off getting only the first 3 to 8 CDs and
installing any additional packages you may need from the Internet by using a mirror. The same
goes for DVD sets: the first DVD, or maybe the first two DVDs will cover most needs.

A good rule of thumb is that for a regular desktop installation (using the GNOME desktop envi-
ronment) only the first three CDs are needed. For the alternative desktop environments (KDE or
Xfce), additional CDs are needed. The first DVD easily covers all three desktop environments.

If you do scan multiple CDs or DVDs, the installer will promyaiu to exchange them when it needs
packages from another CD/DVD than the one currently in theedNote that only CDs or DVDs that
belong to the same set should be scanned. The order in wheglath scanned does not really matter,
but scanning them in ascending order will reduce the chahoestakes.

6.3.5.1.2. Using a network mirror

One question that will be asked during most installs is wietr not to use a network mirror as a
source for packages. In most cases the default answer shefilade, but there are some exceptions.

If you arenot installing from a full CD or DVD or using a full CD/DVD image,op really should
use a network mirror as otherwise you will end up with only s/vainimal system. However, if you
have a limited Internet connection it is begit to select thedeskt op task in the next step of the
installation.

If you are installing from a single full CD or using a full CD a&ge, using a network mirror is not
required, but is still strongly recommended because aei@gl contains only a fairly limited number
of packages. If you have a limited Internet connection it raely be best tonot select a network
mirror here, but to finish the installation using only whatailable on the CD and selectively install
additional packages after the installation (i.e. after jaue rebooted into the new system).

If you are installing from a DVD or using a DVD image, any pag&a needed during the installation
should be present on the first DVD. The same is true if you heaarseed multiple CDs as explained
in the previous section. Use of a network mirror is optional.

One advantage of adding a network mirror is that updateshiat occurred since the CD/DVD set
was created and have been included in a point release, witinbe available for installation, thus
extending the life of your CD/DVD set without compromisirigetsecurity or stability of the installed
system.
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In summary: selecting a network mirror is generally a goashjdexcept if you do not have a good
Internet connection. If the current version of a packagevéslable from CD/DVD, the installer will
always use that. The amount of data that will be downloadgdiifdo select a mirror thus depends
on

1. the tasks you select in the next step of the installation,
2. which packages are needed for those tasks,
3. which of those packages are present on the CDs or DVDs yaudtanned, and

4. whether any updated versions of packages included onBtseo€ DVDs are available from a
mirror (either a regular package mirror, or a mirror for s@glor volatile updates).

Note that the last point means that, even if you choose noseécaunetwork mirror, some packages
may still be downloaded from the Internet if there is a sdguwi volatile update available for them
and those services have been configured.

6.3.5.2. Selecting and Installing Software

During the installation process, you are given the oppdtun select additional software to install.
Rather than picking individual software packages from th25D available packages, this stage of the
installation process focuses on selecting and installieglgfined collections of software to quickly
set up your computer to perform various tasks.

So, you have the ability to choosasksfirst, and then add on more individual packages later. These
tasks loosely represent a number of different jobs or thyrmgswant to do with your computer, such
as “Desktop environment”, “Web server”, or “Print serveBection D.Jists the space requirements
for the available tasks.

Some tasks may be pre-selected based on the charactarfstiescomputer you are installing. If you
disagree with these selections you can deselect them. Yoevem opt to install no tasks at all at this
point.

Tip: In the standard user interface of the installer, you can use the space bar to toggle selection
of a task.

Note: Unless you are using the special KDE or Xfce/LXDE CDs, the “Desktop environment” task
will install the GNOME desktop environment.

It is not possible to interactively select a different desktop during the installation. However, it is
possible to get debi an-install er to install a KDE desktop environment instead of GNOME
by using preseeding (see Section B.4.10) or by adding the parameter deskt op=kde at the boot
prompt when starting the installer. Alternatively the more lightweight Xfce and LXDE desktop
environments can be selected by using deskt op=xf ce or deskt op=I xde.

Note that this will only work if the packages needed for the desired desktop environment are ac-
tually available. If you are installing using a single full CD image, they will need to be downloaded

9. You should know that to present this list, the installer is merely invokindableselprogram. It can be run at any time
after installation to install more packages (or remove them), or you ocarausore fine-grained tool such aptitude. If
you are looking for a specific single package, after installation is comsi@@ly runapti t ude i nstal |l package, where
package is the name of the package you are looking for.
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from a mirror as most needed packages are only included on later CDs; installing KDE, Xfce or
LXDE this way should work fine if you are using a DVD image or any other installation method.

The various server tasks will install software roughly aofes. DNS serverbi nd9; File server:
sanba, nfs; Mail server.exi m4, spamassassi n, uwi map; Print server.cups; SQL database:
post gresql ; Web serverapache?2.

The “Standard system” task will install any package thatéhpsority “standard”. This includes a lot
of common utilities that are normally available on any LimxUnix system. You should leave this
task selected unless you know what you are doing and wantlg neéiaimal system.

If during language selection a default locale other than“@klocale was selectediasksel will
check if any localization tasks are defined for that localeé &l automatically try to install relevant
localization packages. This includes for example packagagining word lists or special fonts for
your language. If a desktop environment was selected, italgb install appropriate localization
packages for that (if available).

Once you've selected your tasks, sel€antinue. At this point, aptitude will install the packages
that are part of the selected tasks. If a particular progreeads more information from the user, it will
prompt you during this process.

You should be aware that especially the Desktop task is eegel Especially when installing from a
normal CD-ROM in combination with a mirror for packages notthe CD-ROM, the installer may

want to retrieve a lot of packages over the network. If youehavelatively slow Internet connection,
this can take a long time. There is no option to cancel thalilasion of packages once it has started.

Even when packages are included on the CD-ROM, the instal#gr still retrieve them from the
mirror if the version available on the mirror is more recérart the one included on the CD-ROM. If
you are installing the stable distribution, this can hapgiter a point release (an update of the original
stable release); if you are installing the testing distidiuthis will happen if you are using an older
image.

6.3.6. Making Your System Bootable

If you are installing a diskless workstation, obviouslypbing off the local disk isn't a meaningful
option, and this step will be skipped.

6.3.6.1. Detecting other operating systems

Before a boot loader is installed, the installer will attergpprobe for other operating systems which
are installed on the machine. If it finds a supported opegaystem, you will be informed of this dur-
ing the boot loader installation step, and the computerhaltonfigured to boot this other operating
system in addition to Debian.

Note that multiple operating systems booting on a singleimmads still something of a black art. The
automatic support for detecting and setting up boot loaitelb®ot other operating systems varies by
architecture and even by subarchitecture. If it does nokwou should consult your boot manager’s
documentation for more information.
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6.3.6.2. palo-installer

The bootloader on PA-RISC is “paloPALO is similar in configuration and usage tdLO , with a
few exceptions. First of alPALO allows you to boot any kernel image on your boot partitionisTh
is becaus®ALO can actually read Linux partitions.

6.3.6.3. Continue Without Boot Loader

This option can be used to complete the installation evemwloeboot loader is to be installed, either
because the arch/subarch doesn’t provide one, or becansdsdesired (e.g. you will use existing
boot loader).

If you plan to manually configure your bootloader, you shafidck the name of the installed kernel
in/target/boot . You should also check that directory for the presence difignd ; if one is present,
you will probably have to instruct your bootloader to usé&ither information you will need are the
disk and partition you selected for youffilesystem and, if you chose to instalboot on a separate
partition, also your boot filesystem.

6.3.7. Finishing the Installation

This is the last step in the Debian installation processngunihich the installer will do any last minute
tasks. It mostly consists of tidying up after thebi an-i nstal | er.

6.3.7.1. Setting the System Clock

The installer may ask you if the computer’s clock is set to UNGrmally this question is avoided if
possible and the installer tries to work out whether thelcieset to UTC based on things like what
other operating systems are installed.

In expert mode you will always be able to choose whether othtlock is set to UTC.

At this pointdebi an-i nst al | er will also attempt to save the current time to the system’silvare
clock. This will be done either in UTC or local time, deperglon the selection that was just made.

6.3.7.2. Reboot the System

You will be prompted to remove the boot media (CD, floppy, ¢te}t you used to boot the installer.
After that the system will be rebooted into your new Debiastem.

6.3.8. Troubleshooting

The components listed in this section are usually not iremlin the installation process, but are
waiting in the background to help the user in case somethieg grong.

6.3.8.1. Saving the installation logs

If the installation is successful, the logfiles createdyithe installation process will be automatically
saved td var /| og/ i nstal | er/ onyour new Debian system.
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ChoosingSave debug logs from the main menu allows you to save the log files to a floppi,dis
network, hard disk, or other media. This can be useful if yncoeinter fatal problems during the
installation and wish to study the logs on another systenttaclathem to an installation report.

6.3.8.2. Using the Shell and Viewing the Logs

There are several methods you can use to get a shell whiléngian installation. On most systems,
and if you are not installing over serial console, the easiethod is to switch to the secordtual
consoleby pressind_eft Alt -F2'° (on a Mac keyboardDption-F2). UseLeft Alt -F1 to switch back
to the installer itself.

If you cannot switch consoles, there is alsoEecute a Shell item on the main menu that can be
used to start a shell. You can get to the main menu from mokigiidy using th€so Back button
one or more times. Typexi t to close the shell and return to the installer.

At this point you are booted from the RAM disk, and there isvdtied set of Unix utilities available for
your use. You can see what programs are available with thenaordls /bin /sbin /usr/bin /usr/sbin
and by typinghelp. The shell is a Bourne shell clone callagh and has some nice features like
autocompletion and history.

To edit and view files, use the text editoano. Log files for the installation system can be found in
the/ var /| og directory.

Note: Although you can do basically anything in a shell that the available commands allow you to
do, the option to use a shell is really only there in case something goes wrong and for debugging.

Doing things manually from the shell may interfere with the installation process and result in
errors or an incomplete installation. In particular, you should always use let the installer activate
your swap partition and not do this yourself from a shell.

6.3.9. Installation Over the Network

One of the more interesting componentsiegwork-consolelt allows you to do a large part of the
installation over the network via SSH. The use of the netvigiies you will have to perform the first
steps of the installation from the console, at least to thietd setting up the networking. (Although
you can automate that part wigection 4.4

This component is not loaded into the main installation mepulefault, so you have to explicitly
ask for it. If you are installing from CD, you need to boot wittedium priority or otherwise invoke
the main installation menu and chodsead installer components from CD and from the list of
additional components selaottwork-console: Continue installation remotely using SSH. Suc-
cessful load is indicated by a new menu entry calleshtinue installation remotely using SSH.

After selecting this new entry, you will be asked for a newgvesrd to be used for connecting to the
installation system and for its confirmation. That's all.\lNgou should see a screen which instructs
you to login remotely as the usarstaller with the password you just provided. Another important
detall to notice on this screen is the fingerprint of this egst You need to transfer the fingerprint
securely to the person who will continue the installatiomogely.

Should you decide to continue with the installation locajigu can always predsnter, which will
bring you back to the main menu, where you can select anotimpanent.

10. Thatis: press th&lt key on the left-hand side of ttepace barand theF2 function key at the same time.
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Now let’s switch to the other side of the wire. As a preredgaisyou need to configure your terminal
for UTF-8 encoding, because that is what the installatiagtiesy uses. If you do not, remote instal-
lation will be still possible, but you may encounter stramtigplay artefacts like destroyed dialog
borders or unreadable non-ascii characters. Establighsannection with the installation system is
as simple as typing:

$ ssh -1 installer install_host

Wherei nst al | _host is either the name or IP address of the computer being iadtalefore the
actual login the fingerprint of the remote system will be tigpd and you will have to confirm that
it is correct.

Note: The ssh server in the installer uses a default configuration that does not send keep-alive
packets. In principle, a connection to the system being installed should be kept open indefinitely.
However, in some situations — depending on your local network setup — the connection may be
lost after some period of inactivity. One common case where this can happen is when there is
some form of Network Address Translation (NAT) somewhere between the client and the system
being installed. Depending on at which point of the installation the connection was lost, you may
or may not be able to resume the installation after reconnecting.

You may be able to avoid the connection being dropped by adding the option
-0 ServerAlivel nterval =val ue When starting the ssh connection, or by adding that option in
your ssh configuration file. Note however that in some cases adding this option may also cause
a connection to be dropped (for example if keep-alive packets are sent during a brief network
outage, from which ssh would otherwise have recovered), so it should only be used when
needed.

Note: If you install several computers in turn and they happen to have the same IP address
or hostname, ssh will refuse to connect to such host. The reason is that it will have different
fingerprint, which is usually a sign of a spoofing attack. If you are sure this is not the case, you
will need to delete the relevant line from ~/ . ssh/ known_host s* and try again.

After the login you will be presented with an initial screeheave you have two possibilities called
Start menu and Start shell. The former brings you to the main installer menu, where yan ¢
continue with the installation as usual. The latter starghell from which you can examine and
possibly fix the remote system. You should only start one S&idien for the installation menu, but
may start multiple sessions for shells.

Warning

After you have started the installation remotely over SSH, you should not go back to the installation
session running on the local console. Doing so may corrupt the database that holds the configuration
of the new system. This in turn may result in a failed installation or problems with the installed system.

11. The following command will remove an existing entry for a hesh-keygen -R Host nane|l P addr ess>.
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6.4. Loading Missing Firmware

As described irSection 2.2 some devices require firmware to be loaded. In most casesethiee
will not work at all if the firmware is not available; sometigbasic functionality is not impaired if it
is missing and the firmware is only needed to enable additfeatures.

If a device driver requests firmware that is not availabkhi an-i nst al | er will display a dialog
offering to load the missing firmware. If this option is setgtdebi an- i nst al | er will scan avail-
able devices for either loose firmware files or packages guntafirmware. If found, the firmware
will be copied to the correct location|(i b/ f i r mnvar e) and the driver module will be reloaded.

Note: Which devices are scanned and which file systems are supported depends on the architec-
ture, the installation method and the stage of the installation. Especially during the early stages
of the installation, loading the firmware is most likely to succeed from a FAT-formatted floppy disk
or USB stick.

Note that it is possible to skip loading the firmware if you Wnithe device will also function without
it, or if the device is not needed during the installation.

Warning

Support for loading firmware is still relatively basic and is likely to be improved in future releases of the
installer. Currently debi an-i nst al | er will for example not display any warning if you choose to load
missing firmware, but the requested firmware is not found. Please report any issues you encounter by
filing an installation report (see Section 5.3.5).

6.4.1. Preparing a medium

Although in some cases the firmware can also be loaded fronmtéiggaon a hard disk, the most
common method to load firmware will be from some removableiomadsuch as a floppy disk or a
USB stick. The firmware files or packages must be placed irettie root directory or a directory
named f i r nwar e of the file system on the medium. The recommended file systersdas FAT as
that is most certain to be supported during the early stafthe anstallation.

Tarballs and zip files containing current packages for thetrmommon firmware are available from:

- http://cdimage.debian.org/cdimage/unofficial/noreffemware/

Just download the tarball or zip file for the correct release anpack it to the file system on the
medium.

If the firmware you need is not included in the tarball, you @so download specific firmware
packages from the (non-free section of the) archive. THeviahg overview should list most available
firmware packages but is not guaranteed to be complete andls@gontain non-firmware packages:

- http://packages.debian.org/search?keywords=firmware

It is also possible to copy individual firmware files to the rued. Loose firmware could be obtained
for example from an already installed system or from a hardwandor.
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6.4.2. Firmware and the Installed System

Any firmware loaded during the installation will be copied@muatically to the installed system. In
most cases this will ensure that the device that requiresrthevare will also work correctly after the
system is rebooted into the installed system. Howevergifitistalled system runs a different kernel
version from the installer there is a slight chance that ttmvfiare cannot be loaded due to version
skew.

If the firmware was loaded from a firmware packadshi an-i nst al | er will also install this pack-
age for the installed system and will automatically add the-free section of the package archive in
APT's sour ces. | i st. This has the advantage that the firmware should be updatehatically if

a new version becomes available.

If loading the firmware was skipped during the installatithe relevant device will probably not work
with the installed system until the firmware (package) isdled manually.

Note: If the firmware was loaded from loose firmware files, the firmware copied to the installed
system will not be automatically updated unless the corresponding firmware package (if available)
is installed after the installation is completed.
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7.1. The Moment of Truth

Your system’s first boot on its own power is what electricajierers call the “smoke test”.

If the system fails to start up correctly, don't panic. If ihetallation was successful, chances are good
that there is only a relatively minor problem that is preu@mthe system from booting Debian. In
most cases such problems can be fixed without having to répeatstallation. One available option
to fix boot problems is to use the installer’s built-in rescuede (se&ection 8.7.

If you are new to Debian and Linux, you may need some help framnenexperienced users. For
less common architectures like PA-RISC, your best optido &sk on the debian-hppa mailing list
(http://www.debian.org/MailingLists/subscribe). Yoarcalso file an installation report as described
in Section 5.3.5Please make sure that you describe your problem clearlynehdle any messages
that are displayed and may help others to diagnose the issue.

7.2. Mounting encrypted volumes

If you created encrypted volumes during the installatioth assigned them mount points, you will be
asked to enter the passphrase for each of these volumeg dheibboot. The actual procedure differs
slightly between dm-crypt and loop-AES.

7.2.1. dm-crypt

For partitions encrypted using dm-crypt you will be showa thllowing prompt during the boot:

Starting early crypto disks... part_crypt(starting)
Enter LUKS passphrase:

In the first line of the promppart is the name of the underlying partition, e.g. sda2 or mdO. afeu
now probably wonderinfpr which volumeyou are actually entering the passphrase. Does it relate to
your/ home? Or to/ var ? Of course, if you have just one encrypted volume, this ig ead you can

just enter the passphrase you used when setting up this golfiyou set up more than one encrypted
volume during the installation, the notes you wrote downhaslast step irBection 6.3.3.€ome in
handy. If you did not make a note of the mapping betwaen _cr ypt and the mount points before,
you can still find itin/ et ¢/ crypt t ab and/ et ¢/ f st ab of your new system.

The prompt may look somewhat different when an encrypted fil@osystem is mounted. This de-
pends on which initramfs generator was used to generatenitnd used to boot the system. The
example below is for an initrd generated using t r anf s- t ool s:

Begi n: Mounting root file system..
Begi n: Running /scripts/local-top ...
Ent er LUKS passphrase:
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No characters (even asterisks) will be shown while entetliegpassphrase. If you enter the wrong
passphrase, you have two more tries to correct it. Aftertive try the boot process will skip this
volume and continue to mount the next filesystem. Pleas&esetion 7.2.3or further information.

After entering all passphrases the boot should continusaal u

7.2.2. loop-AES

For partitions encrypted using loop-AES you will be showa tbllowing prompt during the boot:

Checki ng | oop-encrypted file systens.
Setting up /dev/l oopX (/nountpoint)
Passwor d:

No characters (even asterisks) will be shown while entettiegpassphrase. If you enter the wrong
passphrase, you have two more tries to correct it. Afterhive try the boot process will skip this
volume and continue to mount the next filesystem. Pleas&setion 7.2.3or further information.

After entering all passphrases the boot should continusaal u

7.2.3. Troubleshooting

If some of the encrypted volumes could not be mounted be@useng passphrase was entered, you
will have to mount them manually after the boot. There aress\cases.

- The first case concerns the root partition. When it is not medicbrrectly, the boot process will
halt and you will have to reboot the computer to try again.

- The easiest case is for encrypted volumes holding data tikee or/ srv. You can simply mount
them manually after the boot. For loop-AES this is a one-sgmgration:

# nount /nount _poi nt
Passwor d:

where/ nount _poi nt should be replaced by the particular directory (¢lgome). The only dif-
ference from an ordinary mount is that you will be asked teetite passphrase for this volume.
For dm-crypt this is a bit trickier. First you need to registee volumes with device mapper by
running:

# letc/init.d/ cryptdisks start

This will scan all volumes mentioned iret ¢/ crypt t ab and will create appropriate devices un-
der the/ dev directory after entering the correct passphrases. (Ayreegistered volumes will be
skipped, so you can repeat this command several times withauying.) After successful regis-
tration you can simply mount the volumes the usual way:

# nount /nount _poi nt
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- If any volume holding noncritical system files could not beunted ( usr or/ var), the system
should still boot and you should be able to mount the volumasually like in the previous case.
However, you will also need to (re)start any services ugualhning in your default runlevel be-
cause it is very likely that they were not started. The easiag to achieve this is by switching to
the first runlevel and back by entering

#init 1

at the shell prompt and pressi@gntrol-D when asked for the root password.

7.3.Log In

Once your system boots, you’'ll be presented with the logompt. Log in using the personal login
and password you selected during the installation prot@ss.system is now ready for use.

If you are a new user, you may want to explore the documemtattich is already installed on your
system as you start to use it. There are currently severalndectation systems, work is proceeding
on integrating the different types of documentation. Heeceafew starting points.

Documentation accompanying programs you have installededound ir/ usr/ shar e/ doc/ , un-
der a subdirectory named after the program (or, more prettiseDebian package that contains the
program). However, more extensive documentation is oftek@ged separately in special documen-
tation packages that are mostly not installed by defaulteikample, documentation about the pack-
age management toapt can be found in the packagept - doc or apt - howt o.

In addition, there are some special folders within/ther / shar e/ doc/ hierarchy. Linux HOWTOs
are installed in.gz (compressed) format, ihusr/ shar e/ doc/ HOMQ en-t xt/ . After installing
dhel p, you will find a browsable index of documentation'insr / shar e/ doc/ HTM./ i ndex. ht mi .

One easy way to view these documents using a text based biiswsenter the following commands:

$ cd /usr/share/ doc/
$ wdm .

The dot after thev3m command tells it to show the contents of the current dirgctor

If you have a graphical desktop environment installed, yerualso use its web browser. Start the web
browser from the application menu and eritasr / shar e/ doc/ in the address bar.

You can also typénf o command orman cormmand to see documentation on most commands available
at the command prompt. Typirg! p will display help on shell commands. And typing a command
followed by- - hel p will usually display a short summary of the command’s us#fge command’s
results scroll past the top of the screen, typeor e after the command to cause the results to pause
before scrolling past the top of the screen. To see a lisit cbahmands available which begin with a
certain letter, type the letter and then two tabs.
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8.1. Shutting down the system

To shut down a running Debian GNU/Linux system, you must Bbbpt with the reset switch on
the front or back of your computer, or just turn off the congsuDebian GNU/Linux should be shut
down in a controlled manner, otherwise files might get lost/andisk damage might occur. If you
run a desktop environment, there is usually an option to tlaij available from the application menu
that allows you to shutdown (or reboot) the system.

Alternatively you can press the key combinati@trl -Alt-Del . A last option is to log in as root and
type one of the commangweroff, halt or shutdown -h nowif either of the key combinations do
not work or you prefer to type commands; usboot to reboot the system.

8.2. If You Are New to Unix

If you are new to Unix, you probably should go out and buy somakk and do some reading. A lot
of valuable information can also be found in the Debian Rafee (http://www.debian.org/doc/user-
manuals#quick-reference). This list of Unix FAQs (httpuiv.fags.org/faqs/unix-fag/) contains a
number of UseNet documents which provide a nice historef@rence.

Linux is an implementation of Unix. The Linux Documentatidroject (LDP) (http://www.tldp.org/)
collects a number of HOWTOs and online books relating to Lifdast of these documents can be in-
stalled locally; justinstall thdoc- | i nux- ht M package (HTML versions) or thioc- | i nux- t ext
package (ASCII versions), then look/imsr / shar e/ doc/ HOMO. International versions of the LDP
HOWTOs are also available as Debian packages.

8.3. Orienting Yourself to Debian

Debian is a little different from other distributions. Eviéiyou're familiar with Linux in other distri-
butions, there are things you should know about Debian to Y@l to keep your system in a good,
clean state. This chapter contains material to help you gented; it is not intended to be a tutorial
for how to use Debian, but just a very brief glimpse of the eysfor the very rushed.

8.3.1. Debian Packaging System

The most important concept to grasp is the Debian packagstgrs. In essence, large parts of your
system should be considered under the control of the paw§ayistem. These include:

« /usr (excluding/ usr /| ocal)
« /var (you could make var/| ocal and be safe in there)
e /bin

. /shin
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« /lib

For instance, if you replaceusr/ bi n/ per |, that will work, but then if you upgrade youyrer |
package, the file you put there will be replaced. Experts edragund this by putting packages on
“hold” in aptitude.

One of the best installation methods is apt. You can use themand line versiorapt-get or full-
screen text version aptitude. Note apt will also let you reergin, contrib, and non-free so you can
have export-restricted packages as well as standard wersio

8.3.2. Application Version Management

Alternative versions of applications are managed by updhiégnatives. If you are maintaining mul-
tiple versions of your applications, read the update-aétves man page.

8.3.3. Cron Job Management

Any jobs under the purview of the system administrator sthooé in /etc, since they are
configuration files. If you have a root cron job for daily, whgkor monthly runs, put them in
/etc/cron. {daily, weekly, nont hl y}. These are invoked froret ¢/ cr ont ab, and will run in
alphabetic order, which serializes them.

On the other hand, if you have a cron job that (a) needs to rua sgecial user, or (b) needs
to run at a special time or frequency, you can use eitherc/crontab, or, better yet,
/ etc/cron. d/ what ever . These particular files also have an extra field that allowstgastipulate
the user account under which the cron job runs.

In either case, you just edit the files and cron will notice nth@automatically. There is
no need to run a special command. For more information se&(&)o crontab(5), and
[ usr/ shar e/ doc/ cr on/ README. Debi an.

8.4. Further Reading and Information

If you need information about a particular program, you stidirst try man program orinfo
program

There is lots of useful documentation iMusr/share/doc as well. In particular,

/ usr/ shar e/ doc/ HOMO and/ usr/ shar e/ doc/ FAQ contain lots of interesting information. To
submit bugs, look at usr/ shar e/ doc/ debi an/ bug*. To read about Debian-specific issues for
particular programs, look @tusr / shar e/ doc/ (package nane)/ README. Debi an.

The Debian web site (http://www.debian.org/) containsrgdajuantity of documentation about De-
bian. In particular, see the Debian GNU/Linux FAQ (httpWw.debian.org/doc/FAQ/) and the De-
bian Reference (http://www.debian.org/doc/user-masiteplick-reference). An index of more Debian
documentation is available from the Debian Documentatiojeet (http://www.debian.org/doc/ddp).
The Debian community is self-supporting; to subscribe ® @nmore of the Debian mailing lists, see
the Mail List Subscription (http://www.debian.org/MaifjLists/subscribe) page. Last, but not least,
the Debian Mailing List Archives (http://lists.debiargdrcontain a wealth of information on Debian.

A general source of information on GNU/Linux is the Linux [Dwoeentation Project
(http://www.tldp.org/). There you will find the HOWTOs and ipters to other very valuable
information on parts of a GNU/Linux system.
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8.5. Setting Up Your System To Use E-Mall

Today, email is an important part of many people’s life. Asrthare many options as to how to set
it up, and as having it set up correctly is important for sonsbian utilities, we will try to cover the
basics in this section.

There are three main functions that make up an e-mail sydtast.there is theMail User Agent
(MUA) which is the program a user actually uses to composeread mails. Then there is tihéail
Transfer Agen{MTA) that takes care of transferring messages from one cbenggo another. And
last there is théail Delivery Agent(MDA) that takes care of delivering incoming mail to the user
inbox.

These three functions can be performed by separate progpamthey can also be combined in one
or two programs. It is also possible to have different proggdandle these functions for different
types of mail.

On Linux and Unix systemmutt is historically a very popular MUA. Like most traditional ruix
programs it is text based. Itis often used in combinatioh@itim or sendmailas MTA andprocmail
as MDA.

With the increasing popularity of graphical desktop systethe use of graphical e-mail programs
like GNOME's evolution, KDE’s kmail or Mozilla’'s thunderbird (in Debian available aigedove)

is becoming more popular. These programs combine the amofia MUA, MTA and MDA, but can
— and often are — also be used in combination with the traftidinux tools.

8.5.1. Default E-Mail Configuration

Even if you are planning to use a graphical mail program,iinjgortant that a traditional MTA/MDA
is also installed and correctly set up on your Debian GNUJIkiaystem. Reason is that various util-
ities running on the systencan send important notices by e-mail to inform the systemimigtrator
of (potential) problems or changes.

For this reason the packages mt andnut t will be installed by default (provided you did not unse-
lect the “standard” task during the installatioaxi m4 is a combination MTA/MDA that is relatively
small but very flexible. By default it will be configured to gritandle e-mail local to the system itself
and e-mails addressed to the system administrator (rootiatcwill be delivered to the regular user
account created during the installation

When system e-mails are delivered they are added to a fikedn/ nai | / account _nane. The e-mails
can be read usingputt.

8.5.2. Sending E-Mails Outside The System

As mentioned earlier, the installed Debian system is orlyipdo handle e-mail local to the system,
not for sending mail to others nor for receiving mail from et

If you would like exi m4 to handle external e-mail, please refer to the next sulmsetdir the basic
available configuration options. Make sure to test that wwil be sent and received correctly.

If you intend to use a graphical mail program and use a maiksaf your Internet Service Provider
(ISP) or your company, there is not really any need to condigui m¢ for handling external e-mail.

1. The reason thahunderbird has been renamed icedovein Debian has to do with licensing issues. Details are outside
the scope of this manual.

2. Examples arecron, quota, logcheck aide, . ..

3. The forwarding of mail for root to the regular user account is goméd in/ et ¢/ al i ases. If no regular user account
was created, the mail will of course be delivered to the root accouitt itse
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Just configure your favorite graphical mail program to usedbrrect servers to send and receive
e-mail (how is outside the scope of this manual).

However, in that case you may need to configure individudities to correctly send e-mails. One
such utility isreportbug, a program that facilitates submitting bug reports agddetiian packages.
By default it expects to be able to usei m4 to submit bug reports.

To correctly set upeportbug to use an external mail server, please run the commepartbug
--configure and answer “no” to the question if an MTA is available. Yoululilen be asked for the
SMTP server to be used for submitting bug reports.

8.5.3. Configuring the Exim4 Mail Transport Agent

If you would like your system to also handle external e-mail) will need to reconfigure thexi mt
packagé

# dpkg-reconfigure exi mi-config

After entering that command (as root), you will be asked if yeant split the configuration into small
files. If you are unsure, select the default option.

Next you will be presented with several common mail scesai@hoose the one that most closely
resembles your needs.

internet site

Your system is connected to a network and your mail is sentaceived directly using SMTP.
On the following screens you will be asked a few basic quastilike your machine’s mail name,
or a list of domains for which you accept or relay mail.

mail sent by smarthost

In this scenario your outgoing mail is forwarded to anothachine, called a “smarthost”, which
takes care of sending the message on to its destination.mdelsst also usually stores incom-
ing mail addressed to your computer, so you don’t need to beaeently online. That also

means you have to download your mail from the smarthost \d@grnams like fetchmail.

In a lot of cases the smarthost will be your ISP’s mail serwdrich makes this option very
suitable for dial-up users. It can also be a company mailsgor even another system on your
own network.

mail sent by smarthost; no local malil

This option is basically the same as the previous one exhapttie system will not be set up to
handle mail for a local e-mail domain. Mail on the systemlitéeg. for the system administra-
tor) will still be handled.

local delivery only

This is the option your system is configured for by default.

4. You can of course also remogei m4 and replace it with an alternative MTA/MDA.
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no configuration at this time

Choose this if you are absolutely convinced you know whataeudoing. This will leave you
with an unconfigured mail system — until you configure it, yooni be able to send or receive
any mail and you may miss some important messages from ysterayutilities.

If none of these scenarios suits your needs, or if you neecadiained setup, you will need to edit
configuration files under thieet ¢/ exi m4 directory after the installation is complete. More informa
tion aboutexi mt may be found underusr/ shar e/ doc/ exi m4; the file README. Debi an. gz has
further details about configurirexi m4 and explains where to find additional documentation.

Note that sending mail directly to the Internet when you tidrave an official domain name, can
result in your mail being rejected because of anti-spam areason receiving servers. Using your
ISP’s mail server is preferred. If you still do want to send oail directly, you may want to use a
different e-mail address than is generated by default. if yseexi m4 as your MTA, this is possible
by adding an entry inet c/ enai | - addr esses.

8.6. Compiling a New Kernel

Why would someone want to compile a new kernel? It is often egessary since the default ker-
nel shipped with Debian handles most configurations. Alsehin often offers several alternative
kernels. So you may want to check first if there is an alteveaternel image package that better
corresponds to your hardware. However, it can be usefulrgpde a new kernel in order to:

- handle special hardware needs, or hardware conflicts wétpite-supplied kernels

- use options of the kernel which are not supported in the ppplged kernels (such as high memory
support)

- optimize the kernel by removing useless drivers to speedoptime
- create a monolithic instead of a modularized kernel
- run an updated or development kernel

- |earn more about linux kernels

8.6.1. Kernel Image Management

Don't be afraid to try compiling the kernel. It's fun and ptafile.

To compile a kernel the Debian way, you need some packdggs:r oot , ker nel - package,
linux-source-2.6 and a few others which are probably already installed (see
/ usr/ shar e/ doc/ ker nel - package/ READVE. gz for the complete list).

This method will make a .deb of your kernel source, and, if flaue non-standard modules, make
a synchronized dependent .deb of those too. It's a bettertavayanage kernel imageshoot will
hold the kernel, the System.map, and a log of the active céitditpr the build.

Note that you don’haveto compile your kernel the “Debian way”; but we find that usthg packag-
ing system to manage your kernel is actually safer and e#sict, you can get your kernel sources
right from Linus instead of i nux- sour ce- 2. 6, yet still use theker nel - package compilation
method.
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Note that you'll find complete documentation on usingernel - package under
/ usr/ shar e/ doc/ ker nel - package. This section just contains a brief tutorial.

Hereafter, we'll assume you have free rein over your machime will extract your kernel source
to somewhere in your home directérywe'll also assume that your kernel version is 2.6.32.
Make sure you are in the directory to where you want to unphekkernel sources, extract them
using tar xjf /usr/src/linux-source-2.6.32.tar.bz2 and change to the directory

I i nux- sour ce- 2. 6. 32 that will have been created.

Now, you can configure your kernel. Ruake xconfi g if X11 is installed, configured and being
run; runmake nenuconfi g otherwise (you'll need i bncur ses5- dev installed). Take the time to
read the online help and choose carefully. When in doubt,titgally better to include the device
driver (the software which manages hardware peripherat) as Ethernet cards, SCSI controllers,
and so on) you are unsure about. Be careful: other optionsetaied to a specific hardware, should
be left at the default value if you do not understand them. Doforget to select “Kernel module
loader” in “Loadable module support” (it is not selected kfaiilt). If not included, your Debian
installation will experience problems.

Clean the source tree and resetkkenel - package parameters. To do that, dake- kpkg cl ean.

Now, compile the kernel: f aker oot make-kpkg --initrd --revision=custom 1.0
ker nel _i mage. The version number of “1.0” can be changed at will; this &t ja version number
that you will use to track your kernel builds. Likewise, yoancput any word you like in place of
“custom” (e.g., a host name). Kernel compilation may takiéega while, depending on the power of
your machine.

Once the compilation is complete, you can install your awstcernel like any package. As
root, do dpkg -i ../linux-image-2.6.32-subarchitecture_custom 1.0_hppa. deb.
The subar chi tecture part is an optional sub-architecture, depending on whatdteoptions
you set.dpkg -i will install the kernel, along with some other nice suppugtifiles. For
instance, thesyst em map will be properly installed (helpful for debugging kerneloptems), and

/ boot / config-2.6.32 will be installed, containing your current configurationt.s¥our new
kernel package is also clever enough to automatically epgtatr boot loader to use the new kernel.
If you have created a modules package, you'll need to intatipackage as well.

It is time to reboot the system: read carefully any warnirgf the above step may have produced,
thenshut down -r now.

For more information on Debian kernels and kernel compitatsee the Debian Linux Kernel Hand-
book (http://kernel-handbook.alioth.debian.org/). Rasre information orker nel - package, read
the fine documentation ihusr/ shar e/ doc/ ker nel - package.

8.7. Recovering a Broken System

Sometimes, things go wrong, and the system you've carefighalled is no longer bootable. Perhaps
the boot loader configuration broke while trying out a charmggerhaps a new kernel you installed
won't boot, or perhaps cosmic rays hit your disk and flippedt &by sbi n/ i ni t . Regardless of the
cause, you'll need to have a system to work from while you fiaiitd rescue mode can be useful for
this.

To access rescue mode, typescue at theboot : prompt, or boot with the escue/ enabl e=t r ue
boot parameter. You'll be shown the first few screens of tistaifer, with a note in the corner of

5. There are other locations where you can extract kernel sounddsugld your custom kernel, but this is easiest as it does
not require special permissions.
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the display to indicate that this is rescue mode, not a fglaltation. Don’t worry, your system is
not about to be overwritten! Rescue mode simply takes adgernf the hardware detection facilities
available in the installer to ensure that your disks, nekwdavices, and so on are available to you
while repairing your system.

Instead of the partitioning tool, you should now be presgéntéh a list of the partitions on your

system, and asked to select one of them. Normally, you stsmldett the partition containing the root
file system that you need to repair. You may select partitam&AID and LVM devices as well as

those created directly on disks.

If possible, the installer will now present you with a shalbmpt in the file system you selected,
which you can use to perform any necessary repairs.

If the installer cannot run a usable shell in the root file sgstou selected, perhaps because the file
system is corrupt, then it will issue a warning and offer teegiou a shell in the installer environment
instead. You may not have as many tools available in thisenmient, but they will often be enough
to repair your system anyway. The root file system you sedeatit be mounted on thét ar get
directory.

In either case, after you exit the shell, the system will m#bo

Finally, note that repairing broken systems can be diffjarid this manual does not attempt to go
into all the things that might have gone wrong or how to fix théfiyou have problems, consult an
expert.
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This document describes how to install Debian GNU/Linuxespe for the PA-RISC (*hppa”) with
the newdebi an-i nstal | er. It is a quick walkthrough of the installation process whgitould
contain all the information you will need for most instal8hen more information can be useful, we
will link to more detailed explanations in other parts ofstdiocument.

A.l. Preliminaries

If you encounter bugs during your install, please refeGg&ztion 5.3.50r instructions on how to
report them. If you have questions which cannot be answeydtlis document, please direct them
to the debian-boot mailing list (debian-boot@lists.dabdeg) or ask on IRC (#debian-boot on the
OFTC network).

A.2. Booting the installer
The debian-cd team provides builds of CD images usielgi an-i nstal | er on the Debian CD
page (http://www.debian.org/CD/). For more informationwhere to get CDs, seection 4.1

Some installation methods require other images than CDes&gction 4.2.%xplains how to find
images on Debian mirrors.

The subsections below will give the details about which iesagou should get for each possible
means of installation.

A.2.1. CDROM

There are two different netinst CD images which can be usednstall squeeze with the

debi an-instal | er. These images are intended to boot from CD and install asditipackages

over a network, hence the name 'netinst’. The differencevéen the two images is that on the full
netinst image the base packages are included, whereas yeuddownload these from the web if
you are using the business card image. If you'd rather, yougead a full size CD image which will

not need the network to install. You only need the first CD efdbt.

Download whichever type you prefer and burn it to a CD.

A.2.2. Booting from network

It's also possible to boatebi an-i nstal | er completely from the net. The various methods to net-
boot depend on your architecture and netboot setup. Theifilest boot / can be used to netboot
debi an-installer.

A.2.3. Booting from hard disk

It's possible to boot the installer using no removable meolist just an existing hard disk, which can
have a different OS on it. Downlodth- nedi a/ i ni trd. gz, hd- medi a/ v i nuz, and a Debian
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CD image to the top-level directory of the hard disk. Makeesilvat the CD image has a filename
ending in. i so. Now it's just a matter of booting linux with the initrd.

A.3. Installation

Once the installer starts, you will be greeted with an ihgi@reen. PresEnter to boot, or read the
instructions for other boot methods and parameters$setion 5.2

After a while you will be asked to select your language. Use divrow keys to pick a language
and pres&nter to continue. Next you'll be asked to select your countryhwtite choices including

countries where your language is spoken. If it's not on ttertdist, a list of all the countries in the
world is available.

You may be asked to confirm your keyboard layout. Choose tfaitl@inless you know better.

Now sit back while debian-installer detects some of youdtare, and loads the rest of itself from
CD, floppy, USB, etc.

Next the installer will try to detect your network hardwarelaset up networking by DHCP. If you are
not on a network or do not have DHCP, you will be given the opputy to configure the network
manually.

The next step is setting up your clock and time zone. Thellestaill try to contact a time server on
the Internet to ensure the clock is set correctly. The timmezs based on the country selected earlier
and the installer will only ask to select one if a country hastiple zones.

Now it is time to partition your disks. First you will be givéne opportunity to automatically partition
either an entire drive, or available free space on a drive$setion 6.3.3.2 This is recommended for
new users or anyone in a hurry. If you do not want to autopamtichooseManual from the menu.

On the next screen you will see your partition table, how theifoons will be formatted, and where
they will be mounted. Select a partition to modify or delétdfiyou did automatic partitioning, you
should just be able to choo&énish partitioning and write changes to disk from the menu to use
what it set up. Remember to assign at least one partitionvfapsspace and to mount a partition
on/ . For more detailed information on how to use the partitippérase refer t&ection 6.3.3the
appendixAppendix Chas more general information about partitioning.

Now debi an-i nstal | er formats your partitions and starts to install the base systehich can
take a while. That is followed by installing a kernel.

The base system that was installed earlier is a working, &t minimal installation. To make the
system more functional the next step allows you to instadlittahal packages by selecting tasks.
Before packages can be installgst needs to be configured as that defines from where the packages
will be retrieved. The “Standard system” task will be sedelcby default and should normally be
installed. Select the “Desktop environment” task if you Veblike to have a graphical desktop after
the installation. Se8ection 6.3.5.2or additional information about this step.

Installation of the base system is followed by setting up @seounts. By default you will need to
provide a password for the “root” (administrator) accoumdl @énformation necessary to create one
regular user account.

The last step is to install a boot loader. If the installeredet other operating systems on your com-
puter, it will add them to the boot menu and let you know.

debi an-i nstal I er will now tell you that the installation has finished. Remokie tdrom or other
boot media and hiEnter to reboot your machine. It should boot up into the newly isthsystem
and allow you to log in. This is explained @hapter 7
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If you need more information on the install process, Ghapter 6

A.4. Send us an installation report

If you successfully managed an installation wilésbi an-i nst al | er, please take time to provide
us with a report. The simplest way to do so is to install theordqug packageafptitude install
reportbug), configurer epor t bug as explained irSection 8.5.2and runreportbug installation-
reports.

If you did not complete the install, you probably found a bagdebian-installer. To improve the
installer it is necessary that we know about them, so pledsethe time to report them. You can use
an installation report to report problems; if the instaligaetely fails, se&ection 5.3.4

A.5. And finally. ..

We hope that your Debian installation is pleasant and thaffiypal Debian useful. You might want to
readChapter 8
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using preseeding

This appendix explains how to preseed answers to questiodshbi an-i nst al | er to automate
your installation.

The configuration fragments used in this appendix are alaibadle as an example preconfiguration
file from http://www.debian.org/releases/squeeze/exesmpeseed.txt.

B.1. Introduction

Preseeding provides a way to set answers to questions agkad the installation process, without
having to manually enter the answers while the installattorunning. This makes it possible to
fully automate most types of installation and even offenrmiedeatures not available during normal
installations.

Preseeding is not required. If you use an empty preseedHaenstaller will behave just the same
way as in a normal manual installation. Each question yosgae will (if you got it right!) modify
the installation in some way from that baseline.

B.1.1. Preseeding methods

There are three methods that can be used for preseeditid; file andnetwork Initrd preseeding
will work with any installation method and supports presegdf more things, but it requires the
most preparation. File and network preseeding each candaewith different installation methods.

The following table shows which preseeding methods can éd with which installation methods.

Installation method | initrd file network
CD/DVD yes yes yes
netboot yes no yes
hd-media yes yes yes
Notes:

a. butonly if you have network access, andmetseed/ ur | appropriately

An important difference between the preseeding methodseipoint at which the preconfiguration

file is loaded and processed. For initrd preseeding thigls At the start of the installation, before
the first question is even asked. For file preseeding thiges tife CD or CD image has been loaded.
For network preseeding it is only after the network has besfigured.

Obviously, any questions that have been processed befergréconfiguration file is loaded cannot
be preseeded (this will include questions that are onlylalygal at medium or low priority, like the
first hardware detection run$ection B.2.2ffers a way to avoid these questions being asked.

In order to avoid the questions that would normally appedoreethe preseeding occurs, you can
start the installer in “auto” mode. This delays questioret thiould normally be asked too early for
preseeding (i.e. language, country and keyboard selgatiotil after the network comes up, thus
allowing them to be preseeded. It also runs the installaioaritical priority, which avoids many
unimportant questions. S&ection B.2.3or detalils.
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B.1.2. Limitations

Although most questions used bgbi an-i nst al | er can be preseeded using this method, there are
some notable exceptions. You must (re)partition an entilear use available free space on a disk; it
is not possible to use existing partitions.

B.2. Using preseeding

You will first need to create a preconfiguration file and pldde the location from where you want
to use it. Creating the preconfiguration file is covered latehis appendix. Putting it in the correct
location is fairly straightforward for network preseedimgif you want to read the file off a floppy or
usb-stick. If you want to include the file on a CD or DVD, you Miblve to remaster the ISO image.
How to get the preconfiguration file included in the initrd iggide the scope of this document; please
consult the developers’ documentation debi an-i nstal | er.

An example preconfiguration file that you can use as basisdior gwn preconfiguration file is avail-
able from http://www.debian.org/releases/squeeze/plapreseed.txt. This file is based on the con-
figuration fragments included in this appendix.

B.2.1. Loading the preconfiguration file

If you are using initrd preseeding, you only have to make auile namedr eseed. cf g is included
in the root directory of the initrd. The installer will aut@atically check if this file is present and load
it.

For the other preseeding methods you need to tell the iastahat file to use when you boot it. This
is normally done by passing the kernel a boot parametegreittanually at boot time or by editing
the bootloader configuration file (e.gys! i nux. cf g) and adding the parameter to the end of the
append line(s) for the kernel.

If you do specify the preconfiguration file in the bootloadenfiguration, you might change the
configuration so you don't need to hit enter to boot the ifestaFor syslinux this means setting the
timeout tol in sysl i nux. cf g.

To make sure the installer gets the right preconfiguratien yibu can optionally specify a checksum
for the file. Currently this needs to be a md5sum, and if sptifimust match the preconfiguration
file or the installer will refuse to use it.

Boot paraneters to specify:
- if you' re netbooting
preseed/ url =http://host/path/tol preseed. cfg
preseed/ url / checksum=5da499872becccf eda2c4872f 9171c3d

- if you' re booting a remastered CD
preseed/fil e=/cdrom preseed. cfg
preseed/fil el checksunmr5da499872becccfeda2c4872f9171c3d

- if you're installing fromUSB nedia (put the preconfiguration file in the
topl evel directory of the USB stick):
preseed/ fil e=/ hd- nedi a/ preseed. cfg
preseed/fil e/ checksum=5da499872becccf eda2c4872f9171c3d

74



Appendix B. Automating the installation using preseeding

Note thatpr eseed/ url can be shortened to just| andpreseed/fil e to justfil e when they
are passed as boot parameters.

B.2.2. Using boot parameters to preseed questions

If a preconfiguration file cannot be used to preseed some, skepigistall can still be fully automated,
since you can pass preseed values on the command line whiéngoibe installer.

Boot parameters can also be used if you do not really wanta@reseeding, but just want to provide
an answer for a specific question. Some examples where tilsecaseful are documented elsewhere
in this manual.

To set a value to be used insidebi an-i nst al | er, just passat h/ t o/ vari abl e=val ue for any

of the preseed variables listed in the examples in this afipeif a value is to be used to con-
figure packages for the target system, you will need to prégbkaowner of the variable as in
owner : pat h/ t o/ vari abl e=val ue. If you don’t specify the owner, the value for the variablél wot

be copied to the debconf database in the target system ascktimain unused during the configuration
of the relevant package.

Normally, preseeding a question in this way will mean that uestion will not be asked. To set
a specific default value for a question, but still have thestjoa asked, use “?=" instead of “=" as
operator. See alsBection B.5.2

Note that some variables that are frequently set at the hoodt have a shorter alias. If an alias is
available, it is used in the examples in this appendix irtste#ahe full variable. Thepr eseed/ ur |
variable for example has been aliasediak. Another example is theasks alias, which translates
totasksel : tasksel /first.

A “--" in the boot options has special meaning. Kernel partargethat appear after the last “--” may
be copied into the bootloader configuration for the instbfigstem (if supported by the installer for
the bootloader). The installer will automatically filtertany options (like preconfiguration options)
that it recognizes.

Note: Current linux kernels (2.6.9 and later) accept a maximum of 32 command line options and
32 environment options, including any options added by default for the installer. If these numbers
are exceeded, the kernel will panic (crash). (For earlier kernels, these numbers were lower.)

For most installations some of the default options in youotlmader configuration file, like
vga=nor nal , may be safely removed which may allow you to add more optionpreseeding.

Note: It may not always be possible to specify values with spaces for boot parameters, even if
you delimit them with quotes.

1. The owner of a debconf variable (or template) is normally the nameeopéitkage that contains the corresponding
debconf template. For variables used in the installer itself the owner is Tifplates and variables can have more than one
owner which helps to determine whether they can be removed from tlvenedatabase if the package is purged.
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B.2.3. Auto mode

There are several features of Debian Installer that comtoimdiow fairly simple command lines at
the boot prompt to result in arbitrarily complex customizedomatic installs. To illustrate this, here
are some examples that can be used at the boot prompt:

aut o url =aut oserver

This relies on there being a DHCP server that will get the rnmecho the point where
aut oserver can be resolved by DNS, perhaps after adding the local donfathat was
provided by DHCP. If this was done at a site where the domaiexisnpl e. com and they
have a reasonably sane DHCP setup, it would result in theepde§ile being retrieved from
http://autoserver. exanpl e. coni d-i/squeeze/ ./ preseed. cfg.

The last part of that wurl d-i/squeeze/./preseed.cfg) is taken from
auto-install/defaul troot. By default this includes the directoryqueeze to allow future
versions to specify their own codename and let people ndadi@tvards in a controlled manner.
The/./ bit is used to indicate a root, relative to which subsequethg can be anchored (for
use in preseed/include and preseed/run). This allows fileBet specified either as full URLs,
paths starting with / that are thus anchored, or even pathtivieeto the location where the last
preseed file was found. This can be used to construct morehperscripts where an entire
hierarchy of scripts can be moved to a new location withoegking it, for example copying the
files onto a USB stick when they started out on a web serverhig éxample, if the preseed
file setspreseed/run to /scripts/late_command. sh then the file will be fetched from
http://autoserver. exanpl e. con d-i/squeeze/./scripts/|ate_conmand. sh.

If there is no local DHCP or DNS infrastructure, or if you dotweant to use the default path to
preseed. cf g, you can still use an explicit url, and if you don't use the/ element it will be
anchored to the start of the path (i.e. the thirid the URL). Here is an example that requires minimal
support from the local network infrastructure:

auto url =http://192.168. 1.2/ path/to/ nypreseed.file

The way this works is that:

- if the URL is missing a protocol, http is assumed,

- if the hostname section contains no periods, it has the dodeived from DHCP appended to it,
and

- if there’'s no/ 's after the hostname, then the default path is added.

In addition to specifying the url, you can also specify sefsi that do not directly affect the behavior
of debi an-i nst al | er itself, but can be passed through to scripts specified ysiegeed/ r un in
the loaded preseed file. At present, the only example ofskistio- i nst al | / cl asses, which has
an aliasc!l asses. This can be used thus:

aut o url =exanpl e. com cl asses=cl ass_A, cl ass_B

The classes could for example denote the type of system teskadled, or the localization to be used.

It is of course possible to extend this concept, and if you idos reasonable to use the
auto-install namespace for this. So one might have sontgtlike auto-install/style
which is then used in your scripts. If you feel the need to ds,thlease mention it on the
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<debi an- boot @i st s. debi an. or g> mailing list so that we can avoid namespace conflicts, and
perhaps add an alias for the parameter for you.

Theaut o boot label is not yet defined everywhere. The same effect rmagbieved by simply adding
the two parametersut o=true priority=critical tothe kernel command line. Thait o pa-
rameter is an alias fagiut o-i nstal | / enabl e and setting it tat r ue delays the locale and key-
board questions until after there has been a chance to présem, whilepri ori ty is an alias for
debconf/priorityandsettingitteritical stopsany questions with a lower priority from being
asked.

Additional options that may be of interest while attemptioguutomate an install while using DHCP
are:i nterface=aut o netcf g/ dhcp_ti neout =60 which makes the machine choose the first vi-
able NIC and be more patient about getting a reply to its DHGE

Tip: An extensive example of how to use this framework, including example scripts and classes,
can be found on the website of its developer (http://hands.com/d-i/). The examples available there
also show many other nice effects that can be achieved by creative use of preconfiguration.

B.2.4. Aliases useful with preseeding

The following aliases can be useful when using (auto mode3geding. Note that these are sim-
ply short aliases for question names, and you always neepeftifg a value as well: for example,
aut o=true ori nt er f ace=et h0.

auto auto-install/enable
classes auto-install/classes

fb debian-installer/framebuffer
language debian-installer/language
country debian-installer/country
locale debian-installer/locale
priority debconf/priority

file preseed/file

url preseed/url

interface netcfg/choose_interface
hostname netcfg/get_hostname
domain netcfg/get_domain
protocol mirror/protocol

suite mirror/suite

B.2.5. Using a DHCP server to specify preconfiguration
files

It's also possible to use DHCP to specify a preconfiguratiertdidownload from the network. DHCP
allows specifying a filename. Normally this is a file to nethdaut if it appears to be an URL then
installation media that support network preseeding widlmad the file from the URL and use it as
a preconfiguration file. Here is an example of how to set it ughédhcpd.conf for version 3 of the
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ISC DHCP server (the dhcp3-server Debian package).

if substring (option vendor-class-identifier, 0, 3) ="d-i" {
filename "http://host/preseed. cfg"
}

Note that the above example limits this flename to DHCP tdi¢imat identify themselves as "d-i", so
it will not affect regular DHCP clients, but only the insell You can also put the text in a stanza for
only one particular host to avoid preseeding all installyouar network.

A good way to use the DHCP preseeding is to only preseed vajesfic to your network, such

as the Debian mirror to use. This way installs on your netwaitkautomatically get a good mirror

selected, but the rest of the installation can be performaatactively. Using DHCP preseeding to
fully automate Debian installs should only be done with care

B.3. Creating a preconfiguration file

The preconfiguration file is in the format used by thebconf-set-selectionsommand. The general
format of a line in a preconfiguration file is:

<owner > <question name> <question type> <val ue>

There are a few rules to keep in mind when writing a preconéition file.

- Putonly a single space or tab between type and value: angi@uhiliwhitespace will be interpreted
as belonging to the value.

- A line can be split into multiple lines by appending a bacgBl4"\ ") as the line continuation
character. A good place to split a line is after the questmmey a bad place is between type and
value. Split lines will be joined into a single line with adldding/trailing whitespace condensed to
a single space.

- For debconf variables (templates) used in the installeifjtthe owner should be set to “d-i”; to
preseed variables used in the installed system, the nante gfaickage that contains the corre-
sponding debconf template should be used. Only variablshthve their owner set to something
other than “d-i” will be propagated to the debconf databasdtfe installed system.

- Most questions need to be preseeded using the values vaitgirsh and not the translated values.
However, there are some questions (for exampleaint man) where the translated values need to
be used.

« Some questions take a code as value instead of the Englishégxs shown during installation.

The easiest way to create a preconfiguration file is to usexame file linked inSection B.4as
basis and work from there.

An alternative method is to do a manual installation and tlager rebooting, use thgebconf-get-
selectionsfrom thedebconf - uti | s package to dump both the debconf database and the installer’
cdebconf database to a single file:

$ debconf-get-selections --installer > file
$ debconf-get-sel ections >> file
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However, a file generated in this manner will have some itérasghould not be preseeded, and the
example file is a better starting place for most users.

Note: This method relies on the fact that, at the end of the installation, the installer’'s cdebconf
database is saved to the installed system in/var /| og/ i nstal | er/ cdebconf . However, because
the database may contain sensitive information, by default the files are only readable by root.

The directory / var/1 og/instal | er and all files in it will be deleted from your system if you purge
the package i nstal | ati on-report.

To check possible values for questions, you can uso to examine the files in
/var/lib/cdebconf while an installation is in progress. Viewenpl at es. dat for the raw
templates anduest i ons. dat for the current values and for the values assigned to vasabl

To check if the format of your preconfiguration file is valididwe performing an install, you can use
the commandiebconf-set-selections -pr eseed. cf g.

B.4. Contents of the preconfiguration file (for squeeze)

The configuration fragments used in this appendix are alabadle as an example preconfiguration
file from http://www.debian.org/releases/squeeze/edxesmppeseed.ixt.

Note that this example is based on an installation for thel k86 architecture. If you are installing a
different architecture, some of the examples (like keybeatection and bootloader installation) may
not be relevant and will need to be replaced by debconf gstappropriate for your architecture.

Details on how the different Debian Installer componentsalty work can be found isection 6.3

B.4.1. Localization

Setting localization values will only work if you are usingjtrd preseeding. With all other methods
the preconfiguration file will only be loaded after these ¢joas have been asked.

The locale can be used to specify both language and courdryaanbe any combination of a language
supported bylebi an-i nst al | er and a recognized country. If the combination does not foralid v
locale, the installer will automatically select a localattfs valid for the selected language. To specify
the locale as a boot parameter, useal e=en_us.

Although this method is very easy to use, it does not allovegeeing of all possible combinations
of language, country and local&o alternatively the values can be preseeded individuadlyguage
and country can also be specified as boot parameters.

# Preseeding only | ocale sets |anguage, country and | ocal e.
d-i debian-installer/locale string en_US

# The val ues can al so be preseeded individually for greater flexibility.
#d-i debi an-installer/language string en

#d-i debian-installer/country string NL

#d-i debian-installer/locale string en_GB. UTF-8

2. Preseedingocal e to en_NL would for example result irn_US. UTF- 8 as default locale for the installed system. If e.g.
en_GB. UTF- 8 is preferred instead, the values will need to be preseeded individually.
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# Optionally specify additional |ocales to be generated.
#d-i | ocal echooser/ supported-|ocal es en_US. UTF-8, nl _NL. UTF-8

Keyboard configuration consists of selecting a keyboarditacture and a keymap. In most cases the
correct keyboard architecture is selected by default, sceth normally no need to preseed it. The
keymap must be known to thiebi an-i nst al | er for the selected keyboard architecture.

# Keyboard sel ection.

#d-i consol e-tool s/ archs sel ect at

d-i consol e- keymaps- at/ keymap sel ect us

d-i keyboard-configuration/xkb-keymap sel ect us

# Exanple for a different keyboard architecture
#d-i consol e- keymaps- usb/ keymap sel ect nac- usb-us

To skip keyboard configuration, presesehsol e-t ool s/ ar chs with ski p- confi g. This will re-
sult in the kernel keymap remaining active.

Note: The changes in the input layer for 2.6 kernels have made the keyboard architecture virtually
obsolete. For 2.6 kernels normally a “PC” (at ) keymap should be selected.

B.4.2. Network configuration

Of course, preseeding the network configuration won’t wéslou’re loading your preconfiguration
file from the network. But it's great when you're booting frdd®D or USB stick. If you are loading
preconfiguration files from the network, you can pass networKig parameters by using kernel boot
parameters.

If you need to pick a particular interface when netbootinfpleloading a preconfiguration file from
the network, use a boot parameter suchraser f ace=et h1.

Although preseeding the network configuration is normadiyypossible when using network preseed-
ing (using “preseed/url”), you can use the following hackvark around that, for example if you'd
like to set a static address for the network interface. Thok i&to force the network configuration to
run again after the preconfiguration file has been loadeddsticig a “preseed/run” script containing
the following commands:

killall.sh; netcfg

The following debconf variables are relevant for networkfeguration.

# Di sable network configuration entirely. This is useful for cdrom
# installations on non-networked devi ces where the network questions,
# warning and |l ong tinmeouts are a nui sance.

#d-i netcfg/enabl e bool ean fal se

# netcfg will choose an interface that has link if possible. This nakes it

# skip displaying a list if there is nore than one interface.
d-i netcfg/choose_interface select auto
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# To pick a particular interface instead:
#d-i netcfg/choose_interface select ethl

# |f you have a slow dhcp server and the installer times out waiting for
# it, this mght be useful.
#d-i netcfg/dhcp_tineout string 60

# |If you prefer to configure the network manual ly, unconment this |line and
# the static network configuration bel ow
#d-i netcfg/di sabl e_dhcp bool ean true

# If you want the preconfiguration file to work on systens both with and
# wi thout a dhcp server, unconmment these lines and the static network

# configuration bel ow

#d-i netcfg/dhcp_failed note

#d-i netcfg/ dhcp_options sel ect Configure network nanual |y

# Static network configuration.

#d-i netcfg/get_naneservers string 192.168.1.1
#d-i netcfg/get_ipaddress string 192.168.1.42
#d-i netcfg/get_netmask string 255.255.255.0
#d-i netcfg/get_gateway string 192.168.1.1
#d-i netcfg/confirmstatic bool ean true

# Any hostnane and domai n nanes assigned from dhcp take precedence over

# val ues set here. However, setting the values still prevents the questions
# from bei ng shown, even if values conme from dhcp.

d-i netcfg/get_hostnane string unassi gned-hostnane

d-i netcfg/get_donain string unassi gned-domain

# Di sabl e that annoyi ng VEP key di al og.

d-i netcfg/wireless_wep string

# The wacky dhcp hostnanme that sonme | SPs use as a password of sorts
#d-i netcfg/ dhcp_hostnane string radish

# If non-free firmvare is needed for the network or other hardware, you can
# configure the installer to always try to load it, w thout pronpting. O

# change to fal se to disable asking

#d-i hwdetect/l oad_firmnare bool ean true

Please note thatetcfg will automatically determine the netmaskriét cf g/ get _net nask is not
preseeded. In this case, the variable has to be markeeleasfor automatic installations. Similarly,
netcfgwill choose an appropriate addressdit cf g/ get _gat eway is not set. As a special case, you
can sehet cf g/ get _gat eway to “none” to specify that no gateway should be used.

B.4.3. Network console

# Use the following settings if you wish to make use of the network-consol e
# conponent for renote installation over SSH. This only nakes sense if you
# intend to performthe renui nder of the installation nmanually.

#d-i anna/ choose_nodul es string network-consol e

#d-i networ k- consol e/ password password r 00t ne

#d-i networ k- consol e/ passwor d- agai n password r 00t me
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B.4.4. Mirror settings

Depending on the installation method you use, a mirror mayseel to download additional compo-
nents of the installer, to install the base system, and tagsée/ et ¢/ apt/ sources. | i st for the
installed system.

The parameteri rr or / sui t e determines the suite for the installed system.

The parameteri r r or / udeb/ sui t e determines the suite for additional components for thallest
Itis only useful to set this if components are actually davaded over the network and should match
the suite that was used to build the initrd for the instadlatnethod used for the installation. Normally
the installer will automatically use the correct value ameré should be no need to set this.

# If you select ftp, the mrror/country string does not need to be set.
#d-i mrror/protocol string ftp

i mrror/country string manual

mrror/ http/hostname string http.us.debian.org
mrror/http/directory string /debian

mrror/ http/proxy string

o O QO Qo

# Suite to install.

#d-i mrror/suite string testing

# Suite to use for |oading installer conponents (optional).
#d-i mrror/udeb/suite string testing

B.4.5. Account setup

The password for the root account and name and password fi@t aefjular user’s account can be
preseeded. For the passwords you can use either clear bees\a MD5hashes

Warning

Be aware that preseeding passwords is not completely secure as everyone with access to the precon-
figuration file will have the knowledge of these passwords. Using MD5 hashes is considered slightly
better in terms of security but it might also give a false sense of security as access to a MD5 hash
allows for brute force attacks.

# Skip creation of a root account (normal user account will be able to
# use sudo).

#d-i passwd/root-|ogin bool ean fal se

# Aternatively, to skip creation of a normal user account.

#d-i passwd/ make-user bool ean fal se

# Root password, either in clear text

#d-i passwd/root-password password r00t ne

#d-i passwd/root - password-agai n password r 00t ne

# or encrypted using an MD5 hash.

#d-i passwd/root - password-crypted password [ MD5 hash]

# To create a normal user account.

#d-i passwd/user-full nane string Debian User
#d-i passwd/ usernanme string debian

# Normal user’s password, either in clear text
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#d-i passwd/ user-password password i nsecure

#d-i passwd/ user-password-agai n password i nsecure

# or encrypted using an MD5 hash.

#d-i passwd/ user-password-crypted password [ MD5 hash]

# Create the first user with the specified UD instead of the default.
#d-i passwd/user-uid string 1010

# The user account will be added to sone standard initial groups. To
# override that, use this.
#d-i passwd/ user-defaul t-groups string audi o cdrom vi deo

The passwd/ r oot - passwor d- cr ypt ed and passwd/ user - passwor d- crypt ed variables can
also be preseeded with “I” as their value. In that case, tlieesponding account is disabled. This
may be convenient for the root account, provided of couraé d@n alternative method is set up to
allow administrative activities or root login (for instamby using SSH key authenticationsrdo).

The following command can be used to generate an MD5 hashgassword:

$ printf "ro0tme" | nmkpasswd -s -m nd5

B.4.6. Clock and time zone setup

# Controls whether or not the hardware clock is set to UTC.
d-i cl ock-setup/utc bool ean true

# You may set this to any valid setting for $TZ; see the contents of
# lusr/sharel/ zoneinfo/ for valid val ues.
d-i tine/zone string US/ Eastern

# Controls whether to use NTP to set the clock during the install
d-i cl ock-setup/ntp bool ean true

# NTP server to use. The default is alnost always fine here.

#d-i cl ock-setup/ ntp-server string ntp.exanple.com

B.4.7. Partitioning

Using preseeding to partition the harddisk is limited to tMsasupported byar t man- aut o. You
can choose to partition either existing free space on a diskwhole disk. The layout of the disk can
be determined by using a predefined recipe, a custom redpedrecipe file or a recipe included in
the preconfiguration file.

Preseeding of advanced partition setups using RAID, LVMemetyption is supported, but not with
the full flexibility possible when partitioning during a ngmeseeded install.

The examples below only provide basic information on the afseecipes. For detailed informa-
tion see the filepar t man- aut o- r eci pe. t xt andpart nan- aut o-rai d-r eci pe. t xt included

in the debi an-i nstal | er package. Both files are also available from ttebi an-i nstal | er
source repository (http://svn.debian.org/wsvn/diifil/installer/doc/devel/). Note that the supported
functionality may change between releases.
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Warning

The identification of disks is dependent on the order in which their drivers are loaded. If there are
multiple disks in the system, make very sure the correct one will be selected before using preseeding.

B.4.7.1. Partitioning example

# |f the system has free space you can choose to only partition that space.
# This is only honoured if partnman-auto/ nethod (below) is not set.
#d-i partman-auto/init_autonatically_partition sel ect biggest _free

# Alternatively, you may specify a disk to partition. If the systemhas only
# one disk the installer will default to using that, but otherw se the device
# nane nust be given in traditional, non-devfs format (so e.g. /dev/hda or

# | dev/sda, and not e.g. /dev/discs/disc0/disc).

# For exanple, to use the first SCSI/SATA hard disk:

#d-i partnan-auto/disk string /dev/sda

# In addition, you |l need to specify the method to use.

# The presently avail abl e nmet hods are:

# - regular: use the usual partition types for your architecture

# - lvm use LVMto partition the disk

# - crypto: use LVMwi thin an encrypted partition

d-i partman-auto/ method string |vm

# |f one of the disks that are going to be automatically partitioned
# contains an old LVM configuration, the user will nornmally receive a
# warni ng. This can be preseeded away. ..

d-i partman-1vnidevi ce_renove_|l vm bool ean true

# The sane applies to pre-existing software RAID array:

d-i partnman-nd/ devi ce_renove_nd bool ean true

# And the same goes for the confirmation to wite the [vmpartitions.
d-i partman-1vm confirm bool ean true

# You can choose one of the three predefined partitioning recipes:
# - atomic: all files in one partition

# - hone: separate /hone partition

# - multi: separate /hone, /usr, /var, and /tnp partitions

d-i partman-aut o/ choose_reci pe select atonic

# O provide a recipe of your own...

# If you have a way to get a recipe file into the d-i environment, you can
# just point at it.

#d-i1 partman-auto/ expert_recipe_file string /hd-nedialrecipe

# If not, you can put an entire recipe into the preconfiguration file in one
# (logical) line. This exanple creates a small /boot partition, suitable
# swap, and uses the rest of the space for the root partition:
#d-i partman-aut o/ expert _recipe string
boot - r oot
40 50 100 ext3
$primary{ } $bootable{ }
nmet hod{ format } format{ }
use filesystem{ } filesysten{ ext3 }
nmount poi nt{ /boot }

HOH H K H H R
—_ e
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500 10000 1000000000 ext3
met hod{ format } format{ }
use_filesysten{ } filesysten{ ext3 }
mount poi nt{ / }

64 512 300% | i nux- swap
met hod{ swap } format{ }

HOHOH K H HHH
—_

# The full recipe format is docunented in the file partnan-auto-recipe.txt
# included in the "debian-installer’ package or available fromD| source
# repository. This al so docunents how to specify settings such as file

# system | abel s, volunme group nanes and whi ch physical devices to include
# in a vol ume group.

# This nmakes partman automatically partition wthout confirmation, provided
# that you told it what to do using one of the nethods above.

d-i partman-partitioning/confirmwite_new | abel boolean true

d-i partman/choose_partition select finish

d-i partman/ confirm bool ean true

d-i partman/confirmnooverwite bool ean true

B.4.7.2. Partitioning using RAID

You can also use preseeding to set up partitions on softwal® Rrrays. Supported are RAID levels
0,1, 5, 6 and 10, creating degraded arrays and specifyirrg sleaices.

Warning

This type of automated partitioning is easy to get wrong. It is also functionality that receives relatively
little testing from the developers of debi an-i nst al | er. The responsibility to get the various recipes
right (so they make sense and don’t conflict) lies with the user. Check / var /1 og/ sysl! og if you run into
problems.

# The method shoul d be set to "raid".

#d-i partman-auto/ method string raid

# Specify the disks to be partitioned. They will all get the sane |ayout,
# so this will only work if the disks are the same size.

#d-i partman-auto/di sk string /dev/sda /dev/sdb

# Next you need to specify the physical partitions that will be used.
#d-i partman-aut o/ expert _recipe string \
multiraid ::
1000 5000 4000 raid
$primary{ } nmethod{ raid }

64 512 300%raid
met hod{ raid }

500 10000 1000000000 raid
met hod{ raid }

HOH R H HH R H HH
_— e

85



Appendix B. Automating the installation using preseeding

Last you need to specify how the previously defined partitions will be
used in the RAID setup. Renenber to use the correct partition nunbers
for logical partitions. RAID levels 0, 1, 5, 6 and 10 are supported;
devices are separated using "#".
Paraneters are:
<rai dt ype> <devcount > <spar ecount > <fstype> <nount poi nt > \

<devi ces> <spar edevi ces>

HOH H H H HH

#d-i partnan-auto-raid/recipe string
120 ext3/
/ dev/ sdal#/ dev/ sdbl

120 swap -
/ dev/ sda5#/ dev/ sdb5

0 2 0 ext3 /hone
/ dev/ sda6#/ dev/ sdb6

H O HHHHHEHRHE
— - - -

# For additional information see the file partman-auto-raid-recipe.txt
# included in the "debian-installer’ package or available fromD-| source
# repository.

par t man- nd/ confirm bool ean true

part man-partitioning/confirmwite_new | abel bool ean true
part man/ choose_partition select finish

part man/ confirm bool ean true

# This makes partman automatically partition w thout confirmation.
d-i
d-i
d-i
d-i
d-i partman/confirmnooverwite bool ean true

B.4.7.3. Controlling how partitions are mounted

Normally, filesystems are mounted using a universally umigentifier (UUID) as a key; this allows
them to be mounted properly even if their device name chagjéiDs are long and difficult to read,
so, if you prefer, the installer can mount filesystems basethe traditional device names, or based
on a label you assign. If you ask the installer to mount by lledogy filesystems without a label will
be mounted using a UUID instead.

Devices with stable names, such as LVM logical volumes, edititinue to use their traditional names
rather than UUIDs.

Warning

Traditional device names may change based on the order in which the kernel discovers devices at
boot, which may cause the wrong filesystem to be mounted. Similarly, labels are likely to clash if you
plug in a new disk or a USB drive, and if that happens your system’s behaviour when started will be
random.

# The default is to nount by UUI D, but you can also choose "traditional" to
# use traditional device nanes, or "label" to try filesystem|abels before
# falling back to UU Ds.

#d-i partman/ mount _style sel ect uuid
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B.4.8. Base system installation

There is actually not very much that can be preseeded forstage of the installation. The only
guestions asked concern the installation of the kernel.

# Configure APT to not install recomended packages by default. Use of this
# option can result in an inconplete system and should only be used by very
# experienced users.

#d-i base-installer/install-reconmends bool ean fal se

# Select the initranfs generator used to generate the initrd for 2.6 kernels.
#d-i base-installer/kernel/linux/initranfs-generators string initranfs-tools

# The kernel image (neta) package to be installed; "none" can be used if no
# kernel is to be installed
#d-i base-installer/kernel/imge string |inux-inage-2.6-486

B.4.9. Apt setup

Setup of thel et ¢/ apt/ sources. | i st and basic configuration options is fully automated based
on your installation method and answers to earlier questi¥au can optionally add other (local)
repositories.

# You can choose to install non-free and contrib software.

#d-i apt-setup/ non-free bool ean true

#d-i apt-setup/contrib bool ean true

# Uncomment this if you don’'t want to use a network mrror

#d-i apt-setup/use_mirror bool ean false

# Sel ect which update services to use; define the mirrors to be used
# Val ues shown bel ow are the normal defaults.

#d-i apt-setup/services-select nultiselect security, volatile

#d-i apt-setup/security_host string security.debian.org

#d-i apt-setup/volatile_host string volatile.debian.org

# Additional repositories, local[0-9] available

#d-i apt-setup/local O/repository string \

# http://1ocal.server/debian stable nmain

#d-i apt-setup/local O/ conment string |ocal server

# Enabl e deb-src |ines

#d-i apt-setup/local 0/ source bool ean true

# URL to the public key of the local repository; you nust provide a key or
# apt will conplain about the unauthenticated repository and so the

# sources.list line will be left conmented out

#d-i apt-setup/local 0/ key string http://|ocal.server/key

# By default the installer requires that repositories be authenticated
# using a known gpg key. This setting can be used to disable that

# aut hentication. Warning: Insecure, not recomended.

#d-i debi an-installer/allow unauthenticated bool ean true
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B.4.10. Package selection

You can choose to install any combination of tasks that améahle. Available tasks as of this writing
include:

- standard

« desktop

« gnone- deskt op
« kde-deskt op
* web-server

e print-server
« dns-server

- file-server
- mail-server
« sql - dat abase
- | aptop

You can also choose to install no tasks, and force the iasitail of a set of packages in some other
way. We recommend always including tieandar d task.

If you want to install some individual packages in additiorpackages installed by tasks, you can use
the parametepkgsel /i ncl ude. The value of this parameter can be a list of packages sepdst
either commas or spaces, which allows it to be used easilgekdrnel command line as well.

#t asksel tasksel/first nultiselect standard, web-server

# If the desktop task is selected, install the kde and xfce desktops
# instead of the default gnone desktop.

#t asksel tasksel/desktop multisel ect kde, xfce

# | ndi vidual additional packages to install

#d-i pkgsel/include string openssh-server build-essentia
# Whet her to upgrade packages after debootstrap.

# Al owed val ues: none, safe-upgrade, full-upgrade

#d-i pkgsel /upgrade sel ect none

# Sone versions of the installer can report back on what software you have
# installed, and what software you use. The default is not to report back,
# but sending reports hel ps the project determ ne what software i s nost

# popul ar and include it on CDs.

#popul ari ty-contest popul arity-contest/participate bool ean fal se

B.4.11. Finishing up the installation

# During installations fromserial console, the regular virtual consoles
# (VT1-VT6) are nornally disabled in /etc/inittab. Unconment the next

# line to prevent this.

#d-i finish-install/keep-consol es bool ean true

# Avoi d that |ast nessage about the install being conplete.
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d-i finish-install/reboot in_progress note

# This will prevent the installer fromejecting the CD during the reboot,
# which is useful in some situations
#d-i cdrom detect/eject bool ean fal se

# This is howto make the installer shutdown when finished, but not
# reboot into the installed system

#d-i debi an-installer/exit/halt boolean true

# This will power off the machine instead of just halting it.

#d-i debi an-installer/exit/poweroff boolean true

B.4.12. Preseeding other packages

# Dependi ng on what software you choose to install, or if things go wong
# during the installation process, it's possible that other questions nmay
# be asked. You can preseed those too, of course. To get a list of every
# possi bl e question that could be asked during an install, do an

# installation, and then run these conmmands

# debconf-get-selections --installer > file

#

debconf-get-selections >> file

B.5. Advanced options

B.5.1. Running custom commands during the installation

A very powerful and flexible option offered by the preconfigtion tools is the ability to run com-
mands or scripts at certain points in the installation.

d-i preseeding is inherently not secure. Nothing in the installer checks
for attenpts at buffer overflows or other exploits of the values of a
preconfiguration file like this one. Only use preconfiguration files from
trusted | ocations! To drive that hone, and because it’s generally useful,
here’s a way to run any shell command you d |ike inside the installer,
automatical ly.

HOH R R HH

# This first command is run as early as possible, just after

# preseeding is read.

#d-i preseed/early_comuand string anna-install sone-udeb

# This command is run imedi ately before the partitioner starts. It may be
# useful to apply dynamic partitioner preseeding that depends on the state
# of the disks (which may not be visible when preseed/early_comand runs).
#d-i partman/early_comrand \

# string debconf-set partnman-auto/disk "$(list-devices disk | head -nl)"
# This command is run just before the install finishes, but when there is
# still a usable /target directory. You can chroot to /target and use it

# directly, or use the apt-install and in-target commands to easily instal
# packages and run comrands in the target system
#d-i preseed/l ate_conmand string apt-install zsh; in-target chsh -s /bin/zsh
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B.5.2. Using preseeding to change default values

It is possible to use preseeding to change the default arffewamuestion, but still have the question
asked. To do this theeenflag must be reset to “false” after setting the value for a tiaes

d-i fool/bar string val ue
d-i fool/bar seen false

The same effect can be achieved foall questions by setting the parameter
preseed/ i nteractive=true at the boot prompt. This can also be useful for testing or deimg
your preconfiguration file.

Note that the “d-i” owner should only be used for variablesdig the installer itself. For variables
belonging to packages installed on the target system, yauiglise the name of that package instead.
See the footnote tBection B.2.2

If you are preseeding using boot parameters, you can malkestiadler ask the corresponding question
by using the “?=" operator, i.@.00/ bar ?=val ue (Or owner : f oo/ bar ?=val ue). This will of course
only have effect for parameters that correspond to questioat are actually displayed during an
installation and not for “internal” parameters.

B.5.3. Chainloading preconfiguration files

It is possible to include other preconfiguration files fronregonfiguration file. Any settings in those

files will override pre-existing settings from files loadeakleer. This makes it possible to put, for

example, general networking settings for your locatiormia file and more specific settings for certain
configurations in other files.

# More than one file can be |listed, separated by spaces; all wll be

# | oaded. The included files can have preseed/include directives of their

# own as well. Note that if the filenanes are relative, they are taken from
# the sane directory as the preconfiguration file that includes them

#d-i preseed/include string x.cfg

# The installer can optionally verify checksuns of preconfiguration files

# before using them Currently only nd5suns are supported, list the nd5suns
# in the same order as the list of files to include.

#d-i preseed/incl ude/ checksum string 5da499872becccfeda2c4872f9171c3d

# More flexibly, this runs a shell comand and if it outputs the nanmes of
# preconfiguration files, includes those files.

#d-i preseed/include_comand \

# string if [ ""hostnane’" = bob ]; then echo bob.cfg; fi

# Most flexibly of all, this downl oads a programand runs it. The program
# can use conmands such as debconf-set to mani pul ate the debconf database.
# More than one script can be listed, separated by spaces.

# Note that if the filenames are relative, they are taken fromthe sane

# directory as the preconfiguration file that runs them

#d-i preseed/run string foo.sh

It is also possible to chainload from the initrd or file predieg phase, into network preseeding by
setting preseed/url in the earlier files. This will causenwek preseeding to be performed when the
network comes up. You need to be careful when doing thisedihere will be two distinct runs at
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preseeding, meaning for example that you get another chianmoa the preseed/early command, the
second one happening after the network comes up.
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C.1. Deciding on Debian Partitions and Sizes

At a bare minimum, GNU/Linux needs one patrtition for its&thu can have a single partition contain-
ing the entire operating system, applications, and yowsqr&l files. Most people feel that a separate
swap partition is also a necessity, although it's not dyrictie. “Swap” is scratch space for an oper-
ating system, which allows the system to use disk storageidedl memory”. By putting swap on a
separate partition, Linux can make much more efficient use lbis possible to force Linux to use a
regular file as swap, but it is not recommended.

Most people choose to give GNU/Linux more than the minimumber of partitions, however. There
are two reasons you might want to break up the file system imtanaber of smaller partitions. The
first is for safety. If something happens to corrupt the filsteyn, generally only one partition is
affected. Thus, you only have to replace (from the backupsvgdeen carefully keeping) a portion
of your system. At a bare minimum, you should consider cngatithat is commonly called a “root
partition”. This contains the most essential componentthefsystem. If any other partitions get
corrupted, you can still boot into GNU/Linux to fix the systefrhis can save you the trouble of
having to reinstall the system from scratch.

The second reason is generally more important in a busie¢ssgs but it really depends on your use
of the machine. For example, a mail server getting spammttdeamail can easily fill a partition. If
you made var/ mai | a separate partition on the mail server, most of the systéimamain working
even if you get spammed.

The only real drawback to using more partitions is that itfiem difficult to know in advance what
your needs will be. If you make a partition too small then yadll @ither have to reinstall the system
or you will be constantly moving things around to make roorthimundersized partition. On the other
hand, if you make the partition too big, you will be wastingep that could be used elsewhere. Disk
space is cheap nowadays, but why throw your money away?

C.2. The Directory Tree

Debian GNU/Linux adheres to the Filesystem Hierarchy Stash@http://www.pathname.com/fhs/)
for directory and file naming. This standard allows userssaftivare programs to predict the location
of files and directories. The root level directory is represd simply by the slash. At the root level,
all Debian systems include these directories:

Directory Content

bi n Essential command binaries

boot Static files of the boot loader

dev Device files

etc Host-specific system configuration

hone User home directories

lib Essential shared libraries and kernel modules
medi a Contains mount points for replaceable media
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Directory Content

mt Mount point for mounting a file system
temporarily

proc Virtual directory for system information (2.4 and
2.6 kernels)

r oot Home directory for the root user

shin Essential system binaries

sys Virtual directory for system information (2.6
kernels)

tnp Temporary files

usr Secondary hierarchy

var Variable data

srv Data for services provided by the system

opt Add-on application software packages

The following is a list of important considerations regagldirectories and partitions. Note that disk
usage varies widely given system configuration and specsfige patterns. The recommendations
here are general guidelines and provide a starting poirgdditioning.

- The root partition must always physically contairet ¢,/ bi n,/ sbi n,/ i b and/ dev, otherwise
you won't be able to boot. Typically 150-250MB is needed fa toot partition.

/usr: contains all user programs/usr/bin), libraries (usr/lib), documentation
(/ usr/shar e/ doc), etc. This is the part of the file system that generally takg@snost space.
You should provide at least 500MB of disk space. This amohatikl be increased depending on
the number and type of packages you plan to install. A gesaenmukstation or server installation
should allow 4-6GB.

/ var : variable data like news articles, e-mails, web sites, liktas, the packaging system cache,
etc. will be placed under this directory. The size of thiediory depends greatly on the usage of
your system, but for most people will be dictated by the pgekamanagement tool’'s overhead. If
you are going to do a full installation of just about evergthDebian has to offer, all in one session,
setting aside 2 or 3 GB of space forar should be sufficient. If you are going to install in pieces
(that is to say, install services and utilities, followed text stuff, then X, ...), you can get away
with 300-500 MB. If hard drive space is at a premium and youtdadan on doing major system
updates, you can get by with as little as 30 or 40 MB.

/ t np: temporary data created by programs will most likely go is threctory. 40-100MB should
usually be enough. Some applications — including archiveimaators, CD/DVD authoring tools,
and multimedia software — may usenp to temporarily store image files. If you plan to use such
applications, you should adjust the space available irp accordingly.

/ home: every user will put his personal data into a subdirectorshif directory. Its size depends
on how many users will be using the system and what files are tstdred in their directories.
Depending on your planned usage you should reserve aboMB.&@ each user, but adapt this
value to your needs. Reserve a lot more space if you plan toasknt of multimedia files (pictures,
MP3, movies) in your home directory.
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C.3. Recommended Partitioning Scheme

For new users, personal Debian boxes, home systems, anmdintle-user setups, a singlgartition
(plus swap) is probably the easiest, simplest way to go. Kewé your partition is larger than around
6GB, choose ext3 as your partition type. Ext2 partitionsdnaeriodic file system integrity checking,
and this can cause delays during booting when the partitarge.

For multi-user systems or systems with lots of disk spatebpést to put/ usr, / var, / t np, and
/ horre each on their own partitions separate from theartition.

You might need a separateasr/ | ocal partition if you plan to install many programs that are natpa
of the Debian distribution. If your machine will be a mail ger, you might need to makesar / mai |

a separate partition. Often, puttingnp on its own partition, for instance 20-50MB, is a good idea.
If you are setting up a server with lots of user accountsgigserally good to have a separate, large
/ home partition. In general, the partitioning situation variesrh computer to computer depending
on its uses.

For very complex systems, you should see the Multi  Disk HOWTO
(http://www.tldp.org/HOWTO/Multi-Disk-HOWTO.html). Tilsi contains in-depth information,
mostly of interest to ISPs and people setting up servers.

With respect to the issue of swap partition size, there arsyméews. One rule of thumb which

works well is to use as much swap as you have system memofgoltshouldn’t be smaller than

16MB, in most cases. Of course, there are exceptions to thésse If you are trying to solve 10000
simultaneous equations on a machine with 256MB of memony,ngay need a gigabyte (or more) of
swap.

On some 32-bit architectures (m68k and PowerPC), the mawisine of a swap partition is 2GB.
That should be enough for nearly any installation. Howefgour swap requirements are this high,
you should probably try to spread the swap across differesisdalso called “spindles”) and, if
possible, different SCSI or IDE channels. The kernel wilbbae swap usage between multiple swap
partitions, giving better performance.

As an example, an older home machine might have 32MB of RAM arild7GB IDE drive on
/ dev/ hda. There might be a 500MB partition for another operatingesystn/ dev/ hdal, a 32MB
swap partition ori dev/ hda3 and about 1.2GB ohdev/ hda2 as the Linux partition.

For an idea of the space taken by tasks you might be intergsteltling after your system installation
is complete, checkection D.2

C.4. Device Names in Linux

Linux disks and partition names may be different from othgerating systems. You need to know
the names that Linux uses when you create and mount pastititere’s the basic naming scheme:

« The first floppy drive is namefdev/ f dO.

- The second floppy drive is namédev/ f d1.

« The first SCSI disk (SCSI ID address-wise) is namedv/ sda.

« The second SCSI disk (address-wise) is nafl// sdb, and so on.

+ The first SCSI CD-ROM is namediev/ scd0, also known ag dev/ sr 0.
- The master disk on IDE primary controller is nameatév/ hda.

« The slave disk on IDE primary controller is namiedkv/ hdb.
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- The master and slave disks of the secondary controller caralted/ dev/ hdc and/ dev/ hdd,
respectively. Newer IDE controllers can actually have tharmels, effectively acting like two
controllers.

The partitions on each disk are represented by appendingimaenumber to the disk namedal
andsda2 represent the first and second partitions of the first SCRldtfise in your system.

Here is a real-life example. Let's assume you have a systém28CSI disks, one at SCSI address 2
and the other at SCSI address 4. The first disk (at addressi®risiamedda, and the seconsldb.

If the sda drive has 3 partitions on it, these will be namsth1, sda2, andsda3. The same applies
to thesdb disk and its partitions.

Note that if you have two SCSI host bus adapters (i.e., cbetsd, the order of the drives can get
confusing. The best solution in this case is to watch the bmssages, assuming you know the drive
models and/or capacities.

C.5. Debian Partitioning Programs

Several varieties of partitioning programs have been addpt Debian developers to work on various
types of hard disks and computer architectures. Followsng list of the program(s) applicable for
your architecture.

partman

Recommended partitioning tool in Debian. This Swiss armifeknan also resize partitions,
create filesystems and assign them to the mountpoints.

cfdisk
A simple-to-use, full-screen disk partitioner for the rekus.

Note thatcfdisk doesn’'t understand FreeBSD partitions at all, and, agawicd names may
differ as a result.

One of these programs will be run by default when you sdfectition disks (or similar). It may
be possible to use a different partitioning tool from the awand line on VT2, but this is not recom-
mended.

C.5.1. Partitioning for PA-RISC

PALO, the HPPA boot loader, requires a partition of type “B@mewhere in the first 2GB. This is
where the boot loader and an optional kernel and RAMdisklvélstored, so make it big enough for
that — at least 4Mb (I like 8-16MB). An additional requirenerf the firmware is that the Linux
kernel must reside within the first 2GB of the disk. This isitghly achieved by making the root
ext2 partition fit entirely within the first 2GB of the disk. ®&Fnatively you can create a small ext2
partition near the start of the disk and mount that boot , since that is the directory where the Linux
kernel(s) will be stored.boot needs to be big enough to hold whatever kernels (and baclops)
might wish to load; 25-50MB is generally sufficient.
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D.1. Linux Devices

In Linux various special files can be found under the dirgctatev. These files are called device
files and behave unlike ordinary files. The most common typeewace files are for block devices
and character devices. These files are an interface to thel aciver (part of the Linux kernel) which

in turn accesses the hardware. Another, less common, tygevafe file is the namegipe The most
important device files are listed in the tables below.

use)

f dO First Floppy Drive

fdi Second Floppy Drive

hda IDE Hard disk / CD-ROM on the first IDE port
(Master)

hdb IDE Hard disk / CD-ROM on the first IDE port
(Slave)

hdc IDE Hard disk / CD-ROM on the second IDE
port (Master)

hdd IDE Hard disk / CD-ROM on the second IDE
port (Slave)

hdal First partition of the first IDE hard disk

hdd15 Fifteenth partition of the fourth IDE hard disk

sda SCSI Hard disk with lowest SCSI ID (e.g. 0)

sdb SCSI Hard disk with next higher SCSI ID (e.g
1)

sdc SCSI Hard disk with next higher SCSI ID (e.g
2)

sdal First partition of the first SCSI hard disk

sdd10 Tenth partition of the fourth SCSI hard disk

sr0 SCSI CD-ROM with the lowest SCSI ID

sril SCSI CD-ROM with the next higher SCSI ID

ttySo Serial port 0, COM1 under MS-DOS

ttyS1 Serial port 1, COM2 under MS-DOS

psaux PS/2 mouse device

gpndat a Pseudo device, repeater data from GPM (mo
daemon

cdr om Symbolic link to the CD-ROM drive |
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nouse ‘ Symbolic link to the mouse device file
nul | Anything written to this device will disappear
zero One can endlessly read zeros out of this device

D.1.1. Setting Up Your Mouse

The mouse can be used in both the Linux console (with gpm) hadxt window environment.
Normally, this is a simple matter of installimgpmand the X server itself. Both should be configured
to use/ dev/ i nput/ m ce as the mouse device. The correct mouse protocol is nawrps2 in
gpm, andExpl orerPS/ 2 in X. The respective configuration files areet c/ gpm conf and

/ et c/ X11/ xor g. conf .

Certain kernel modules must be loaded in order for your meaiseork. In most cases the correct
modules are autodetected, but not always for old-stylalsanid bus mice which are quite rare except
on very old computers. Summary of Linux kernel modules neddedifferent mouse types:

Module Description

psmouse PS/2 mice (should be autodetected)

usbhid USB mice (should be autodetected)

sermouse Most serial mice

logibm Bus mouse connected to Logitech adapter card

inport Bus mouse connected to ATI or Microsoft InPprt
card

To load a mouse driver module, you can userttaeiconfcommand (from the package with the same
name) and look in the categokgr nel / dri ver s/ i nput / nouse.

D.2. Disk Space Needed for Tasks

A standard installation for the amd64 architecture, initigdall standard packages and using the
default 2.6 kernel, takes up 532MB of disk space. A minimakbastallation, without the “Standard
system” task selected, will take 368MB.

Important: In both cases this is the actual disk space used after the installation is finished and
any temporary files deleted. It also does not take into account overhead used by the file system,
for example for journal files. This means that significantly more disk space is needed both during
the installation and for normal system use.

The following table lists sizes reported by aptitude fortieks listed in tasksel. Note that some tasks
have overlapping constituents, so the total installed fsizéwo tasks together may be less than the

1. Serial mice usually have a 9-hole D-shaped connector; bus mieeama8-pin round connector, not to be confused with
the 6-pin round connector of a PS/2 mouse or the 4-pin round conr@@arADB mouse.
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total obtained by adding up the numbers.

By default the installer will install the GNOME desktop eriment, but alternative desktop envi-
ronments can be selected either by using one of the specian@gdes, or by specifying the desired
desktop environment when the installer is booted &egtion 6.3.5.2

Note that you will need to add the sizes listed in the tablé&¢osize of the standard installation when
determining the size of partitions. Most of the size listsdlastalled size” will end up iri usr and
in/1i b;the size listed as “Download size” is (temporarily) regdiin/ var .

Task Installed size (MB) Download size (MB) | Space needed to
install (MB)
Desktop environment
* GNOME (default) |2567 954 3521
« KDE 2159 860 3019
* Xfce 1672 637 2309
* LXDE 1452 566 2018
Laptop 182 59 241
Web server 55 17 72
Print server 196 63 259
DNS server 4 1 5
File server 126 42 168
Mail server 64 23 87
SQL database 49 10 59
SSH server 1 1 2
Notes:
a. There is some overlap of the Laptop task with the Desktopamment task. If you install
both, the Laptop task will only require a few MB additionasklispace.

If you install in a language other than Englisghskselmay automatically install &ocalization task
if one is available for your language. Space requiremeffisrgier language; you should allow up to
350MB in total for download and installation.

D.3. Installing Debian GNU/Linux from a Unix/Linux
System

This section explains how to install Debian GNU/Linux from existing Unix or Linux system,
without using the menu-driven installer as explained inrémt of the manual. This “cross-install”
HOWTO has been requested by users switching to Debian GNuklfrom Red Hat, Mandriva, and
SUSE. In this section some familiarity with entering *nixnemands and navigating the file system
is assumed. In this sectiof symbolizes a command to be entered in the user’s currergraysthile

# refers to a command entered in the Debian chroot.

Once you've got the new Debian system configured to your e, you can migrate your existing
user data (if any) to it, and keep on rolling. This is therefar‘zero downtime” Debian GNU/Linux
install. It's also a clever way for dealing with hardware ttlotherwise doesn't play friendly with
various boot or installation media.
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Note: As this is a mostly manual procedure, you should bear in mind that you will need to do a lot
of basic configuration of the system yourself, which will also require more knowledge of Debian
and of Linux in general than performing a regular installation. You cannot expect this procedure
to result in a system that is identical to a system from a regular installation. You should also keep
in mind that this procedure only gives the basic steps to set up a system. Additional installation
and/or configuration steps may be needed.

D.3.1. Getting Started

With your current *nix partitioning tools, repartition theard drive as needed, creating at least one
filesystem plus swap. You need around 350MB of space avaifabla console only install, or about
1GB if you plan to install X (more if you intend to install deek environments like GNOME or
KDE).

Next, create file systems on the partitions. For exampleydate an ext3 file system on partition
/ dev/ hda6 (that's our example root partition):

# nke2fs -j /dev/hda6

To create an ext2 file system instead, onjit

Initialize and activate swap (substitute the partition benfor your intended Debian swap partition):

# nkswap /dev/ hda5
# sync; sync; sync
# swapon /dev/ hda5

Mount one partition asmt / debi nst (the installation point, to be the roaot)(filesystem on your
new system). The mount point name is strictly arbitrans itsferenced later below.

# nkdir /mmt/ debi nst
# nount /dev/hda6é / mt/ debi nst

Note: If you want to have parts of the filesystem (e.g. /usr) mounted on separate partitions, you
will need to create and mount these directories manually before proceding with the next stage.

D.3.2. Install debootstrap

The utility used by the Debian installer, and recognizedhasdfficial way to install a Debian base
system, isdebootstrap. It useswget and ar, but otherwise depends only @i n/ sh and basic
Unix/Linux tool€. Installwget andar if they aren’t already on your current system, then download
and installdebootstrap.

Or, you can use the following procedure to install it manudilake a work folder for extracting the
.deb into:

2. These include the GNU core utilities and commandssik@ grep, tar andgzip.
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# nkdir work
# cd work

The debootstrap binary is located in the Debian archive (be sure to select the
proper file for your architecture). Download theéebootstrap .deb from the pool
(http://ftp.debian.org/debian/pool/main/d/deboatpt), copy the package to the work folder, and
extract the files from it. You will need to have root privileg® install the files.

# ar -x debootstrap_0.X X all.deb
# cd /
# zcat /full-path-to-work/work/data.tar.gz | tar xv

D.3.3. Run debootstrap

debootstrapcan download the needed files directly from the archive wteenryn it. You can substi-
tute any Debian archive mirror foit t p. us. debi an. or g/ debi an in the command example below,
preferably a mirror close to you network-wise. Mirrors asédd at http://www.debian.org/mirror/list.

If you have a squeeze Debian GNU/Linux CD mountedatr om you could substitute a file URL
instead of the http URLfi | e: / cdr ond debi an/

Substitute one of the following foXRCH in thedebootstrapcommandal pha, and64, ar m ar nel ,
hppa, i 386, i a64, n68k, m ps, ni psel , power pc, s390, orsparc.

# [usr/sbhin/debootstrap --arch ARCH squeeze \
/ mt/ debinst http://ftp.us.debian.org/debian

D.3.4. Configure The Base System

Now you've got a real Debian system, though rather lean, sk dhroot into it:

# LANG=C chroot /mt/debinst /bin/bash

After chrooting you may need to set the terminal definitiolbéocompatible with the Debian base
system, for example:

# export TERM=xtermcol or

D.3.4.1. Create device files

At this point/ dev/ only contains very basic device files. For the next stepseirhtallation addi-
tional device files may be needed. There are different wag®tabout this and which method you
should use depends on the host system you are using for th#dtien, on whether you intend to use
a modular kernel or not, and on whether you intend to use dim@ng. usingidev) or static device
files for the new system.
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A few of the available options are:
- create a default set of static device files using

# cd /dev
# MAKEDEV generic

- manually create only specific device files usM§KEDEV

« bind mount /dev from your host system on top of /dev in theghgystem; note that the postinst
scripts of some packages may try to create device files, softion should only be used with care

D.3.4.2. Mount Partitions

You need to createet c/ f st ab.

# editor /etc/fstab

Here is a sample you can modify to suit:

# letc/fstab: static file systeminformation.

#

# file system nount poi nt type options dunp pass
/ dev/ XXX / ext 3 defaul ts 0 1
/ dev/ XXX / boot ext 3 ro, nosui d, nodev 0 2
/ dev/ XXX none swap sw 0 0
proc / proc proc defaul ts 0 0
/ dev/fdO / medi a/ f | oppy auto noaut o, rw, sync, user, exec 0 0
/ dev/ cdrom / medi a/ cdrom is09660 noaut o, ro, user, exec 0 0
/ dev/ XXX /tnp ext 3 rw, nosui d, nodev 0 2
/ dev/ XXX [ var ext 3 rw, nosui d, nodev 0 2
/ dev/ XXX [ usr ext3 rw, nodev 0 2
/ dev/ XXX / home ext 3 rw, nosui d, nodev 0 2

Usenount -a to mount all the file systems you have specified in yoetrc/ f st ab, or, to mount
file systems individually, use:

# mount /path # e.g.: nount /usr

Current Debian systems have mountpoints for removableanetler nedi a, but keep compatibility
symlinks in/ . Create these as as needed, for example:

# cd /nedia

# nkdir cdronD

#1n -s cdronD cdrom
# cd /

# In -s nmedi a/ cdrom
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You can mount the proc file system multiple times and to aabjtiocations, thoughpr oc is cus-
tomary. If you didn’t userount - a, be sure to mount proc before continuing:

# mount -t proc proc /proc

The command's / pr oc should now show a non-empty directory. Should this fail, yaoay be able
to mount proc from outside the chroot:

# nmount -t proc proc /mt/debinst/proc

D.3.4.3. Setting Timezone

An option in the file/ et ¢/ def aul t/ r ¢S determines whether the system will interpret the hardware
clock as being set to UTC or local time. The following commatidws you to set that and choose
your timezone.

# editor /etc/default/rcS
# dpkg-reconfigure tzdata

D.3.4.4. Configure Networking

To configure networking, edit /etc/network/interfaces, /etc/resolv.conf,
/ et c/ host nanme and/ et ¢/ host s.

# editor /etc/network/interfaces

Here are some simple examples froosr / shar e/ doc/ i f updown/ exanpl es:

S A G A L I
# /etc/network/interfaces -- configuration file for ifup(8), ifdown(8)
# See the interfaces(5) nanpage for information on what options are

# avail abl e.
S R A S

# We always want the | oopback interface.
#

auto lo

iface lo inet |oopback

To use dhcp:

#

#

# auto ethO

# iface ethO inet dhcp

F*

An exanple static | P setup: (broadcast and gateway are optional)

H* H

auto et hO
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# iface ethO inet static
address 192.168.0. 42
network 192.168.0.0

net mask 255. 255. 255.0
broadcast 192. 168. 0. 255
gateway 192.168.0.1

HOH H R H

Enter your nameserver(s) and search directivésirc/ r esol v. conf :

# editor /etc/resolv. conf

A simple examplé et ¢/ r esol v. conf :

search hgdom | oca
nanmeserver 10.1.1.36
nanmeserver 192.168.9. 100

Enter your system'’s host name (2 to 63 characters):

# echo Debi anHost Nane > /et c/ host nane

And a basid et ¢/ host s with IPv6 support:

127.0.0.1 | ocal host
127.0.1.1 Debi anHost Nane

# The following lines are desirable for 1 Pv6 capable hosts
1 i p6-1ocal host i p6-1oopback

fe00::0 ip6-1ocal net
ff00::0 ip6-ntastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

If you have multiple network cards, you should arrange thenem of driver modules in the
/ et ¢/ nodul es file into the desired order. Then during boot, each card vélakssociated with the
interface name (ethO, ethl, etc.) that you expect.

D.3.4.5. Configure Apt

Debootstrap will have created a very basét c/ apt / sour ces. | i st that will allow installing ad-
ditional packages. However, you may want to add some additisources, for example for source
packages and security updates:

deb-src http://ftp.us.debian. org/ debi an squeeze main

deb http://security.debian.org/ squeeze/updates main
deb-src http://security.debian.org/ squeeze/updates nmin

Make sure to rurapt i t ude updat e after you have made changes to the sources list.
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D.3.4.6. Configure Locales and Keyboard

To configure your locale settings to use a language otherHEnagfish, install the ocal es support
package and configure it. Currently the use of UTF-8 loca@séommended.

# aptitude install |ocales
# dpkg-reconfigure |ocal es

To configure your keyboard (if needed):

# aptitude install console-data
# dpkg-reconfigure consol e-data

Note that the keyboard cannot be set while in the chroot, lubesconfigured for the next reboot.

D.3.5. Install a Kernel

If you intend to boot this system, you probably want a Linuxrie and a boot loader. Identify
available pre-packaged kernels with:

# apt-cache search |inux-inmage

Then install the kernel package of your choice using its pgekname.

# aptitude install |inux-inmage-2.6.32-arch-etc

D.3.6. Set up the Boot Loader

To make your Debian GNU/Linux system bootable, set up yoot lmader to load the installed kernel
with your new root partition. Note thatebootstrapdoes not install a boot loader, though you can use
aptitude inside your Debian chroot to do so.

Note that this assumes that @dev/ hda device file has been created. There are alternative metbods t
install grub, but those are outside the scope of this appendix.

D.3.7. Finishing touches

As mentioned earlier, the installed system will be very basiyou would like to make the system a
bit more mature, there is an easy method to install all paekagth “standard” priority:

# tasksel install standard

Of course, you can also just uaptitude to install packages individually.
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After the installation there will be a lot of downloaded pagks irv var/ cache/ apt / ar chi ves/ .
You can free up some diskspace by running:

# aptitude clean

D.4. Installing Debian GNU/Linux using PPP over
Ethernet (PPPOE)

In some countries PPP over Ethernet (PPPOE) is a commorcptdtw broadband (ADSL or cable)
connections to an Internet Service Provider. Setting uptaar& connection using PPPOE is not
supported by default in the installer, but can be made to werk simply. This section explains how.

The PPPOE connection set up during the installation wilh &ls available after the reboot into the
installed system (se€hapter 7.

To have the option of setting up and using PPPoE during thaliagon, you will need to install using
one of the CD-ROM/DVD images that are available. It is notmarged for other installation methods
(e.g. netboot).

Installing over PPPOE is mostly the same as any other iafitail. The following steps explain the
differences.

- Boot the installer with the boot parametesdul es=ppp- udeb. This will ensure the component
responsible for the setup of PPPaip- udeb) will be loaded and run automatically.

- Follow the regular initial steps of the installation (large, country and keyboard selection; the
loading of additional installer componefjts

- The next step is the detection of network hardware, in oré&tdntify any Ethernet cards present
in the system.

« After this the actual setup of PPPOE is started. The instali# probe all the detected Ethernet
interfaces in an attempt to find a PPPOE concentrator (a t/pereer which handles PPPoE con-
nections).

It is possible that the concentrator will not to be found &t finst attempt. This can happen occa-
sionally on slow or loaded networks or with faulty serversmost cases a second attempt to detect
the concentrator will be successful; to retry, seleonfigure and start a PPPoE connection
from the main menu of the installer.

« After a concentrator is found, the user will be prompted fmetthe login information (the PPPoE
username and password).

At this point the installer will use the provided informatito establish the PPPoE connection. If
the correct information was provided, the PPPoE connestiould be configured and the installer
should be able to use it to connect to the Internet and retpackages over it (if needed). If the
login information is not correct or some error appears, tisgailer will stop, but the configuration
can be attempted again by selecting the menu &bdryfigure and start a PPPoOE connection.

3. Theppp- udeb component is loaded as one of the additional components in this stepu {fgot to install at medium
or low priority (expert mode), you can also manually selectifwe- udeb instead of entering the “modules” parameter at the
boot prompt.
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E.1. About This Document

This manual was created for Sarge’s debian-installer,cbasethe Woody installation manual for
boot-floppies, which was based on earlier Debian instaltatianuals, and on the Progeny distribution
manual which was released under GPL in 2003.

This document is written in DocBook XML. Output formats aengrated by various programs using
information from thedocbook- xml anddocbook- xsl packages.

In order to increase the maintainability of this documerg,ug8e a number of XML features, such as
entities and profiling attributes. These play a role akinddables and conditionals in programming
languages. The XML source to this document contains inftiondor each different architecture —
profiling attributes are used to isolate certain bits of sexarchitecture-specific.

E.2. Contributing to This Document

If you have problems or suggestions regarding this docunyewt should probably submit them as
a bug report against the packaigest al | at i on- gui de. See the epor t bug package or read the
online documentation of the Debian Bug Tracking Systenp(fkiugs.debian.org/). It would be nice
if you could check the open bugs against installation-g(idg://bugs.debian.org/installation-guide)
to see whether your problem has already been reported.ybsa;an supply additional corroboration
or helpful information to Xxxx@ugs. debi an. or g>, wherexxXX is the number for the already-
reported bug.

Better yet, get a copy of the DocBook source for this documand produce patches against it.
The DocBook source can be found at the debian-installer Wib@ttp://svn.debian.org/wsvn/d-
i/). If you're not familiar with DocBook, don’t worry: therés a simple cheatsheet in the manuals
directory that will get you started. It's like html, but onieed towards the meaning of the text rather
than the presentation. Patches submitted to the debianmling list (see below) are welcomed. For
instructions on how to check out the sources via SVN, see REBhttp://svn.debian.org/wsvn/d-
i/README?op=file) from the source root directory.

Please donot contact the authors of this document directly. There is asdiscussion list
for debian-installer, which includes discussions of this manual. The mailing lis
<debi an- boot @i st s. debi an. or g>. Instructions for subscribing to this list can be foundreg t
Debian Mailing List Subscription (http://www.debian.dvgilingLists/subscribe) page; or you can
browse the Debian Mailing List Archives (http://lists.dktv.org/) online.

E.3. Major Contributions

This document was originally written by Bruce Perens, Svadd®h, Igor Grobman, James Treacy,
and Adam Di Carlo. Sebastian Ley wrote the Installation Howt

Miroslav Kufe has documented a lot of the new functionality in Sargelsateinstaller. Frans Pop
was the main editor and release manager during the EtchylaamhSqueeze releases.

Many, many Debian users and developers contributed to thésirdent. Particular note must be
made of Michael Schmitz (m68k support), Frank Neumann fjoaigauthor of the Amiga install

106



Appendix E. Administrivia

manual (http://www.informatik.uni-oldenburg.de/~amwidebian_inst.html)), Arto Astala, Eric De-
launay/Ben Collins (SPARC information), Tapio Lehtonend &téphane Bortzmeyer for numerous
edits and text. We have to thank Pascal Le Bail for usefurindion about booting from USB mem-
ory sticks.

Extremely helpful text and information was found in Jim Mias HOWTO for
network booting (no URL available), the Debian FAQ (httpwAv.debian.org/doc/FAQ/),
the  Linux/m68k  FAQ  (http://www.linux-m68k.org/fag/fdgml), the  Linux  for
SPARC Processors FAQ  (http://www.ultralinux.org/famqpht  the Linux/Alpha FAQ
(http://Nlinux.iol.unh.edu/linux/alpha/fag/), amongghers. The maintainers of these freely available
and rich sources of information must be recognized.

The section on chrooted installations in this man&a&dtion D.3 was derived in part from documents
copyright Karsten M. Self.

E.4. Trademark Acknowledgement

All trademarks are property of their respective trademavkers.
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\ersion 2, June 1991

Copyright (C 1989, 1991 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301, USA.

Everyone is permtted to copy and distribute verbati mcopies
of this license docunment, but changing it is not allowed.

F.1. Preamble

The licenses for most software are designed to take awayfy@edom to share and change it. By
contrast, the gnu General Public License is intended toagutee your freedom to share and change
free software — to make sure the software is free for all iegsisThis General Public License applies
to most of the Free Software Foundation’s software and tooimgr program whose authors commit
to using it. (Some other Free Software Foundation softna@vered by the gnu Library General
Public License instead.) You can apply it to your programs, t

When we speak of free software, we are referring to freedotpmae. Our General Public Licenses
are designed to make sure that you have the freedom to digtitopies of free software (and charge
for this service if you wish), that you receive source codean get it if you want it, that you can
change the software or use pieces of it in new free prograntsflaat you know you can do these
things.

To protect your rights, we need to make restrictions thdiitbanyone to deny you these rights or to
ask you to surrender the rights. These restrictions tremsbacertain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, Yiegratis or for a fee, you must give the
recipients all the rights that you have. You must make suatthiey, too, receive or can get the source
code. And you must show them these terms so they know théitstig

We protect your rights with two steps: (1) copyright the saiite, and (2) offer you this license which
gives you legal permission to copy, distribute and/or mptlie software.

Also, for each author’s protection and ours, we want to maeam that everyone understands that
there is no warranty for this free software. If the softwareniodified by someone else and passed on,
we want its recipients to know that what they have is not thgireil, so that any problems introduced
by others will not reflect on the original authors’ reputaso

Finally, any free program is threatened constantly by saféwpatents. We wish to avoid the danger
that redistributors of a free program will individually el patent licenses, in effect making the
program proprietary. To prevent this, we have made it cleat &ny patent must be licensed for
everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distributiod modification follow.

F.2. GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICAT ION
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0. This License applies to any program or other work which dasta notice placed by the copyright
holder saying it may be distributed under the terms of thisegal Public License. The "Program”, be-
low, refers to any such program or work, and a "work based ePtbgram" means either the Program
or any derivative work under copyright law: that is to say, @kvcontaining the Program or a por-
tion of it, either verbatim or with modifications and/or tedated into another language. (Hereinafter,
translation is included without limitation in the term "mifidation".) Each licensee is addressed as

you".

Activities other than copying, distribution and modificatiare not covered by this License; they are
outside its scope. The act of running the Program is noticestl, and the output from the Program
is covered only if its contents constitute a work based orPitegram (independent of having been
made by running the Program). Whether that is true dependsanthe Program does.

1. You may copy and distribute verbatim copies of the Prograsuisrce code as you receive it, in
any medium, provided that you conspicuously and appragyigiublish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intattta notices that refer to this License and
to the absence of any warranty; and give any other reciparitse Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring aycapd you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any porid it, thus forming a work
based on the Program, and copy and distribute such modiiisatir work under the terms of Section
1 above, provided that you also meet all of these conditions:

a. You must cause the modified files to carry prominent nositatsng that you changed the files
and the date of any change.

b. You must cause any work that you distribute or publisht ithavhole or in part contains or is
derived from the Program or any part thereof, to be licensea\@hole at no charge to all third
parties under the terms of this License.

c. If the modified program normally reads commands interaltiwhen run, you must cause it,
when started running for such interactive use in the mosnarg way, to print or display an
announcement including an appropriate copyright notickanotice that there is no warranty
(or else, saying that you provide a warranty) and that usens nedistribute the program under
these conditions, and telling the user how to view a copy ©f tlicense. (Exception: if the
Program itself is interactive but does not normally prirtlsan announcement, your work based
on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole effitiflable sections of that work are
not derived from the Program, and can be reasonably coesidedependent and separate works in
themselves, then this License, and its terms, do not apphoge sections when you distribute them
as separate works. But when you distribute the same seetiopert of a whole which is a work based
on the Program, the distribution of the whole must be on thasef this License, whose permissions
for other licensees extend to the entire whole, and thusdio @ad every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights ontast your rights to work written entirely
by you; rather, the intent is to exercise the right to conttnel distribution of derivative or collective
works based on the Program.

In addition, mere aggregation of another work not based errtiogram with the Program (or with a
work based on the Program) on a volume of a storage or diisibmedium does not bring the other
work under the scope of this License.
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3. You may copy and distribute the Program (or a work based amder Section 2) in object code
or executable form under the terms of Sections 1 and 2 abaxéded that you also do one of the
following:

a. Accompany it with the complete corresponding machirelable source code, which must be
distributed under the terms of Sections 1 and 2 above on aumeclistomarily used for software
interchange; or,

b. Accompany it with a written offer, valid for at least thrgears, to give any third party, for a
charge no more than your cost of physically performing sedistribution, a complete machine-
readable copy of the corresponding source code, to beldittd under the terms of Sections 1
and 2 above on a medium customarily used for software inde@s; or,

c. Accompany it with the information you received as to theiato distribute corresponding source
code. (This alternative is allowed only for noncommerciatribution and only if you received
the program in object code or executable form with such aeroifi accord with Subsection b
above.)

The source code for a work means the preferred form of the Yoonkaking modifications to it. For
an executable work, complete source code means all theesoode for all modules it contains, plus
any associated interface definition files, plus the scrigpésldo control compilation and installation of
the executable. However, as a special exception, the soadeedistributed need not include anything
that is normally distributed (in either source or binarynidrwith the major components (compiler,
kernel, and so on) of the operating system on which the eabtituns, unless that component itself
accompanies the executable.

If distribution of executable or object code is made by dffgraccess to copy from a designated place,
then offering equivalent access to copy the source codetinersame place counts as distribution of
the source code, even though third parties are not compelleapy the source along with the object
code.

4. You may not copy, modify, sublicense, or distribute the Paog except as expressly provided
under this License. Any attempt otherwise to copy, modifjglieense or distribute the Program is
void, and will automatically terminate your rights undeisthicense. However, parties who have
received copies, or rights, from you under this License moll have their licenses terminated so long
as such parties remain in full compliance.

5. You are not required to accept this License, since you haveigoed it. However, nothing else
grants you permission to modify or distribute the Progranit®merivative works. These actions
are prohibited by law if you do not accept this License. Tfar by modifying or distributing the
Program (or any work based on the Program), you indicate goceptance of this License to do so,
and all its terms and conditions for copying, distributingradifying the Program or works based on
it.

6. Each time you redistribute the Program (or any work baseti@i®togram), the recipient automat-
ically receives a license from the original licensor to cagigtribute or modify the Program subject
to these terms and conditions. You may not impose any furégtrictions on the recipients’ exercise
of the rights granted herein. You are not responsible fooreirig compliance by third parties to this
License.

7.1f, as a consequence of a court judgment or allegation ofpatéingement or for any other reason
(not limited to patent issues), conditions are imposed an(ydhether by court order, agreement or
otherwise) that contradict the conditions of this Licerteey do not excuse you from the conditions
of this License. If you cannot distribute so as to satisfyudtemeously your obligations under this
License and any other pertinent obligations, then as a colesee you may not distribute the Program
at all. For example, if a patent license would not permit lyy&ee redistribution of the Program by
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all those who receive copies directly or indirectly throughu, then the only way you could satisfy
both it and this License would be to refrain entirely fromtdisition of the Program.

If any portion of this section is held invalid or unenforceabnder any particular circumstance, the
balance of the section is intended to apply and the secti@veisole is intended to apply in other
circumstances.

Itis not the purpose of this section to induce you to infriagg patents or other property right claims
or to contest validity of any such claims; this section hassthle purpose of protecting the integrity of
the free software distribution system, which is implemdriig public license practices. Many people
have made generous contributions to the wide range of sddtdiatributed through that system in
reliance on consistent application of that system; it isaufhe author/donor to decide if he or she is
willing to distribute software through any other system arlitensee cannot impose that choice.

This section is intended to make thoroughly clear what igelset! to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restrictedertain countries either by patents or by
copyrighted interfaces, the original copyright holder wiaces the Program under this License may
add an explicit geographical distribution limitation exding those countries, so that distribution is
permitted only in or among countries not thus excluded. khstase, this License incorporates the
limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or vegions of the General Public
License from time to time. Such new versions will be similaspirit to the present version, but may
differ in detail to address new problems or concerns. Eacsiom is given a distinguishing version
number. If the Program specifies a version number of thisriseavhich applies to it and "any later
version", you have the option of following the terms and dbods either of that version or of any
later version published by the Free Software FoundatiothdfProgram does not specify a version
number of this License, you may choose any version ever ghaddi by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into otheefpegograms whose distribution con-
ditions are different, write to the author to ask for pernassFor software which is copyrighted by
the Free Software Foundation, write to the Free Softwaraéation; we sometimes make exceptions
for this. Our decision will be guided by the two goals of pregeg the free status of all derivatives of
our free software and of promoting the sharing and reuseftfiace generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICBLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLBRS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRNTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OFHE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOUSSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO INWR'ING
WILL AND COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YO FOR DAM-
AGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQENTIAL DAM-
AGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (IBILUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURTE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE RRGERAM TO
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OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHHRARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

F.3. How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the gstgiessible use to the public, the
best way to achieve this is to make it free software whichyawee can redistribute and change under
these terms.

To do so, attach the following notices to the program. It iesiato attach them to the start of each
source file to most effectively convey the exclusion of watyaand each file should have at least the
"copyright" line and a pointer to where the full notice is fol

one line to give the programis nane and a brief idea of what it does.
Copyright (C) year name of author

This programis free software; you can redistribute it and/or
nodi fy it under the ternms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. See the
GNU CGeneral Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

Also add information on how to contact you by electronic angdgr mail.

If the program is interactive, make it output a short notike this when it starts in an interactive
mode:

Gnonovi si on version 69, Copyright (C) year nane of author
Gnonovi si on cones with absolutely no warranty; for details
type ‘show w . This is free software, and you are wel cone
to redistribute it under certain conditions; type ‘show c’
for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should shiovappropriate parts of the General
Public License. Of course, the commands you use may be cledthing other than ‘show w’ and
‘show c’; they could even be mouse-clicks or menu items — ed&tsuits your program.

You should also get your employer (if you work as a programroerour school, if any, to sign a
"copyright disclaimer" for the program, if necessary. Hisra sample; alter the names:

Yoyodyne, Inc., hereby disclains all copyright interest in the
program ‘ Gnonovi si on’ (whi ch makes passes at conpilers) witten
by Janmes Hacker.
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signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporatiogryprogram into proprietary programs.
If your program is a subroutine library, you may consider @renuseful to permit linking proprietary

applications with the library. If this is what you want to dese the GNU Lesser General Public
License instead of this License.
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