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Kapitola 1
Uvod

Tento dokument informuje pouzivatelov distribticie Debian o hlavnych zmenach vo verzii 11 (kédové
oznacenie ,bullseye®).

Poznamky k vydaniu poskytuji informdcie o tom ako bezpe¢ne aktualizovat systém z predoslého
vydania 10 (k6dové oznacenie buster) na aktudlne vydanie a informuja pouZzivatelov o zndmych poten-
cidlnych problémoch, s ktorymi by sa mohli stretntt pocas aktualizacie.

You can get the most recent version of this document from https://www.debian.org/releases/
bullseye/releasenotes.

VYSTRAHA

@ Maijte na paméti, Ze nie je mozné uviest kazdy znamy problém a preto boli tu uve-
dené problémy vybrané na zaklade oGakavanej frekvencie vyskytu a zavaznosti.

Prosim, majte na pamiti, Ze aktualizacia je podporovand a zdokumentovand iba z predoslého vydania
Debianu (v tomto pripade z vydania buster). Ak potrebujete vykonat aktualizaciu zo starSieho vydania,
mali by ste si precitat Poznamky k vydaniu predoslého vydania a najprv aktualizovat na buster.

1.1 Ako oznamovat chyby v tomto dokumente

Pokisili sme sa otestovat vSetky rozliéné kroky aktualizacie popisané v tomto dokumente a tiez sme sa
pokdsili predvidat vSetky mozné problémy, s ktorymi sa nasi pouZivatelia mézZu stretnit.

Ak si napriek tomu myslite, Ze ste nasli akiikol'vek chybu (nespravne alebo chybajtice informécie)
v tejto dokumentdcii, prosim ozndmte chybu do systému sledovania chyb (https://bugs.debian.
org/) voci baliku release-notes. Najskor si vSak pozrite existujtice hldsenia o chybéach (https:
//bugs.debian.org/release-notes), pre pripad, Ze je chyba, ktort oznamujete, uz nahlasena.
Pokojne pridajte d’alSie informécie k existujiicim hladseniam chyb ak si myslite, Ze mozZete poskytnut
obsah do tohto dokumentu.

Ocenujeme a posmelujeme zadavanie hldseni so zaplatami zdrojovych stborov tohto dokumentu.
Dal3ie informacie o tom ako ziskat zdrojové stibory tohto dokumentu popisuje Oddiel 1.3.

1.2 Ako posielat spravy o aktualizacii

Vitané st vSetky informacie od pouzivatelov, ktoré sa tykaji aktualizacie z buster na bullseye. Ak ste
ochotny podelit sa o tieto informécie, nahlaste prosim chybu s vasimi vysledkami do systému sledova-
nia chyb (https://bugs.debian.org/) vodi baliku upgrade-reports. Ziadame, aby ste vSetky
pripadné prilohy skomprimovali (pomocou gzip).

Prosim, uved'te pri posielani sprav o aktualizicii nasledovné tdaje:

+ Stav vaSej databazy balikov pred a po aktualizicii: stavova databdza dpkg je dostupna v /var/
lib/dpkg/status a stavova databaza apt je dostupnd v /var/lib/apt/extended_states.
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Pred aktualizaciou by ste mali vykonat zadlohovanie ako popisuje Oddiel 4.1.1, ale zélohy /var/
lib/dpkg/status mbZete tieZ ndjst vo /var/backups.

+ Zaznamy relacie pomocou prikazu script popisuje Oddiel 4.4.1 .

» VaSe zaznamy apt dostupné v /var/log/apt/term.log alebo vasSe zdznamy aptitude do-
stupné v /var/log/aptitude.

POZNAMKA

znamami neodosielate akékol'vek citlivé alebo déverné informacie a odstranit’ ich

@ Pozn.: Mali by ste venovat nejaky ¢as tomu, aby ste skontrolovali, ¢i spolu so za-
zo spravy, pretoze tieto informéacie budu verejne pristupné.

1.3 Zdroje tohto dokumentu

The source of this document is in DocBook XML format. The HTML version is generated using docbook-xs1
and xsltproc. The PDF version is generated using dblatex or xmlroff. Sources for the Release No-
tes are available in the Git repository of the Debian Documentation Project. You can use the web inter-
face (https://salsa.debian.org/ddp-team/release—notes/) to access its files individually
through the web and see their changes. For more information on how to access Git please consult the
Debian Documentation Project VCS information pages (https://www.debian.org/doc/vcs).
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4

Co je nové v Debian 11

The Wiki (https://wiki.debian.org/NewInBullseye) has more information about this topic.

2.1 Podporované architektary

Debian bullseye oficidlne podporuje nasledovné architektiry:
» 32-bitové PC (i386) a 64-bitové PC (amd64)
* 64-bitovy ARM (armé64)
* ARM EABI (armel)
« ARMv7 (EABI hard-float ABI, armhf)
« little-endian MIPS (mipsel)
* 64-bitovy little-endian PowerPC (mips64el)
+ 64-bitovy little-endian PowerPC (ppc64el)
« IBM System z (s390x)

Dalsie informdcie o stave portov a informéacie $pecifické pre vasu architektiru sa do¢itate na stran-
kach portov Debianu (https://www.debian.org/ports/).

2.2 Co je nové v distribtcii?

Toto nové vydanie Debianu opét prindSa omnoho viac softvéru ako jeho predchodca buster; distribicia
obsahuje viac ako 11294 novych balikov, ¢o je celkovo viac ako 59551 balikov. VéicSina softvéru v dis-
tribudcii bola aktualizované: viac ako 42821 softvérovych balikov (to predstavuje 72 % vSetkych balikov
v buster). Rovnako bolo z rdéznych dévodov z distribiicie odstrdnené vyznamné mnozstvo balikov (viac
ako 9519, 16 % balikov v buster). Neuvidite Ziadne aktualizécie tychto balikov a v systémoch na spravu
balikov budti oznacené ako ,zastaralé“; pozri Oddiel 4.8.

2.2.1 Desktops and well known packages

Debian again ships with several desktop applications and environments. Among others it now includes
the desktop environments GNOME 3.38, KDE Plasma 5.20, LXDE 11, LXQt 0.16, MATE 1.24, and Xfce
4.16.

Kancelarske aplikacie tieZ boli aktualizované, vratane kancelarskych balikov:
« LibreOffice is upgraded to version 7.0;

« Calligra is upgraded to 3.2.

* GNUcash is upgraded to 4.4;

Okrem mnozstva d'al§ich obsahuje toto vydanie aj nasledovné aktualizacie softvéru:
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Balik Verzia v 10 (buster) Verzia v 11 (bullseye)
Apache 2.4.38 2.4.48
DNS server BIND 9.11 9.16
Cryptsetup 2.1 2.3
Dovecot MTA 2.3.4 2.3.13
Emacs 26.1 27.1
Prgdvoleny emailovy server 4.92 4.94

Exim

GNU Compiler Collection ako

Standardny kompilator 8.3 10.2

GIMP 2.10.8 2.10.22
GnuPG 2.2.12 2.2.27
Inkscape 0.92.4 1.0.2
kniznica GNU C 2.28 2.31
lighttpd 1.4.53 1.4.59
Obraz linuxového jadra 4.19 series 5.10 series
LLVM/Clang toolchain 6.0.1 and 7.0.1 (default) 9.0.1 and 11.0.1 (default)
MariaDB 10.3 10.5
Nginx 1.14 1.18
OpenJDK 11 11
OpenSSH 7.9p1 8.4pl

Perl 5.28 5.32

PHP 7.3 7.4

MTA Postfix 3.4 3.5
PostgreSQL 11 13

Python 3 3.7.3 3.9.1
Rustc 1.41 (1.34 for armel) 1.48
Samba 4.9 4.13

Vim 8.1 8.2

2.2.2 Driverless scanning and printing

Both printing with CUPS and scanning with SANE are increasingly likely to be possible without the need
for any driver (often non-free) specific to the model of the hardware, especially in the case of devices
marketed in the past five years or so.

2.2.2.1 CUPS and driverless printing

Modern printers connected by ethernet or wireless can already use driverless printing (https://
wiki.debian.org/CUPSQuickPrintQueues), implemented via CUPS and cups-filters, as was
described in the Release Notes for buster (https://www.debian.org/releases/buster/amd64/
release-notes/ch-whats-new.html#driverless—-printing). Debian 11 “bullseye” brings the
new package ipp-usb, which is recommended by cups—-daemon and uses the vendor-neutral IPP-
over-USB (https://wiki.debian.org/CUPSDriverlessPrinting#ippoverusb) protocol sup-
ported by many modern printers. This allows a USB device to be treated as a network device, ex-
tending driverless printing to include USB-connected printers. The specifics are outlined on the wiki
(https://wiki.debian.org/CUPSDriverlessPrinting#ipp—usb).

The systemd service file included in the i pp—usb package starts the i pp—usb daemon when a USB-
connected printer is plugged in, thus making it available to print to. By default cups-browsed should
configure it automatically, or it can be manually set up with a local driverless print queue (https:
//wiki.debian.org/SystemPrinting).

2.2.2.2 SANE and driverless scanning

The official SANE driverless backend is provided by sane-escl in 1ibsanel. An independently deve-
loped driverless backend is sane—airscan. Both backends understand the eSCL protocol (https://
wiki.debian.org/SaneOverNetwork#escl) but sane—airscan can also use the WSD (https:
//wiki.debian.org/SaneOverNetwork#wsd) protocol. Users should consider having both bac-
kends on their systems.
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eSCL and WSD are network protocols. Consequently they will operate over a USB connection if the
device is an IPP-over-USB device (see above). Note that 1ibsanel has ipp-usb as a recommended
package. This leads to a suitable device being automatically set up to use a driverless backend driver
when it is connected to a USB port.

2.2.3 New generic open command

A new open command is available as a convenience alias to xdg-open (by default) or run-mailcap, ma-

naged by the update-alternatives(1) (https://manpages.debian.org//bullseye/dpkg/update-alternat:
1.html) system. It is intended for interactive use at the command line, to open files with their default

application, which can be a graphical program when available.

2.2.4 Control groups v2

In bullseye, systemd defaults to using control groups v2 (cgroupv2), which provides a unified resource-
control hierarchy. Kernel commandline parameters are available to re-enable the legacy cgroups if ne-
cessary; see the notes for OpenStack in Oddiel 5.1.8 section.

2.2.5 Persistent systemd journal

Systemd in bullseye activates its persistent journal functionality by default, storing its files in /var/
log/journal/. See systemd-journald.service(8) (https://manpages.debian.org//bullseye/
systemd/systemd-journald.service.8.html) for details; note that on Debian the journal is re-
adable for members of adm, in addition to the default systemd-journal group.

This should not interfere with any existing traditional logging daemon such as rsyslog, but users
who are not relying on special features of such a daemon may wish to uninstall it and switch over to
using only the journal.

2.2.6 New Fcitx 5 Input Method

Fcitx 5 is an input method for Chinese, Japanese, Korean and many other languages. It is the successor
of the popular Fcitx 4 in buster. The new version supports Wayland and has better addon support. More
information including the migration guide can be found on the wiki (https://wiki.debian.org/
I18n/Fcitxb).

2.2.7 Novinky od Debian Med Blend

The Debian Med team has been taking part in the fight against COvID-19 by packaging software for
researching the virus on the sequence level and for fighting the pandemic with the tools used in epi-
demiology. The effort will be continued in the next release cycle with focus on machine learning tools
that are used in both fields.

Besides the addition of new packages in the field of life sciences and medicine, more and more
existing packages have gained Continuous Integration support.

A range of performance critical applications now benefit from SIMD Everywhere (https://wiki.
debian.org/SIMDEverywhere). This library allows packages to be available on more hardware plat-
forms supported by Debian (notably on arm64) while maintaining the performance benefit brought by
processors supporting vector extensions, such as AVX on amd64, or NEON on armé64.

To install packages maintained by the Debian Med team, install the metapackages named med- *,
which are at version 3.6.x for Debian bullseye. Feel free to visit the Debian Med tasks pages (https://
blends.debian.org/med/tasks) to see the full range of biological and medical software available
in Debian.

2.2.8 Kernel support for exFAT

bullseye is the first release providing a Linux kernel which has support for the exFAT filesystem, and
defaults to using it for mounting exFAT filesystems. Consequently it’s no longer required to use the
filesystem-in-userspace implementation provided via the exfat-fuse package. If you would like to
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continue to use the filesystem-in-userspace implementation, you need to invoke the mount.exfat-fuse
helper directly when mounting an exFAT filesystem.

Tools for creating and checking an exFAT filesystem are provided in the exfatprogs package by
the authors of the Linux kernel exFAT implementation. The independent implementation of those tools
provided via the existing exfat-utils package is still available, but cannot be co-installed with the
new implementation. It’s recommended to migrate to the exfatprogs package, though you must take
care of command options, which are most likely incompatible.

2.2.9 Improved man page translations

The manual pages for several projects such as systemd, util-linux, OpenSSH, and Mutt in a number of
languages, including French, Spanish, and Macedonian, have been substantially improved. To benefit
from this, please install manpages—xx (where xx is the code for your preferred natural language).

During the lifetime of the bullseye release, backports of further translation improvements will be
provided via the backports archive.

2.2.10 Improved support for alternative init systems

The default init system in Debian is systemd. In bullseye, a number of alternative init systems are
supported (such as System-V-style init and OpenRC), and most desktop environments now work well
on systems running alternative inits. Details on how to switch init system (and where to get help with
issues related to running inits other than systemd) are available on the Debian wiki (https://wiki.
debian.org/Init).

2.2.11 Initial availability of the Bazel build system

The Bazel build system (https://bazel.build/) is available in Debian starting with this release.
This is a bootstrap variant that doesn’t include local versions of the extended Bazel ecosystem. However,
the current package does provide identical functionality to core upstream Bazel, with the advantage of
convenient Debian package management for the installation. While building Debian packages is not
currently recommended yet, any software that supports Bazel builds should build normally using the
bazel-bootstrap package. This includes build-time downloads of required dependencies.

The Debian Bazel Team (https://salsa.debian.org/bazel-team/meta) is working to pac-
kage an extensible version of Bazel for future Debian releases. This extensible version will allow addi-
tional components of the Bazel ecosystem to be included as native Debian packages. More importantly,
this version will allow Debian packages to be built using Bazel. Contributions to the team are welcome!
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Kapitola 3

InStalaény systém

Instalator Debianu (Debian Installer) je oficidlny inStalacny systém Debianu. Pontika rdzne spdsoby
inStalacie. Metddy inStaldcie dostupné pre vas systém zavisia na architektire, ktori pouZivate.

Obrazy inStaldtora pre bullseye ndjdete spolu s InStala¢nou priruckou na webe Debianu (https:
//www.debian.org/releases/bullseye/debian—-installer/).

The Installation Guide is also included on the first media of the official Debian DVD (CD/blu-ray)
sets, at:

/doc/install/manual/ jazyk/index.html

Tiez si méZete pozriet zoznam zndmych problémov s debian-installer - errata (https://www.debian.
org/releases/bullseye/debian-installer/index#errata).

3.1 Co je nové v inStala¢nom systéme?

There has been a lot of development on the Debian Installer since its previous official release with
Debian 10, resulting in improved hardware support and some exciting new features or improvements.
If you are interested in an overview of the detailed changes since buster, please check the release
announcements for the bullseye beta and RC releases available from the Debian Installer’s news history
(https://www.debian.org/devel/debian-installer/News/).

3.1.1 Help with installation of firmware

More and more, peripheral devices require firmware to be loaded as part of the hardware initialization.
To help deal with this problem, the installer has a new feature. If some of the installed hardware requires
firmware files to be installed, the installer will try to add them to the system, based on a mapping from
hardware ID to firmware file names.

This new functionality is restricted to the unofficial installer images with firmware included (see
https://www.debian.org/releases/bullseye/debian-installer/#firmware_nonfree (https://www.debian.
org/releases/bullseye/debian-installer/#firmware_nonfree)). The firmware is usually
not DFSG compliant, so it is not possible to distribute it in Debian’s main repository.

If you experience problems related to (missing) firmware, please read the dedicated chapter of the
installation-guide (https://www.debian.org/releases/bullseye/amd64/ch06s04#completing—-insta.

3.1.2 Automatizovana instalacia

Some changes also imply changes in the support in the installer for automated installation using precon-
figuration files. This means that if you have existing preconfiguration files that worked with the buster
installer, you cannot expect these to work with the new installer without modification.

Instala¢na prirucka (https://www.debian.org/releases/bullseye/installmanual) ob-
sahuje samostatnti aktualizovant prilohu s rozsiahlou dokumentaciou tykajicu sa vopred zostavenej
konfiguracie.
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3.2 Container and Virtual Machine images

Multi-architecture Debian bullseye container images are available on Docker Hub (https://hub.
docker.com/_/debian). In addition to the standard images, a “slim” variant is available that reduces
disk usage.

Virtual machine images for the Hashicorp Vagrant VM manager are published to Vagrant Cloud
(https://app.vagrantup.com/debian).
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Kapitola 4

Aktualizacie z Debian 10 (buster)

4.1 Priprava na aktualizaciu

Odportcame, aby ste si pred aktualizaciou precitali aj informacie v Casti Kapitola 5, ktora pokryva
mozné problémy nie priamo sa tykajlce procesu aktualizicie, ale o ktorych je dolezité vediet predtym,
neZ zacnete.

4.1.1 Zalohujte vSetky data a konfigura¢né tudaje

Dorazne odporiicame, aby ste pred aktualizaciou systému vykonali iplni zélohu alebo aspoii zélohovali
vsetky déta a konfigura¢né tidaje, ktoré si nemdzete dovolit stratit. Aktualiza¢né nastroje a proces aktu-
alizécie st dost spol'ahlivé, ale chyba hardvéru uprostred aktualizicie mdZe spdsobit tazké poskodenie
systému.

Hlavné veci, ktoré budete chciet zalohovat sti obsah /etc, /var/1ib/dpkg, /var/lib/aptitude/
pkgstates avystup dpkg ——get—-selections ”*” (ivodzovky st dobleZité). Ak pouzivate na spravu
balikov vasho systému aptitude, budete si tieZ chciet zalohovat /var/lib/aptitude/pkgstates.

Samotny proces aktualizacie nemeni ni¢ v adreséri /home. Ale niektoré aplikicie (napr. Casti ba-
lika Mozilla a pracovné prostredia GNOME a KDE) prepisuju existujlice nastavenia pouZivatela novymi
Standardnymi hodnotami, ked pouZivatel prvykrat spusti novi verziu aplikacie. Preventivne si mozete
urobit zalohu skrytych stiborov a adresarov (stibory zac¢inajice bodkou) v domovskych adresaroch pou-
Zivatelov. Tato zaloha mo6ze pomdct v obnoveni alebo opatovnom vytvoreni pévodnych nastaveni. TieZ
o tom mozno budete chciet informovat pouzivatelov.

VSetky operacie instaldcie balikov musite spuistat s opravnenim superpouzivatela, takze sa bud pri-
hlaste ako root alebo pouZite prikaz su alebo sudo na ziskanie potrebnych opravneni.

Aktualizacia mé niekol'ko predpokladov. Pred jej vykonanim by ste mali skontrolovat, ¢i st splnené.

4.1.2 Vopred informujte pouzivatelov

Je rozumné informovat vSetkych pouzivatel'ov o planovanych aktualizaciach, hoci pouzivatelia pristu-
pujuci k systému pomocou ssh pripojenia by si toho pocas aktualizicie nemuseli mnoho vSimnit a mali
by byt schopni pokra¢ovat v praci.

Ak si Zelate vykonat dalSie opatrenia, pred aktualizdciou zalohujte alebo odpojte /home.

Pri aktualizacii na bullseye budete musiet vykonat aktualiziciu jadra, takze bude potrebné restarto-
vat systém. Spravidla sa to robi po dokonceni aktualizacie.

4.1.3 Pripravte sa na odstavku sluzieb

Vs systém moZe pontkat sluzby poskytované balikmi, ktoré sa budt aktualizovat. V tom pripade, pro-
sim, pamatajte, Ze pocas aktualizicie buda sluzby zastavené, pokym sa prislusné baliky nenahradia a
nenakonfiguruji. V tejto dobe tieto sluzbu nebudt dostupné.

Presné odstavka tychto sluzieb bude zavisief na po¢te balikov systému, ktoré sa aktualizujii a predizi
sa tiez o Cas, ktory bude spravca potrebovat na to, aby odpovedal na konfigura¢né otazky od roéznych
aktualizovanych balikov (ak sa vyskytni). Pamaitajte, Ze ak nechate beZat proces aktualizacie bez dozoru
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a systém bude pocas aktualizacie poZzadovat vstup, je velk4 pravdepodobnost nedostupnosti sluzieb' po
nezanedbatel'nid dobu.

Ak systém, ktory aktualizujete, poskytuje nevyhnutné sluzby pre vasich pouZivatelov alebo siet?,
mozZete Cas odstavky znizit vykonanim minimalnej aktualizicie systému ako popisuje Oddiel 4.4.4, na-
sledne aktualizaciou jadra a reStartom, a potom aktualizovat baliky stvisiace s vasimi nevyhnutnymi
sluzbami. Aktualizaciu tychto balikov pred vykonanim tplnej aktualizécie popisuje Oddiel 4.4.5. Takto
moZete zabezpecit, Ze tieto nevyhnutné sluzby pobezia a budd dostupné pocas tiplnej aktualizacie a tak
sa zniZi doba ich nedostupnosti.

4.1.4 Pripravte sa na obnovu

Hoci Debian sa snazi zabezpecit, aby vas systém zostal po celt dobu v spustitelnom stave, vZdy exis-
tuje riziko, Ze po reStartovani systému po aktualizacii méZete narazit na problémy. Zndme potencidlne
problémy st zdokumentované v tejto a d'alsej kapitole tychto Pozndmok k vydaniu.

Z toho dovodu sa uistite, Ze budete schopni obnovit systém v pripade, Ze sa mu nepodari znova
nastartovat alebo, v pripade systémov spravovanych na dialku, ak sa nepodari aktivovat siefové pripo-
jenie.

Ak vykonéavate vzdialentd aktualizaciu prostrednictvom spojenia ssh, odporticame, aby ste vykonali
nutné opatrenia, aby ste mali pristup k serveru prostrednictvom vzdialeného sériového termindlu. Exis-
tuje totiz mozZnost, Ze po aktualizacii jadra a reStartovani budete musiet opravit konfiguraciu systému z
lokélnej konzoly. Tiez v pripade, Ze sa systém ndhodou uprostred aktualizacie restartuje, existuje moz-
nost, Ze budete musief opravit konfiguraciu systému z lokalnej konzoly.

Na zotavenie v pripade niidze odporticame vo vSeobecnosti, aby ste pouZili zdchranny reZim in-
Stalatora Debianu. Vyhodou pouZitia inStalatora je, Ze si moZete vybrat medzi jeho mnohymi spo-
sobmi instalcie taky, ktory sa najviac hodi vaSej situdcii. Dal$ie informécie nijdete v ¢asti “Obnova
poskodeného systému” v kapitole 8 Instalacnej prirucky (https://www.debian.org/releases/
bullseye/installmanual) a v Casto kladenych otdzkach k InStaldtoru Debianu (https://wiki.
debian.org/DebianInstaller/FAQ).

If that fails, you will need an alternative way to boot your system so you can access and repair it. One
option is to use a special rescue or live install (https://www.debian.org/CD/1live/) image. After
booting from that, you should be able to mount your root file system and chroot into it to investigate
and fix the problem.

4.1.4.1 Ladiaci shell pocas startu pomocou initrd

Balik initramfs-tools obsahuje ladiaci shell® v obrazoch initrd, ktoré generuje. Ak napriklad initrd
nie je schopny pripojit vas korenovy stiborovy systém, dostanete sa do tohto ladiaceho shellu, ktory ma
zakladné prikazy na to, aby vam pomohol vystopovat problém a pripadne ho opravit.

Zékladné veci, ktoré by ste mali skontrolovat: pritomnost spravnych stiborov zariadeni v /dev; aké
moduly st naditané (cat /proc/modules); chyby pri nacitani ovladacov vo vystupe dmesg. Vystup
prikazu dmesg vam tieZ ukdze ktoré sibory zariadeni boli pridelené ktorym diskom; mali by ste si to
overit porovnanim s vystupom echo S$ROOT, aby ste sa uistili, Ze korefiovy systém je na zariadeni, na
ktorom ho ocakéavate.

Ak sa vam podari opravit problém, napisanim exit opustite ladiaci shell a proces zavadzania bude
pokracovat od bodu, kde bol preruseny. Samozrejme budete tiez musiet opravit podstatu problému a
znova vytvorif initrd, aby nasledujtci Start uz nezlyhal.

4.1.4.2 Ladiaci shell pocas Startu pomocou systemd

Ak zavedenie systému pod systemd zlyh4, je root shell na ladenie ziskate zmenou prikazového riadka
jadra. Ak zavedenie systému ako také uspeje, ale nepodari sa spustit niektoré sluzby, moze byt uzito¢né
pridat k parametrom jadra systemd.unit=rescue.target.

LAk je priorita debconf nastaven4 na vel'mi vysokd tiroveti, moZete predist konfiguraénym vyzvam, ale sluzby, ktoré na vasom
systéme vyzadujt iné ako predvolené odpovede, sa nespustia.

2Napriklad: sluzby DNS alebo DHCP, obzvl4st ak beZia bez redundantného alebo zaloZného servera. V pripade DHCP sa mbze
stat, Ze budt pouzivatelia odpojeni od siete ak ¢as prenajmu ich IP adresy vyprsi pred dokon¢enim procesu aktualizacie.

3Tito vlastnost mo¥no vypniit pridanim panic=0 medzi parametre pri zavadzani systému.
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V opa¢nom vam pripade parameter jadra systemd.unit=emergency.target poskytne root shell
v najblizZSom moZnom momente. Toto sa vSak deje pred pripojenim koreniového stiborového systému s
povoleniami na ¢itanie aj zapis. To budete musiet urobit ruéne pomocou:

# mount —-o remount,rw /

More information on debugging a broken boot under systemd can be found in the Diagnosing Boot
Problems (https://freedesktop.org/wiki/Software/systemd/Debugging/) article.

4.1.5 Pripravte bezpecné prostredie na aktualizaciu

DOLEZITE

@ If you are using some VPN services (such as t i nc) consider that they might not be
available throughout the upgrade process. Please see Oddiel 4.1.3.

In order to gain extra safety margin when upgrading remotely, we suggest that you run upgrade
processes in the virtual console provided by the screen program, which enables safe reconnection and
ensures the upgrade process is not interrupted even if the remote connection process temporarily fails.

4.2 Start from “pure” Debian

The upgrade process described in this chapter has been designed for “pure” Debian stable systems.
APT controls what is installed on your system. If your APT configuration mentions additional sources
besides buster, or if you have installed packages from other releases or from third parties, then to ensure
a reliable upgrade process you may wish to begin by removing these complicating factors.

The main configuration file that APT uses to decide what sources it should download packages from
is /etc/apt/sources.list, but it can also use files in the /etc/apt/sources.list.d/ direc-
tory - for details see sources.list(5) (https://manpages.debian.org//bullseye/apt/sources.
list.5.html). If your system is using multiple source-list files then you will need to ensure they stay
consistent.

4.2.1 Upgrade to Debian 10 (buster)

Direct upgrades from Debian releases older than 10 (buster) are not supported. Display your Debian
version with:

S cat /etc/debian_version

Please follow the instructions in the Release Notes for Debian 10 (https://www.debian.org/releases/
buster/releasenotes) to upgrade to Debian 10 first.

4.2.2 Remove non-Debian packages

Below there are two methods for finding installed packages that did not come from Debian, using eit-
her aptitude or apt-forktracer. Please note that neither of them are 100% accurate (e.g. the aptitude
example will list packages that were once provided by Debian but no longer are, such as old kernel
packages).

’

$ aptitude search ’?narrow(?installed, ?not (?origin (Debian)))
$ apt-forktracer | sort

4.2.3 Upgrade to latest point release

This procedure assumes your system has been updated to the latest point release of buster. If you have
not done this or are unsure, follow the instructions in Oddiel A.1.
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4.2.4 Prepare the package database

You should make sure the package database is ready before proceeding with the upgrade. If you are a
user of another package manager like aptitude or synaptic, review any pending actions. A package
scheduled for installation or removal might interfere with the upgrade procedure. Note that correcting
this is only possible if your APT source-list files still point to buster and not to stable or bullseye; see
Oddiel A.2.

4.2.5 Remove obsolete packages

It is a good idea to remove obsolete packages from your system before upgrading. They may intro-
duce complications during the upgrade process, and can present security risks as they are no longer
maintained.

4.2.6 Clean up leftover configuration files

A previous upgrade may have left unused copies of configuration files; old versions of configuration
files, versions supplied by the package maintainers, etc. Removing leftover files from previous upgrades
can avoid confusion. Find such leftover files with:

# find /etc —-name ’'*.dpkg-*’' -o -name '*.ucf-*’ -0 —-name ’'*.merge-error’

4.2.7 The security section

For APT source lines referencing the security archive, the format has changed slightly along with the
release name, going from buster/updates to bullseye-security; see Oddiel 5.1.2.

4.2.8 Sekcia proposed-updates

If you have listed the proposed-updates section in your APT source-list files, you should remove it
before attempting to upgrade your system. This is a precaution to reduce the likelihood of conflicts.

4.2.9 Neoficialne zdroje

If you have any non-Debian packages on your system, you should be aware that these may be removed
during the upgrade because of conflicting dependencies. If these packages were installed by adding an
extra package archive in your APT source-list files, you should check if that archive also offers packages
compiled for bullseye and change the source item accordingly at the same time as your source items for
Debian packages.

Niektori pouZivatelia m6zu pouZivat neoficidlne spatne portované ,novsie“ verzie balikov, ktoré sti v
Debiane nainstalované na ich systéme buster. Také baliky pravdepodobne sp6sobia problémy pocas ak-
tualizécie, pretoZe moézu mat konfliktné stiibory*. Oddiel 4.5 obsahuje inform4cie o tom, ako sa vyrovnat
s konfliktami ak nastanti.

4.2.10 Vypnite pripeviiovanie balikov APT (APT pinning)

If you have configured APT to install certain packages from a distribution other than stable (e.g. from
testing), you may have to change your APT pinning configuration (stored in /etc/apt/preferences
and /etc/apt/preferences.d/) to allow the upgrade of packages to the versions in the new stable
release. Further information on APT pinning can be found in apt_preferences(5) (https://manpages.
debian.org//bullseye/apt/apt_preferences.5.en.html).

4Systém sprévy balfkov Debianu za beZnych okolnosti neumo#iiuje baliku nahradit stibor, ktory vlastni iny balik, iba ak dany
balik nahrédza tento vlastniaci balik.
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4.2.11 Check package status

Bez ohladu na pouziti metédu aktualizacie sa odportica, aby ste najskor skontrolovali stav vSetkych
balikov a overili, Ze st v stave, aby sa dali aktualizovat. Nasledovny prikaz zobrazi vSetky baliky, ktoré
sd v stave ,napoly inStalovany“ alebo ,konfiguricia zlyhala“ a vSetky ostatné s chybovym stavom.

# dpkg —--—audit

Mozete tiez skontrolovat stav vSetkych balikov na vasom systéme pomocou aptitude alebo pomocou
prikazov ako

# dpkg -1 | pager

alebo

# dpkg —--get-selections ”*” > ~/curr-pkgs.txt

Je Ziaduce odstranit pred aktualizaciou podrZania. Ak je podrZzany niektory z doleZitych balikov,
ktoré sa maja aktualizovat, aktualizicia zlyha.

Note that aptitude uses a different method for registering packages that are on hold than apt and
dselect. You can identify packages on hold for aptitude with

# aptitude search "~ahold”

If you want to check which packages you had on hold for apt, you should use

# dpkg —--get-selections | grep 'hold$’

Ak ste zmenili alebo prekompilovali balik lokdlne a nepremenovali ste ho alebo ste dali do verzie
epochu, musite ho podrzat, aby sa neaktualizoval.
The “hold” package state for apt can be changed using:

# echo package_name hold | dpkg —--set-selections

Stav balika ,,podrzat” zrusite nahradenim prikazu hold prikazom install.
If there is anything you need to fix, it is best to make sure your APT source-list files still refer to
buster as explained in Oddiel A.2.

4.3 Preparing APT source-list files

Before starting the upgrade you must reconfigure APT source-list files (/etc/apt/sources.list
and files under /etc/apt/sources.list.d/) to add sources for bullseye and typically to remove
sources for buster.

APT will consider all packages that can be found via any configured archive, and install the package
with the highest version number, giving priority to the first entry in the files. Thus, if you have multiple
mirror locations, list first the ones on local hard disks, then CD-ROMs, and then remote mirrors.

Na vydanie je ¢asto mozné odkazovat jednak prostrednictvom jeho kddového oznacenia (napr. buster,
bullseye) a jednak jeho stavom (i.e. oldstable, stable, testing, unstable). Ak odkazujete na
vydanie jeho kédovym oznacenim ma to ti vyhodu, Ze vas nikdy neprekvapi nové vydanie a preto je
to tu popisany postup. To samozrejme tieZ znamend, Ze budete musief sledovat ozndmenia o novom
vydani sami. Ak pouZijete namiesto kédového oznacenia stav, po vydani uvidite iba velké mnoZstvo
aktualizacii balikov.

Debian poskytuje dve postové konferencie s ozndmeniami, ktoré vas informuji o relevantnych in-
formdciach tykajtcich sa vydani Debianu.

+ Po prihlaseni sa k odberu postovej konferencie oznameni Debianu (https://lists.debian.
org/debian-announce/) budete dostavat ozndmenie vzdy, ked Debian uvolni nové vydanie.
Napr. ked sa bullseye zmeni zo testing na stable.

* Po prihlaseni sa k odberu postovej konferencie bezpecnostnych ozndmeni (https://lists.
debian.org/debian-security—announce/) budete dostdvat oznamenie vzdy, ked Debian
zverejni ozndmenie tykajlce sa bezpecnosti.
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4.3.1 Pridavanie internetovych zdrojov APT

On new installations the default is for APT to be set up to use the Debian APT CDN service, which should
ensure that packages are automatically downloaded from a server near you in network terms. As this is
a relatively new service, older installations may have configuration that still points to one of the main
Debian Internet servers or one of the mirrors. If you haven’t done so yet, it is recommended to switch
over to the use of the CDN service in your APT configuration.

To make use of the CDN service, add a line like this to your APT source configuration (assuming you
are using main and contrib):

deb http://deb.debian.org/debian bullseye main contrib

After adding your new sources, disable the previously existing “deb” lines by placing a hash sign (#)
in front of them.

However, if you get better results using a specific mirror that is close to you in network terms, this
option is still available.

Debian mirror addresses can be found at https://www.debian.org/distrib/ftplist (look
at the “list of Debian mirrors” section).

Napriklad predpokladajme, Ze vasSe najbliZsie zrkadlo Debianu je http://mirrors.kernel.org.
Ked sa na toto zrkadlo pozriete svojim webovym prehliada¢om, v§imnete si, Ze adresare st organizované
nasledovne:

http://mirrors.kernel.org/debian/dists/bullseye/main/binary-mips64del/...
http://mirrors.kernel.org/debian/dists/bullseye/contrib/binary-mipsé64el/...

To configure APT to use a given mirror, add a line like this (again, assuming you are using main and
contrib):

deb http://mirrors.kernel.org/debian bullseye main contrib

Vsimnite si, Ze ,dists“ sa priddva implicitne a argumenty za ndzvom vydania sa pouZiju na dopl-
nenie cesty o viaceré adresare.
Again, after adding your new sources, disable the previously existing archive entries.

4.3.2 Pridanie zdrojov APT lokalneho zrkadla

Instead of using remote package mirrors, you may wish to modify the APT source-list files to use a
mirror on a local disk (possibly mounted over NFS).
Napriklad, ak méte zrkadlo balikov vo /var/local/debian/ a adresarova Struktira je nasledovna:

/var/local/debian/dists/bullseye/main/binary-mips64el/. ..
/var/local/debian/dists/bullseye/contrib/binary-mips6del/. ..

Pridanim nasledovného riadka do stiboru sources.1list ho moéZete pouzit v systéme apt:

deb file:/var/local/debian bullseye main contrib

Vsimnite si, Ze ,dists” sa prid4dva implicitne a argumenty za ndzvom vydania sa pouZiji na dopl-
nenie cesty o viaceré adresére.

After adding your new sources, disable the previously existing archive entries in the APT source-list
files by placing a hash sign (#) in front of them.

4.3.3 Pridanie zdrojov APT z optickych médii

If you want to use only DVDs (or CDs or Blu-ray Discs), comment out the existing entries in all the APT
source-list files by placing a hash sign (#) in front of them.

Uistite sa, Ze sa v stibore /etc/fstab nachadza riadok, ktory umoziuje pripojit vasu mechaniku
CD-ROM na pripojny bod /media/cdrom. Napriklad, ak je vaSa mechanika CD-ROM /dev/sr0, /etc/
fstab by mal obsahovat takyto riadok:

/dev/sr0 /media/cdrom auto noauto,ro 0 0

Pamitajte, Ze medzi slovami noauto, ro v §tvrtom poli nesm byt Ziadne medzery.
Overte, Ze to funguje tak, Ze vloZite CD a skdsite spustif
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# mount /media/cdrom # this will mount the CD to the mount point
ls —alF /media/cdrom # this should show the CD’s root directory
# umount /media/cdrom # this will unmount the CD

B

Potom spustite:

# apt-cdrom add

pre kazdé binarne CD Debianu, ktoré mate, ¢im sa pridaji idaje o kaZzdom CD do databazy APT.

4.4 Aktualizacia balikov

The recommended way to upgrade from previous Debian releases is to use the package management
tool apt.

POZNAMKA

apt is meant for interactive use, and should not be used in scripts. In scripts one
should use apt-get, which has a stable output better suitable for parsing.

Nezabudnite pripojit vSetky potrebné diskové oblasti (predovsetkym koreriovi oblast a oblast obsa-
hujticu /usr) na zapis pomocou prikazu ako:

# mount -o remount,rw /mountpoint
Next you should double-check that the APT source entries (in /etc/apt/sources.list and files

under /etc/apt/sources.list.d/) refer either to “bullseye” or to “stable”. There should not
be any sources entries pointing to buster.

POZNAMKA

Riadky zdrojov softvéru tykajuce sa CD-ROM moézu niekedy odkazovat na

»~unstable"; a hoci to méze byt matice, nemali by ste to menit.

4.4.1 Nahranie relacie prikazového riadka

Dorazne sa odportca pouzit program /usr/bin/script na zaznamenanie priebehu reléacie aktualizacie.
Ak sa potom vyskytne problém, budete mat zdznam toho, ¢o sa stalo a ak to bude potrebné, budete
schopni poskytntt presné informécie pri hlaseni chyby. Zaznamenavanie spustite prikazom:

# script -t 2>~/upgrade-bullseyestep.time -a ~/upgrade-bullseyestep.script

alebo podobnym. Ak budete musiet znova spustit zadznam (napr. ak musite reStartovat systém), po-
uzite ind hodnotu krok na rozliSenie, ktory krok aktualizicie zaznamenavate. Neukladajte stibor so
zdznamom do odkladacieho adresdra ako /tmp ¢i /var/tmp (stbory v tychto adresdroch mézu byt
pocas aktualizacie alebo akéhokolvek restartu zmazané).

Zéaznam vam tieZ umozZni skontrolovat informacie, ktoré sa posunuli mimo obrazovky. Ak ste na
konzole systému, staci prepnit na druhy virtualny terminal (pomocou Alt+ F2) a po prihlaseni pouzit
na zobrazenie siiboru less -R ~root/upgrade-bullseye.script.

Po dokonceni aktualizacie mébZete zastavif script napisanim exit na prikazovom riadku.

apt will also log the changed package states in /var/log/apt/history.log and the terminal
output in /var/log/apt/term. log. dpkg will, in addition, log all package state changes in /var/
log/dpkg. log. If you use aptitude, it will also log state changes in /var/log/aptitude.

Ak ste pouzili volbu -t prikazu script, méZete pouZit program scriptreplay na opitovné prehranie
celej relacie:
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# scriptreplay ~/upgrade-bullseyestep.time ~/upgrade-bullseyestep.script

4.4.2 Aktualizacia zoznamu balikov

Najprv je potrebné stiahnut zoznam dostupnych balikov nového vydania. To spravite prikazom:

# apt update

POZNAMKA

Users of apt-secure may find issues when using aptitude or apt-get. For apt-get,
you can use apt-get update --allow-releaseinfo-change.

4.4.3 Uistite sa, Ze na aktualiziaciu mate dost miesta na disku

Pred aktualizaciou systému sa musite uistif, Ze mate dostatok miesta na disku nez zacnete tiplnt aktu-
alizaciu systému ako ju popisuje Oddiel 4.4.5. Vsetky baliky potrebné na instalaciu sa najprv stiahnu zo
siete a uloZia do adreséra /var/cache/apt/archives (a pocas stahovania do podadresarapartial/),
takZe sa musite uistif, Ze méte na oblasti, ktord obsahuje /var/ dostatok miesta na stiahnutie balikov,
ktoré sa budd instalovat. Po stiahnuti pravdepodobne bude potrebné d'alSie miesto na disku v inych ob-
dat) ako aj novych balikov, ktoré sa stiahnu pocas aktualizacie. Ak vas systém nebude mat dostato¢né
miesto na disku, mo6Zete skoncit s netplnou aktualiziciou, z ¢oho je tazké systém zotavit.

apt can show you detailed information about the disk space needed for the installation. Before
executing the upgrade, you can see this estimate by running:

# apt -o APT::Get::Trivial-Only=true full-upgrade

[ 000 ]

XXX upgraded, XXX newly installed, XXX to remove and XXX not upgraded.
Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

POZNAMKA

doévodov popisanych v dalSich ¢astiach. V takom pripade budete musiet pockat,
kym sa vykona minimalna aktualizacia systému podla Oddiel 4.4.4 a aktualizovat
jadro pred spustenim tohto prikazu na odhad miesta na disku.

Spustenie tohto prikazu na zaciatku aktualizacie méze zobrazit’ chybovu spravu z

If you do not have enough space for the upgrade, apt will warn you with a message like this:

E: You don’t have enough free space in /var/cache/apt/archives/.
V takejto situdcii vopred uvolnite miesto na disku. MozZete:

« Remove packages that have been previously downloaded for installation (at /var/cache/apt/
archives). Cleaning up the package cache by running apt clean will remove all previously
downloaded package files.

» Remove forgotten packages. If you have used aptitude or apt to manually install packages in
buster it will have kept track of those packages you manually installed, and will be able to mark
as redundant those packages pulled in by dependencies alone which are no longer needed due to
a package being removed. They will not mark for removal packages that you manually installed.
To remove automatically installed packages that are no longer used, run:
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# apt autoremove

Na néjdenie zastaralych balikov moézZete tiez pouzit debfoster alebo cruft. Nemali by ste baliky,
ktoré vam tieto nastroje najdu iba slepo odstranovat, obzvlast ak pouzivate agresivne nestandardné
volby, ktoré Casto oznacia aj pouZivané baliky. Dorazne sa odportica, aby ste manualne skontro-
lovali baliky navrhnuté na odstranenie (t.j. ich obsah, vel'kost a popis) nez ich nechate odstranit.

+ Odstrante baliky, ktoré zaberajt prilis mnoho miesta a momentélne nie st potrebné (po aktualiza-
cii ich méZete vZidy nainstalovat). Ak méate nainstalovany popularity-contest, mbZete pouZif
prikaz popcon-largest-unused na vypisanie zoznamu balikov, ktoré nepouZzivate a ktoré zabe-
rajli najviac miesta. Baliky, ktoré len zaberaji najviac miesta na disku ndjdete pomocou dpigs
(dostupné v baliku debian—-goodies) alebo wajig (prikazom wajig size). TieZ sa daji najst
pomocou aptitude. Spustite aptitude v celoobrazovkovom reZime, vyberte Pohl'ady — Novy
Plochy Zoznam Balikov, stlacte 1 a zadajte ~ i, potom stlaCte S a zadajte ~installsize. To vdm
da sikovny zoznam, s ktorym moZete d’alej pracovat.

+ Odstranit preklady a lokaliza¢né stibory zo systému, ak nie st potrebné. MoZete nainstalovat balik
localepurge a nastavit ho, aby ponechal na systéme iba niekol'ko vybranych locales. Tym sa
zniZi vyuZité miesto na disku, ktoré zabera /usr/share/locale.

 Docasne presuntf na iny systém alebo natrvalo odstranit systémové zaznamy nachadzajice sa vo
/var/log/.

 Pouzit doCasny adresar /var/cache/apt/archives: MoZete pouzit docasny adresar pre vy-
rovnavaciu paméit na inom siborovom systéme (USB pamif, doCasny pevny disk, uz pouzivany
stborovy systém, ...).

POZNAMKA

Nepouzivajte pripojny bod NFS, pretoze sietové pripojenie sa mdze pocas
aktualizacie prerusit.

Napriklad, ak mate USB pamit pripojenti na /media/usbkey:

1. odstrante baliky, ktoré boli doteraz stiahnuté na instalaciu:

# apt clean

2. skopirujte adresar /var/cache/apt/archives na USB pamit:

# cp —ax /var/cache/apt/archives /media/usbkey/

3. pripojte docasny adresar vyrovnavacej paméte balikov na aktuélny:

# mount —--bind /media/usbkey/archives /var/cache/apt/archives

4. po aktualizacii obnovte pdévodny adresér /var/cache/apt/archives:

# umount /var/cache/apt/archives

5. odstréiite zostdvajice /media/usbkey/archives.

Docasny adresar vyrovnavacej paméte balikov méZete vytvorit na Tubovolnom pripojenom stibo-
rovom systéme.

+ Vykonat minimélnu aktualizaciu systému (pozri Oddiel 4.4.4) alebo Ciastoéné aktualizacie sys-
tému nasledované dplnou aktualizaciou. To umozni aktualizovat systém po Castiach a umozni
vam vydistit vyrovnavaciu pamaét balikov pred tplnou aktualiziciou.

Note that in order to safely remove packages, it is advisable to switch your APT source-list files back
to buster as described in Oddiel A.2.
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4.4.4 Minimalna aktualizicia systému

DOLEZITE

@ If you are upgrading remotely, be aware of Oddiel 5.1.22.

V niektorych pripadoch mdZe priame spustenie tiplnej aktualizacie odstranit velké mnozstvo balikov,
ktoré si chcete ponechat. Preto odporiicame dvojfazovy proces aktualizicie. V prvej fadze minimalnu
aktualizaciu, aby sa vyriesili tieto konflikty a nasledne Gplna aktualiziciu ako popisuje Oddiel 4.4.5.

Najprv spustite:

# apt upgrade —--without-new-pkgs

Toto aktualizuje tie baliky, ktoré je mozné aktualizovat bez nutnosti odstrdnenia alebo inStalacie
inych balikov.

Minimalna aktualizicia systému tieZ méZe byf uZitoéné v pripade, ked ma systém malo miesta a
Gplnd aktualiziciu nemozno spustif z dévodu obmedzeného miesta.

If the apt-1istchanges package is installed, it will (in its default configuration) show important
information about upgraded packages in a pager after downloading the packages. Press q after reading
to exit the pager and continue the upgrade.

4.4.5 Aktualizacia systému

Po dokonceni tychto krokov budete pripraveny pokracovat v hlavnej ¢asti aktualizacie. Spustite:

# apt full-upgrade

Tym sa vykond kompletné aktualizicia systému, nainStaluja sa najnovsie dostupné verzie vSetkych
balikov a vyrieSia sa vSetky mozné zmeny zavislosti medzi balikmi v réznych vydaniach. Ak je to po-
trebné, nainstaluji sa niektoré nové baliky (zvyCajne nové verzie kniZnic a premenované baliky) a od-
strania sa vSetky konfliktné zastaralé baliky.

Pri aktualizacii z diskov CD/DVD/BD vés systém poZziada o vloZenie niektorych konkrétnych diskov
niekol'kokrat pocas aktualizacie. Je mozné, Ze budete musief vlozit rovnaky disk viac nez raz; to je z
dovodu navzdjom zavisiacich balikov, ktoré sa nachddzaji na réznych diskoch.

New versions of currently installed packages that cannot be upgraded without changing the install
status of another package will be left at their current version (displayed as “held back”). This can be
resolved by either using aptitude to choose these packages for installation or by trying apt install
package.

4.5 Mozné problémy pocas aktualizacie

Nasledovné oddiely popisuji zname problémy, ktoré sa m6zu vyskytnif pri aktualizacii na bullseye.

4.5.1 Dist-upgrade zlyha s chybou ,Nebolo mozZné vykonat okamzita konfigu-
raciu“
In some cases the apt full-upgrade step can fail after downloading packages with:

E: Could not perform immediate configuration on ’'package’. Please see man 5 apt. ¢
conf under APT::Immediate-Configure for details.

If that happens, running apt full-upgrade -o APT::Immediate-Configure =0 instead should allow
the upgrade to proceed.

Another possible workaround for this problem is to temporarily add both buster and bullseye sources
to your APT source-list files and run apt update.
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4.5.2 Ocakavané odstranenia

Proces aktualizicie na bullseye méZe pozadovat odstranenie balikov zo systému. Presny zoznam bali-
kov bude zévisiet na mnoZzine balikov, ktori mate nainstalovant. Tieto pozndmky k vydaniu poskytuji
vSeobecné rady o metdde, ktorti by ste mali zvolit, ale ak mate pochybnosti, odporiicame aby ste pre-
skiimali odstranenie ktorych balikov je navrhnuté v kazdej z metéd. Dalsie informéacie o balikoch, ktoré
boli v bullseye oznacené ako zastarané najdete v casti Oddiel 4.8.

4.5.3 Cykly Konfliktov alebo Predzavislosti

Sometimes it’s necessary to enable the APT: :Force-LoopBreak option in APT to be able to tempo-
rarily remove an essential package due to a Conflicts/Pre-Depends loop. apt will alert you of this and
abort the upgrade. You can work around this by specifying the option -0 APT: :Force-LoopBreak=1
on the apt command line.

It is possible that a system’s dependency structure can be so corrupt as to require manual intervention.
Usually this means using apt or

# dpkg ——-remove package_name

na odstranenie niektorych z konfliktnych balikov alebo

# apt —-f install
# dpkg --configure --pending

V extrémnych pripadoch budete musiet vyniitif reinstalaciu prikazom typu

# dpkg --install /path/to/package_name.deb

4.5.4 Konflikty stiborov

Konflikty stiborov by sa nemali vyskytnif ak aktualizujete z ,,¢istého“ systému buster, ale m6Zu sa vyskyt-
nuf ak mate nainstalované neoficialne spatné porty (backports). Konflikt stiborov sa prejavi nasledovnou
chybou:

Unpacking <package-foo> (from <package-foo-file>)

dpkg: error processing <package-foo> (-—-install):

trying to overwrite ‘<some-file-name>’,

which is also in package <package-bar>

dpkg-deb: subprocess paste killed by signal (Broken pipe)
Errors were encountered while processing:

<package—-foo>

Mozete sa pokisit vyriesit konflikt stiborov tym, Ze nasilu odstranite balik uvedeny na poslednom
riadku chybovej spravy:

# dpkg —-r ——-force-depends package_name

After fixing things up, you should be able to resume the upgrade by repeating the previously desc-
ribed apt commands.

4.5.5 Zmeny v konfiguracii

Pocas aktualizacie dostanete otazky tykajlce sa konfiguracie alebo rekonfiguracie niekol'kych balikov.
Po otazke, ¢i nejaky stbor z adresdra /etc/init.d alebo /etc/manpath.config ma byt nahradeny
verziou od spravcu balika je zvycajne potrebné odpovedat ,4dno“, aby ste zaistili konzistenciu systému.
Kedykol'vek méZete vratit starSie verzie, pretoZe sa uloZia s priponou .dpkg—old.

Ak si nie ste isty, ¢o mate robit, zapiSte si meno balika alebo stiboru a veci vyrieste neskoér. Ak chcete
skontrolovat informacie, ktoré boli na obrazovke pocas aktualizacie, m6Zete hladat v stibore zaznamu
relécie.
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4.5.6 Zmena relacie na konzolu

If you are running the upgrade using the system’s local console you might find that at some points
during the upgrade the console is shifted over to a different view and you lose visibility of the upgrade
process. For example, this may happen in systems with a graphical interface when the display manager
is restarted.

Na navrat na konzolu s beZiacou aktualizaciou budete musiet pouZif Ctrl + Alt + F1 (ak ste na grafickej
Startovacej obrazovke) alebo Alt+F1 (ak ste na lokalnej obrazovke v textovom reZme), ¢o vas prepne
spat na virtudlny termindl 1. Nahradte F1 funkénym klavesom s ¢islom zodpovedajicim virtudlnemu
terminalu, na ktorom bezala aktualizacia. TieZ mbZete pouzit Alt + Sipka vlavo alebo Alt+ Sipka vpravo
na prepinanie medzi susednymi terminalmi v textovom rezime.

4.6 Aktualizacia jadra a stuvisiacich balikov

Tato Cast vysvetluje ako aktualizovaf vase jadro a identifikuje moZné problémy tykajilice sa tejto ak-
tualizacie. MoZete bud nainsStalovaf jeden z balikov 1inux-image-*, ktoré poskytuje Debian alebo
skompilovat prispésobené jadro zo zdrojovych stiborov.

Pamitajte, Ze vela informacii v tejto Casti je zaloZenych na predpoklade, Ze budete pouzivat jedno
z modularnych jadier v Debiane spolu s initramfs-tools a udev. Ak sa rozhodnete pouZit prispo-
sobené jadro, ktoré nevyZaduje initrd alebo pouZijete iny nastroj na tvorbu initrd, niektoré z tychto
informécii sa vas nemusia tykat.

4.6.1 InStalacia metabalika jadra

When you full-upgrade from buster to bullseye, it is strongly recommended that you install a linux-
image-* metapackage, if you have not done so before. These metapackages will automatically pull in a
newer version of the kernel during upgrades. You can verify whether you have one installed by running:

# dpkg -1 ”linux—-image*” | grep "“ii | grep -i meta

Ak nevidite ziadny vystup, budete musiet nainstalovat novy balik linux-image ru¢ne alebo nain-
Stalovaf niektory z metabalikov linux-image. Zoznam dostupnych metabalikov linux-image uvidite po
spusteni:

# apt-cache search linux-image- | grep —-i meta | grep -v transition

If you are unsure about which package to select, run uname -r and look for a package with a similar
name. For example, if yousee “4.9.0-8-amd64”, it is recommended that you install 1inux-image-amdé64.
You may also use apt to see a long description of each package in order to help choose the best one
available. For example:

# apt show linux-image-amdé64

You should then use apt install to install it. Once this new kernel is installed you should reboot
at the next available opportunity to get the benefits provided by the new kernel version. However, please
have a look at Oddiel 5.1.24 before performing the first reboot after the upgrade.

For the more adventurous there is an easy way to compile your own custom kernel on Debian. Install
the kernel sources, provided in the 1inux-source package. You can make use of the deb-pkg target
available in the sources’ makefile for building a binary package. More information can be found in the
Debian Linux Kernel Handbook (https://kernel-team.pages.debian.net/kernel-handbook/),
which can also be found as the debian-kernel-handbook package.

If possible, it is to your advantage to upgrade the kernel package separately from the main full-upgrade
to reduce the chances of a temporarily non-bootable system. Note that this should only be done after
the minimal upgrade process described in Oddiel 4.4.4.

4.7 Priprava na d'alSie vydanie

Po aktualizacii mo6zete urobif niekol'ko veci, ktorymi sa pripravite na d'alSie vydanie.
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+ Odstrante nadbyto¢né alebo zastaralé baliky ako popisuje Oddiel 4.4.3 a Oddiel 4.8. Mali by
ste skontrolovaft, ktoré konfigura¢né stbory pouZivaji a zvazif vycistenie konfiguricie balikov
(purge), aby sa odstrénili ich konfigura¢né stibory. Pozri aj Oddiel 4.7.1.

4.7.1 Vydistenie (purge) odstranenych balikov

Vo vSeobecnosti sa odportca na vycistenie odstranenych balikov. To plati najmé, ak boli baliky odstra-
nené v predchadzajicich aktualizacidch vydania (napr. pocas aktualizacie na buster) alebo pochadzajti
od tretich stran. Najma o starych skriptoch init.d je zndme, Ze spésobujt problémy.

VYSTRAHA

@ Vydcistenie balika zvy€ajne vymaze jeho subory protokolu, preto si ich najskér za-
lohujte.

Nasledovny prikaz zobrazi zoznam vsetkych odstrdnenych balikov, ktoré mohli zanechat v systéme
konfigura¢né stbory (ak ich pouzivaji):

# dpkg -1 | awk ’'/“rc/ { print $2 }’

The packages can be removed by using apt purge. Assuming you want to purge all of them in one
g0, you can use the following command:

# apt purge $(dpkg -1 | awk ’'/“rc/ { print $2 }’)

Ak pouzivate apt itude, mbZete pouzif aj nasledovni alternativu k vysSie uvedenym prikazom:

# aptitude search ’~c’
# aptitude purge ’

’

~C

4.8 Zastaralé baliky

Okrem toho, Ze bullseye prindsa mnoho novych balikov, tiez odstrafiuje dost vela starych balikov, ktoré
obsahovalo vydanie buster. Neposkytuje pre tieto zastaralé baliky Ziadnu aktualiza¢nt cestu. Hoci vam
ni¢ nebrani nad’alej pouzivat zastarané baliky, projekt Debian zvycajne prestane poskytovat podporu
bezpec¢nostnych aktualizécii jeden rok po vydani bullseye® a medzitym zvy¢ajne neposkytuje int pod-
poru. Preto sa odporti¢a nahradit ich alternativami ak st nejaké dostupné.

Existuje mnoho dévodov, pre¢o mo6zu byt baliky z distriblcie odstranené: ich pdvodny autor ich
uZ nespravuje; ich sprava uz nezaujima vyvojara Debianu; funkcionalitu, ktort poskytuji nahradil iny
softvér (alebo novsia verzia); alebo uz sa nepovazuji za vhodné vo vydani bullseye z dévodu chyb. V
poslednom pripade mézZe distribicia ,,unstable nad'alej obsahovat tieto baliky.

Some package management front-ends provide easy ways of finding installed packages that are no
longer available from any known repository. The aptitude textual user interface lists them in the cate-
gory “Obsolete and Locally Created Packages”, and they can be listed and purged from the commandline
with:

# aptitude search ’'~o’
# aptitude purge ’

~0 ’
Systém sledovania chyb Debianu (https://bugs.debian.org/) ¢asto poskytne d'alsie informacie
o tom, preco bol balik odstraneny. Mali by ste si precitat archivované hlasenia chyb samotného balika
aj archivované hlasenia chyb pseudobalika ftp.debian.org (https://bugs.debian.org/cgi-bin/
pkgreport.cgi?pkg=ftp.debian.org&archive=yes).
Zoznam zastaralych balikov v Bullseye néjdete v Oddiel 5.3.1.

5Alebo ak dovtedy nenastane d'alie vydanie. Zvy¢ajne st zakazdym podporované sti¢asne iba dve stabilné vydania.
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4.8.1 Transitional dummy packages

Some packages from buster may have been replaced in bullseye by transitional dummy packages, which
are empty placeholders designed to simplify upgrades. If for instance an application that was formerly a
single package has been split into several, a transitional package may be provided with the same name
as the old package and with appropriate dependencies to cause the new ones to be installed. After this
has happened the redundant dummy package can be safely removed.

The package descriptions for transitional dummy packages usually indicate their purpose. However,
they are not uniform; in particular, some “dummy” packages are designed to be kept installed, in order
to pull in a full software suite, or track the current latest version of some program. You might also find
deborphan with the -—guess-* options (e.g. ——guess—-dummy) useful to detect transitional dummy
packages on your system.
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Kapitola 5

Problémy vyskytujace sa v bullseye

Niekedy maji zmeny zavedené v novom vydani vedlajsie ti¢inky, ktorym sa nedokaZeme rozumne vy-
hnf alebo by spdsobili objavenie chyb inde. Tu dokumentujeme problémy, ktorych sme si vedomi. TieZ
si prosim precitajte errata, dokumentéciu relevantnych balikov, hlasenia o chybach a d'alSie informécie,
ktoré spomina Oddiel 6.1.

5.1 Polozky tykajtce sa aktualizacie na bullseye

Tato Cast pokryva poloZzky tykajtice sa aktualizacie z buster na bullseye

5.1.1 The XFS file system no longer supports barrier/nobarrier option

Support for the barrier and nobarrier mount options has been removed from the XFS file system.
It is recommended to check /etc/fstab for the presence of either keyword and remove it. Partitions
using these options will fail to mount.

5.1.2 Changed security archive layout

For bullseye, the security suite is now named bullseye-security instead of codename/updates
and users should adapt their APT source-list files accordingly when upgrading.
The security line in your APT configuration may look like:

deb https://deb.debian.org/debian-security bullseye-security main contrib

If your APT configuration also involves pinning or APT: :Default-Release, it is likely to require
adjustments as the codename of the security archive no longer matches that of the regular archive. An
example of a working APT: :Default-Release line for bullseye looks like:

APT::Default—-Release ”/“bullseye (|-security|-updates)$/”;

which takes advantage of APT’s support for regular expressions (inside /).

5.1.3 Password hashing uses yescrypt by default

The default password hash for local system accounts has been changed (https://tracker.debian.
org/news/1226655/accepted-pam-140-3-source—-into-unstable/) from SHA-512 to yesc-
rypt (https://www.openwall.com/yescrypt/) (seecrypt(5) (https://manpages.debian.org/
/bullseye/libcrypt-dev/crypt.5.html)). This is expected to provide improved security against
dictionary-based password guessing attacks, in terms of both the space and time complexity of the attack.

To take advantage of this improved security, change local passwords; for example use the passwd
command.

Old passwords will continue to work using whatever password hash was used to create them.

Yescrypt is not supported by Debian 10 (buster). As a result, shadow password files (/etc/shadow)
cannot be copied from a bullseye system back to a buster system. If these files are copied, passwords
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that have been changed on the bullseye system will not work on the buster system. Similarly, password
hashes cannot be cut&pasted from a bullseye to a buster system.

If compatibility is required for password hashes between bullseye and buster, modify /etc/pam.
d/common-password. Find the line that looks like:

password [success=1 default=ignore] pam_unix.so obscure yescrypt

and replace yescrypt with sha512.

5.1.4 NSS NIS and NIS + support require new packages

NSS NIS and NIS + support has been moved to separate packages called 1ibnss-nisand libnss-nisplus.
Unfortunately, glibc can’t depend on those packages, so they are now only recommended.

On systems using NIS or NIS +, it is therefore recommended to check that those packages are correctly
installed after the upgrade.

5.1.5 Config file fragment handling in unbound

The DNS resolver unbound has changed the way it handles configuration file fragments. If you are
relying on an include: directive to merge several fragments into a valid configuration, you should
read the NEWS file (https://sources.debian.org/src/unbound/bullseye/debian/NEWS/).

5.1.6 rsync parameter deprecation

The rsync parameter —-—-noatime has been renamed --open-noatime. The old form is no longer
supported; if you are using it you should see the NEWS file (https://sources.debian.org/src/
rsync/bullseye/debian/rsync.NEWS/). Transfer processes between systems running different
Debian releases may require the buster side to be upgraded to a version of rsync from the backports
(https://backports.debian.org/) repository. The version of rsync in the initial release of bull-
seye also deprecated ——copy-devices in favor of —-—write—devices, but version 3.2.3-4+deb11ul
(included in bullseye point release 11.1) reverts this deprecation and supports both options.

5.1.7 Vim addons handling

The addons for vim historically provided by vim-scripts are now managed by Vim’s native “package”
functionality rather than by vim-addon-manager. Vim users should prepare before upgrading by
following the instructions in the NEWS file (https://sources.debian.org/src/vim-scripts/
bullseye/debian/NEWS/).

5.1.8 OpenStack and cgroups v1

OpenStack Victoria (released in bullseye) requires cgroup v1 for block device QoS. Since bullseye also

changes to using cgroupv2 by default (see Oddiel 2.2.4), the sysfs tree in /sys/fs/cgroup will not

include cgroup v1 features such as /sys/fs/cgroup/blkio, and as a result cgcreate -g blkio:foo will

fail. For OpenStack nodes running nova-compute or cinder—volume, it is strongly advised to add the

parameters systemd.unified_cgroup_hierarchy=falseand systemd.legacy_systemd_cgroup_controller
to the kernel command line in order to override the default and restore the old cgroup hierarchy.

5.1.9 OpenStack API policy files

Following upstream’s recommendations, OpenStack Victoria as released in bullseye switches the OpenS-
tack API to use the new YAML format. As a result, most OpenStack services, including Nova, Glance, and
Keystone, appear broken with all of the API policies written explicitly in the policy. json files. The-
refore, packages now come with a folder /etc/PROJECT/policy.d containing a file 00_default_
policy.yaml, with all of the policies commented out by default.

To avoid the old policy. json file staying active, the Debian OpenStack packages now rename that
file as disabled.policy.json.old. In some cases where nothing better could be done in time for
the release the policy. json is even simply deleted. So before upgrading, it is strongly advised to back
up the policy. json files of your deployments.
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More details are available in the upstream documentation (https://governance.openstack.
org/tc/goals/selected/wallaby/migrate-policy-format-from-json—-to-yaml.html).

5.1.10 sendmail downtime during upgrade

In contrast to normal upgrades of sendmail, during the upgrade of buster to bullseye the sendmail
service will be stopped, causing more downtime than usual. For generic advice on reducing downtime
see Oddiel 4.1.3.

5.1.11 FUSE 3

Some packages including gvfs-fuse, kio-fuse, and sshfs have switched to FUSE 3. During upgra-
des, this will cause fuse3 to be installed and fuse to be removed.

In some exceptional circumstances, e.g., when performing the upgrade by only running apt-get dist-
upgrade instead of the recommended upgrade steps from Kapitola 4, packages depending on fuse3
might be kept back during upgrades. Running the steps discussed in Oddiel 4.4.5 again with bullseye’s
apt or upgrading them manually will resolve the situation.

5.1.12 GnuPG options file

Starting with version 2.2.27-1, per-user configuration of the GnuPG suite has completely moved to
~/ .gnupg/gpg.conf, and ~/ . gnupg/options isno longer in use. Please rename the file if necessary,
or move its contents to the new location.

5.1.13 Linux enables user namespaces by default

From Linux 5.10, all users are allowed to create user namespaces by default. This will allow programs
such as web browsers and container managers to create more restricted sandboxes for untrusted or
less-trusted code, without the need to run as root or to use a setuid-root helper.

The previous Debian default was to restrict this feature to processes running as root, because it
exposed more security issues in the kernel. However, as the implementation of this feature has matured,
we are now confident that the risk of enabling it is outweighed by the security benefits it provides.

If you prefer to keep this feature restricted, set the sysctl:

user.max_user_namespaces = 0

Note that various desktop and container features will not work with this restriction in place, including
web browsers, WebKitGTK, Flatpak and GNOME thumbnailing.

The Debian-specific sysctl kernel .unprivileged_userns_clone=0 has a similar effect, but is
deprecated.

5.1.14 Linux disables unprivileged calls to bpf() by default

From Linux 5.10, Debian disables unprivileged calls to bpf() by default. However, an admin can still
change this setting later on, if needed, by writing 0 or 1 tothe kernel .unprivileged_bpf_disabled
sysctl.

If you prefer to keep unprivileged calls to bpf() enabled, set the sysctl:

kernel .unprivileged_bpf_disabled = 0

For background on the change as default in Debian see bug 990411 (https://bugs.debian.
org/990411) for the change request.

5.1.15 redmine missing in bullseye

The package redmine is not provided in bullseye, as it was too late migrating over from the old version
of rails which is at the end of upstream support (receiving fixes for severe security bugs only) to the
version which is in bullseye. The Ruby Extras Maintainers are following upstream closely and will be
releasing a version via backports (https://backports.debian.org/) as soon as it is released and
they have working packages. If you can’t wait for this to happen before upgrading, you can use a VM
or container running buster to isolate this specific application.
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5.1.16 Exim 4.94

Please consider the version of Exim in bullseye a major Exim upgrade. It introduces the concept of
tainted data read from untrusted sources, like e.g. message sender or recipient. This tainted data (e.g.
$local_part or $Sdomain) cannot be used among other things as a file or directory name or command
name.

This will break configurations which are not updated accordingly. Old Debian Exim configuration
files also will not work unmodified; the new configuration needs to be installed with local modifications
merged in.

Typical nonworking examples include:

* Deliveryto /var/mail/$local_part.Use $local_part_data in combination with check_local_user.
+ Using

data = ${lookup{S$local_part}lsearch{/some/path/$domain/aliases}}

instead of

data = ${lookup{S$local_part}lsearch{/some/path/$domain_data/aliases}}

for a virtual domain alias file.

The basic strategy for dealing with this change is to use the result of a lookup in further processing
instead of the original (remote provided) value.

To ease upgrading there is a new main configuration option to temporarily downgrade taint errors
to warnings, letting the old configuration work with the newer Exim. To make use of this feature add

.ifdef _OPT_MAIN_ALLOW_INSECURE_TAINTED_DATA
allow_insecure_tainted_data = yes
.endif

to the Exim configuration (e.g. to /etc/exim4/exim4.conf.localmacros) before upgrading
and check the logfile for taint warnings. This is a temporary workaround which is already marked for
removal on introduction.

5.1.17 SCSI device probing is non-deterministic

Due to changes in the Linux kernel, the probing of SCSI devices is no longer deterministic. This could
be an issue for installations that rely on the disk probing order. Two possible alternatives using links in
/dev/disk/by-path or a udev rule are suggested in this mailing list post (https://lore.kernel.
org/lkml/59%9eedd28-25d4-7899-7c3c-89fe7£fdd4b43Racm.org/).

5.1.18 rdiff-backup require lockstep upgrade of server and client

The network protocol of versions 1 and 2 of rdiff-backup are incompatible. This means that you
must be running the same version (either 1 or 2) of rdiff-backup locally and remotely. Since buster
ships version 1.2.8 and bullseye ships version 2.0.5, upgrading only the local system or only the remote
system from buster to bullseye will break rdi f f-backup runs between the two.

Version 2.0.5 of rdiff-backup is available in the buster-backports archive, see backports (https:
//backports.debian.org/). This enables users to first upgrade only the rdiff-backup package
on their buster systems, and then independently upgrade systems to bullseye at their convenience.

5.1.19 Intel CPU microcode issues

The intel-microcode package currently in bullseye and buster-security (see DSA-4934-1 (https:
//www.debian.org/security/2021/dsa-4934)) is known to contain two significant bugs. For
some CoffeeLake CPUs this update may break network interfaces (https://github.com/intel/
Intel-Linux—-Processor-Microcode-Data-Files/issues/56)thatuse firmware—iwlwifi,
and for some Skylake RO/DO CPUs on systems using a very outdated firmware/BIOS, the system may
hang on boot (https://github.com/intel/Intel-Linux-Processor-Microcode-Data-Files/
issues/31).
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If you held back the update from DSA-4934-1 due to either of these issues, or do not have the security
archive enabled, be aware that upgrading to the intel-microcode package in bullseye may cause your
system to hang on boot or break iwlwifi. In that case, you can recover by disabling microcode loading
on boot; see the instructions in the DSA, which are also in the intel-microcode README.Debian.

5.1.20 Upgrades involving libgclc2 need two runs

Packages that depend on 1ibgclc?2 in buster (e.g. guile-2.2-1ibs) may be held back during the
first full upgrade run to bullseye. Doing a second upgrade normally solves the issue. The background of
the issue can be found in bug #988963 (https://bugs.debian.org/988963).

5.1.21 fail2ban can’t send e-mail using mail from bsd-mailx

The fail2ban package can be configured to send out e-mail notifications. It does that using mail, which

is provided by multiple packages in Debian. A security update (needed on systems that use mail from
mailutils)just before the release of bullseye broke this functionality for systems that have mail provi-

ded by bsd-mailx. Users of fail2ban in combination with bsd-mailx who wish fail2ban to send

out e-mail should either switch to a different provider for mail or manually unapply the upstream com-

mit (https://github.com/fail2ban/fail2ban/commit/410a6ce5c80dd981c22752da034£2529b5eee8
(which inserted the string ”-E ’set escape’in multiple places under /etc/fail2ban/action.

d/).

5.1.22 No new SSH connections possible during upgrade

Although existing Secure Shell (SSH) connections should continue to work through the upgrade as usual,
due to unfortunate circumstances the period when new SSH connections cannot be established is longer
than usual. If the upgrade is being carried out over an SSH connection which might be interrupted, it’s
recommended to upgrade openssh-server before upgrading the full system.

5.1.23 Open vSwitch upgrade requires interfaces(5) change
The openvswitch upgrade may fail to recover bridges after boot. The workaround is:

sed -i s/"allow-ovs/auto/ /etc/network/interfaces

For more info, see bug #989720 (https://bugs.debian.org/989720).

5.1.24 Co urobif po aktualizicii pred re§tartom

When apt full-upgrade has finished, the “formal” upgrade is complete. For the upgrade to bullseye,
there are no special actions needed before performing a reboot.

5.2 Items not limited to the upgrade process

5.2.1 Obmedzenia bezpeénostnej podpory

Existuja niektoré baliky, pre ktoré Debian neméZe sIibit poskytovanie minimélnych spatnych portov v
pripade bezpecnostnych problémov. Tieto si popisané v nasledovnych Castiach.

POZNAMKA

The package debian-security-support helps to track the security support
status of installed packages.
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5.2.1.1 Security status of web browsers and their rendering engines

Debian 11 includes several browser engines which are affected by a steady stream of security vulnera-
bilities. The high rate of vulnerabilities and partial lack of upstream support in the form of long term
branches make it very difficult to support these browsers and engines with backported security fixes.
Additionally, library interdependencies make it extremely difficult to update to newer upstream rele-
ases. Therefore, browsers built upon e.g. the webkit and khtml engines' are included in bullseye, but
not covered by security support. These browsers should not be used against untrusted websites. The
webkit2gtk and wpewebkit engines are covered by security support.

For general web browser use we recommend Firefox or Chromium. They will be kept up-to-date by
rebuilding the current ESR releases for stable. The same strategy will be applied for Thunderbird.

5.2.1.2 OpenJDK 17

Debian bullseye comes with an early access version of OpenJDK 17 (the next expected OpenJDK LTS
version after OpenJDK 11), to avoid the rather tedious bootstrap process. The plan is for OpenJDK 17
to receive an update in bullseye to the final upstream release announced for October 2021, followed by
security updates on a best effort basis, but users should not expect to see updates for every quarterly
upstream security update.

5.2.1.3 Go-based packages

The Debian infrastructure currently has problems with rebuilding packages of types that systematically
use static linking. Before buster this wasn’t a problem in practice, but with the growth of the Go ecosys-
tem it means that Go-based packages will be covered by limited security support until the infrastructure
is improved to deal with them maintainably.

If updates are warranted for Go development libraries, they can only come via regular point releases,
which may be slow in arriving.

5.2.2 Accessing GNOME Settings app without mouse

Without a pointing device, there is no direct way to change settings in the GNOME Settings app provided
by gnome-control-center. As a work-around, you can navigate from the sidebar to the main content
by pressing the Right Arrow twice. To get back to the sidebar, you can start a search with Ctrl +F, type
something, then hit Esc to cancel the search. Now you can use the Up Arrow and Down Arrow to
navigate the sidebar. It is not possible to select search results with the keyboard.

5.2.3 The rescue boot option is unusable without a root password

With the implementation of sulogin used since buster, booting with the rescue option always re-
quires the root password. If one has not been set, this makes the rescue mode effectively unusable.
However it is still possible to boot using the kernel parameter init=/sbin/sulogin —-force

To configure systemd to do the equivalent of this whenever it boots into rescue mode (also known as
single mode: see systemd(1) (https://manpages.debian.org//bullseye/systemd/systemd.
1.html)), run sudo systemctl edit rescue.service and create a file saying just:

[Service]
Environment=SYSTEMD_SULOGIN_FORCE=1

It might also (or instead) be useful to do this for the emergency.service unit, which is star-
ted automatically in the case of certain errors (see systemd.special(7) (https://manpages.debian.
org//bullseye/systemd/systemd.special.7.html)), or if emergency is added to the kernel
command line (e.g. if the system can’t be recovered by using the rescue mode).

For background and a discussion on the security implications see #802211 (https://bugs.debian.
org//802211).

IThese engines are shipped in a number of different source packages and the concern applies to all packages shipping them.
The concern also extends to web rendering engines not explicitly mentioned here, with the exception of webkit2gtk and the new
wpewebkit.
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5.2.4 32-bit Xen PV guests are not supported

The Linux kernel (from version 5.9) no longer supports 32-bit xen virtual machines using PV mode
(https://wiki.xenproject.org/wiki/Virtualization_Spectrum).Such virtual machines need
to be converted to the 64-bit PC architecture.

You can check which mode a Xen guest is running (inside the virtual machine):

$ cat /sys/hypervisor/guest_type
PV

Virtual machines that return, for example, PVH or HVM are not affected.

5.3 Obsolescence and deprecation

5.3.1 Vyznamné zastaralé baliky

Nasleduje zoznam zndmych vyznamnych zastaralych balikov (ich popis najdete v Oddiel 4.8).
Medzi zastaralé baliky patria:

» The 1110 package has been removed from bullseye. The successor of lilo as boot loader is grub?2.

» The Mailman mailing list manager suite version 3 is the only available version of Mailman in this
release. Mailman has been split up into various components; the core is available in the package
mailman3 and the full suite can be obtained via the mailman3-full metapackage.

The legacy Mailman version 2.1 is no longer available (this used to be the package mailman).
This branch depends on Python 2 which is no longer available in Debian.

For upgrading instructions, please see the project’s migration documentation. (https://docs.
mailman3.org/en/latest/migration.html)

+ The Linux kernel no longer provides i sdn41inux (i4l) support. Consequently, the related user-
land packages i sdnutils, isdnactivecards, drdsl and ibod have been removed from the
archives.

» The deprecated libappindicator libraries are no longer provided. As a result, the related packages
libappindicatorl, libappindicator3-1 and libappindicator-dev are no longer avai-
lable. This is expected to cause dependency errors for third-party software that still depends on
libappindicator to provide system tray and indicator support.

Debian is using 1ibayatana-appindicator as the successor of libappindicator. For technical
background see this announcement (https://lists.debian.org/debian—devel/2018/03/
msg00506.html).

+ Debian no longer provides chef. If you use Chef for configuration management, the best upgrade
path is probably to switch to using the packages provided by Chef Inc (https://www.chef.io/).

For background on the removal, see the removal request (https://bugs.debian.org/cgi-bin/
bugreport.cgi?bug=963750).

« Python 2 is already beyond its End Of Life, and will receive no security updates. It is not supported
for running applications, and packages relying on it have either been switched to Python 3 or
removed. However, Debian bullseye does still include a version of Python 2.7, as well as a small
number of Python 2 build tools such as python-setuptools. These are present only because
they are required for a few application build processes that have not yet been converted to Python
3.

» The aufs-dkms package is not part of bullseye. Most aufs—dkms users should be able to switch
to overlayfs, which provides similar functionality with kernel support. However, it’s possible to
have a Debian installation on a filesystem that is not compatible with overlayfs, e.g. xf s without
d_type. Users of aufs—-dkms are advised to migrate away from aufs—dkms before upgrading to
bullseye.

+ The network connection manager wicd will no longer be available after the upgrade, so to avoid
the danger of losing connectivity users are recommended to switch before the upgrade to an al-
ternative such as network-manager or connman.
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5.3.2 Zastaralé sucasti bullseye

S d’alsim vydanim Debian 12 (s kédovym oznacenim bookworm) niektoré funkcie budd oznacené ako
zastarané. Pouzivatelia budi musiet migrovat na iné alternativy, aby predisli problémom pri aktualizacii
na Debian 12.

Medzi ne patria nasledovné funkcie:

+ The historical justifications for the filesystem layout with /bin, /sbin, and /1ib directories se-
parate from their equivalents under /usr no longer apply today; see the Freedesktop.org summary
(https://www.freedesktop.org/wiki/Software/systemd/TheCaseForTheUsrMerge).
Debian bullseye will be the last Debian release that supports the non-merged-usr layout; for sys-
tems with a legacy layout that have been upgraded without a reinstall, the usrmerge package
exists to do the conversion if desired.

+ bullseye is the final Debian release to ship apt-key. Keys should be managed by dropping files into
/etc/apt/trusted.gpg.d instead, in binary format as created by gpg --export with a . gpg
extension, or ASCII armored with a . asc extension.

A replacement for apt-key list to manually investigate the keyring is planned, but work has not
started yet.

» The s1lapd database backends slapd-bdb(5) (https://manpages.debian.org//bullseye/
slapd/slapd-bdb.5.html), slapd-hdb(5) (https://manpages.debian.org//bullseye/
slapd/slapd-hdb.5.html), and slapd-shell(5) (https://manpages.debian.org//bullseye/
slapd/slapd-shell.5.html) are being retired and will not be included in Debian 12. LDAP
databases using the bdb or hdb backends should be migrated to the slapd-mdb(5) (https:
//manpages.debian.org//bullseye/slapd/slapd-mdb.5.html) backend.

Additionally, the slapd-perl(5) (https://manpages.debian.org//bullseye/slapd/slapd-perl.
5.html) and slapd-sql(5) (https://manpages.debian.org//bullseye/slapd/slapd-sql.
5.html) backends are deprecated and may be removed in a future release.

The OpenLDAP Project does not support retired or deprecated backends. Support for these bac-
kends in Debian 11 is on a best effort basis.

5.4 Known severe bugs

Although Debian releases when it’s ready, that unfortunately doesn’t mean there are no known bugs.
As part of the release process all the bugs of severity serious or higher are actively tracked by the Rele-
ase Team, so an overview of those bugs (https://bugs.debian.org/cgi-bin/pkgreport.cgi?
users=release.debian.org@packages.debian.org;tag=bullseye-can—-defer) that were
tagged to be ignored in the last part of releasing bullseye can be found in the Debian Bug Tracking
System (https://bugs.debian.org/). The following bugs were affecting bullseye at the time of
the release and worth mentioning in this document:

Bug number Package (source or binary) Description
ca-certificates-java:  /etc/ca-
certificates/update.d/jks-
keystore = doesn’t  update
/etc/ssl/certs/java/cacerts
990026 (https://bugs. cron: Reduced charset in
debian.org/990026) cron MAILTO causes breakage
991081 (https://bugs. girl.2-diodon-1.0 lacks depen-

922981 (https://bugs.

debian.org/922981) ca—-certificates—java

girl.2-diodon-1.0

debian.org/991081) dencies
python-pkg-resources: please
1 h : . .
990318 (https://bugs python-pkg-resources add Breaks against the unver-

debian.org/990318) sioned python packages

fix for CVE-2021-32749 breaks
fail2ban systems with mail from bsd-
mailx

991449 (https://bugs.
debian.org/991449)
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Bug number Package (source or binary) Description
990708 (https://bugs. | magfdb-segver-lo.S:l upgrade
debian.org/990708) mariadb-server—-10.5, galerproblems due to galera-3 ->
’ galera-4 switch
g+ +-10: spuriqus c+ +1.7
9804}29 (https://bugs. srcigee-10 mode segmentation fault in
debian.org/980429) append_to_statement list_1
(tree-iterator.c:65)
980609 (https://bugs. . B .. .
debian.org/980609) src:gcc-10 missing i386-cpuinfo.h
984574 (https://bugs. ce—10-base gcc-10-base: please add Bre-
debian.org/984574) g aks: gcc-8-base (< < 8.4)
git-el,elpa-magit:  fails to
install: /usr/lib/emacsen-
984931 (https://bugs. . common/packagfas/lnstall/glt
debian.org/984931) git-el emacs failed at
’ /usr/lib/emacsen-
common/lib.pl line 19,
<TSORT > line 7.
987264 (https://bugs. git-el git-el: fails to install with xe-
debian.org/987264) macs21
Z‘Zi{ffn Orél'l/tgtggalsoz8/2/)bugs | girt.2-gtd-1.0 gg;ai-gtd-l.o has empty De-
948739 (https://bugs. gparted should not mask
. gparted .
debian.org/948739) .mount units
984714 (https://bugs. gparted should suggest exfatp-
debian.org/984714) gparted rogs and backport the commit
) that rejects exfat-utils
968368 (https://bugs. i fenslave 1f§nslave: Optlon bond-master
debian.org/968368) fails to add interface to bond
debian.org/990428) sey &
config)
991113 (https://bugs. libpam-chroot 11‘;’[1;3131';:5:’25 into the 13\181‘t(é)111115
debian.org/991113) P pam._ . 8
directory
libgl1-mesa-dri:
si_texture.c:1727
iigbsiisn Or(h/t9t8%55' 4/5/)bugs " | src:llvm-toolchain-11 si_texture_transfer_map -
$0rg failed to create temporary
texture to hold untiled copy
mdadm --examine in chroot
982459 (https://bugs. ndadm without /proc,/dc—::v,/;ys
debian.org/982459) mounted corrupts host’s file-
system
981054 (https://bugs. L openipmi: Missing dependency
debian.org/981054) cpenipmt on kmod
948318 (https://bugs. openssh-server: Unable to res-
, openssh-server tart sshd restart after upgrade
debian.org/948318) .
to version 8.1p1-2
debian.org/991151) procp alI:ing corekeeper ph
989103 (https://bugs. N ai pulseaudio regressed on con-
debian.org/989103) putseanaio trol = Wave configuration
984580 (https://bugs. . B libpython3.9-dev: missing de-
debian.org/984580) libpython3.9-dev pendency on zliblg-dev
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s/bootstrap*.css.mag

Bug number Package (source or binary) Description
openjdk-11-jre-headless:
. running java in gemu s390
39?)417 (h/t9t9%s4'1/7/)bugs " | src:gemu gives a SIGILL at C [linux-
ebian.org vdso64.s0.1 + 0x618] _ker-
nel_getcpu +0x8
breaks with pulse-audio as out-
25?)926 (h/t8‘55p959.2/6/)bugs " | speech-dispatcher put when spawned by speechd-
ehbian.org up from init system
. squid-deb-proxy: daemon does
ziisl(;ln Or(h/t9t3p255.o/l/)bugs " | src:squid-deb-proxy not start due to the conf file not
"Org being allowed by apparmor
. tpm2-abrmd should not use
39 i5.88 (h/t9t9pls5'8/8/)bugs © | tpm2-abrmd Requires = systemd-udev-
ebLat-org settle.service in its unit
libjs-bootstrap4: bro-
ken symlinks: /usr/s-
991939 (https://bugs. e hare/javascript/boots-
debian.org/991939) 1ibjs—bootstrapd trap4/css/bootstrap*.css.map
->
../../../nodejs/bootstrap/dist/cs
src:wine: dh_auto_clean deletes
391b$22n r(h/t9t9p158'2/2/)bugs' src:wine unrelated files outside of pac-
ebran.org kage source
xen-hypervisor-4.14-amd64:
988477 (https://bugs. . ven xen dmesg shows (XEN) AMD-
debian.org/988477) sre:xe Vi: 10 PAGE FAULT on sata
pci device
. xfce4-settings: black screen af-
39588 (h/t9t9pls7'8/8/)bugs * | xfced-settings ter suspend when laptop lid is
ehbian.org closed and re-opened
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Dalsie informacie o Debiane

6.1 Dalsie éitanie

Okrem tychto Pozndmok k vydaniu a InStalacnej prirucky dalSiu dokumenticiu o systéme Debian naj-
dete v rdmci Dokumenta¢ného projektu Debian (DDP), ktorého cielom je tvorit kvalitni dokumentéciu
pre pouZivatelov a vyvojarov Debianu. Medzi dostupnti dokumentéciu patri Debian Reference, Debian
New Maintainers Guide, Debian FAQ a mnohé d'alsie. Podrobnosti o existujicich zdrojoch nijdete na
webstranke DDP (https://www.debian.org/doc/) a na Debian Wiki (https://wiki.debian.
org/).

Dokumentécia jednotlivych balikov sa inStaluje do adresara /usr/share/doc/balik. Sem patria
informécie o autorskych pravach, podrobnosti o baliku Specifické pre Debian a vSetka dokumentécia
pochadzajtica od pévodnych autorov.

6.2 Ako ziskat pomoc

Existuje mnoho spésobov ako ziskat pomoc, rady a podporu pri pouZivani Debianu, no mali by ste ich
zvézit az potom, Co ste pri skiimani problému prehladali vSetku dostupnti dokumentéciu. Tento oddiel
poskytuje kratky Gvod k tym informaénym kanalom, ktoré méZu pomoct novym pouZivatelom Debianu.

6.2.1 Konferencie

Konferencie elektronickej posty, ktoré najviac zaujimaji pouzivatelov Debianu, st debian-user (po an-
glicky) a ostatné konferencie debian-user-jazyk (v ostatnych jazykoch). Informécie o tychto konferen-
ciach a ako sa do nich prihlasit popisuje https://lists.debian.org/. Re§pektujte prosim Stan-
dardnt etiketu elektronickej komunikacie a konferencii a nez poslete svoju otazku, pohl'adajte najskor
v archivoch konferencie ¢i sa ju uz niekto pytal.

6.2.2 Internet Relay Chat

Debian ma na IRC sieti OFTC kanal uréeny na podporu a pomoc pouzivatelom Debianu. Kanal najdete
pod menom #debian na serveri irc.debian.org.

Prosim, dodrZiavajte pravidla kanéla a berte ohl'ad na ostatnych pouZivatelov. Pravidla ndjdete na
Debian Wiki (https://wiki.debian.org/DebianIRC).

Dalsie informécie o OFTC néjdete na jeho webovej stranke (http://www.oftc.net/).

6.3 Oznamovanie chyb

Snazime sa, aby sme z Debianu urobili kvalitny operacny systém - to vSak neznamend, Ze baliky, ktoré
poskytujeme nemajii vébec Ziadne chyby. V silade s filozofiou “otvoreného vyvoja” Debianu a ako
sluZzbu nasim pouzivatel'om spristupiiujeme vSetky informécie o nahlasenych chybach v naSom vlastnom
Systéme sledovania chyb (BTS). BTS je mozné prehliadat na adrese https://bugs.debian.org/.
Ak néjdete chybu v distribticii alebo v niektorom z balikov softvéru, ktory je jej sticastou, oznamte
ju prosim, aby ju bolo mozné riadne opravit v d'al§ich vydaniach. Na ozndmenie chyby je potrebné
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mat platnd emailovi adresu. VyZadujeme ju preto, aby sme mohli sledovaf chyby a aby mohli vyvojari
kontaktovat oznamovatelov, ak potrebuji podrobnejsie informacie.

Hlasenie o chybe mozete poslat pomocou programu reportbug alebo manualne zaslanim emailu.
Viac o Systéme sledovania chyb a ako ho pouzivat sa dozviete v jeho dokumentécii (v /usr/share/
doc/debian ak mate nainstalovany balik doc-debian) alebo online na stranke Systému sledovania
chyb (https://bugs.debian.org/).

6.4 Ako prispievat do Debianu

You do not need to be an expert to contribute to Debian. By assisting users with problems on the
various user support lists (https://lists.debian.org/) you are contributing to the community.
Identifying (and also solving) problems related to the development of the distribution by participa-
ting on the development lists (https://lists.debian.org/) is also extremely helpful. To main-
tain Debian’s high-quality distribution, submit bugs (https://bugs.debian.org/) and help deve-
lopers track them down and fix them. The tool how-can-i-help helps you to find suitable repor-
ted bugs to work on. If you have a way with words then you may want to contribute more actively
by helping to write documentation (https://www.debian.org/doc/vcs) or translate (https:
//www.debian.org/international/) existing documentation into your own language.

Ak chcete venovat viac ¢asu, mozZete v rdmci Debianu spravovat ¢ast kolekcie slobodného softvéru.
Obzvlast uzitoéné je, ak T'udia prevezmi alebo zaént spravovat veci, ktoré si niekto vyZiadal zaradit
do Debianu. Podrobnosti o tomto ndjdete v databaze balikov, ktoré potrebuji pomoc a perspektivnych
balikov (https://www.debian.org/devel/wnpp/). Ak vas zaujimaji konkrétne skupiny, moze vas
bavit icast v niektorom z podprojektov Debianu, kam patria okrem iného porty na rézne architektiry
a Debian Pure Blends (https://wiki.debian.org/DebianPureBlends) pre Specifické skupiny
pouzivatelov.

V kazdom pripade, ak sa akymkol'vek spésobom podielate na komunite slobodného softvéru, ¢i ako
pouzivatel, programator, tvorca dokumentacie alebo prekladatel, pomahate tym hnutiu slobodného
softvéru. Prispievanie je velmi uZito¢né a Casto aj zdbavné, umoziuje vam spoznat novych I'udi a dava
vam fazko popisatel'ny hrejivy pocit.
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Slovnik

ACPI
Advanced Configuration and Power Interface (pokroc¢ilé rozhranie na spravu konfiguricie a napa-
jania)
ALSA
Advanced Linux Sound Architecture (pokrocila zvukova architekttra Linuxu)
BD
Blu-ray Disc (disk Blu-ray)
CD
Compact Disc (disk CD)
CD-ROM
Compact Disc Read Only Memory (disk CD-ROM, len na ¢itanie)
DHCP
Dynamic Host Configuration Protocol (protokol na dynamicki konfiguraciu pocitacov)
DLBD
Dual Layer Blu-ray Disc (dvojvrstvovy disk Blu-ray)
DNS
Domain Name System (systém ndzvov domén)
DVD
Digital Versatile Disc (disk DVD)
GIMP
GNU Image Manipulation Program (program GNU na pricu s obrazkami)
GNU
GNU’s Not Unix (GNU nie je Unix)
GPG
GNU Privacy Guard (program GNU na ochranu stikromia)
LDAP
Lightweight Directory Access Protocol (nendro¢ny protokol na pristup k adresdrom)
LSB
Linux Standard Base (Standardny zaklad Linuxu)
LVM
Logical Volume Manager (spravca logickych zvazkov)
MTA
Mail Transport Agent (agent na prenos posty)
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NBD

Network Block Device (siefové blokové zariadenie)
NFS

Network File System (sietovy stiborovy systém)
NIC

Network Interface Card (karta siefového rozhrania)
NIS

Network Information Service (siefova informaéné sluzba)
PHP

PHP: Hypertext Preprocessor (PHP - preprocesor hypertextu)
RAID

Redundant Array of Independent Disks (redundantné (nadbytocné) pole nezavislych diskov)
SATA

Serial Advanced Technology Attachment
SSL

Secure Sockets Layer (zabezpecend vrstva socketov)
TLS

Transport Layer Security (zabezpecenie transportnej vrstvy)
UEFI

Unified Extensible Firmware Interface (zjednotené rozsiriteIné firmvérové rozhranie)
USB

Universal Serial Bus (univerzalna sériové zbernica)
UuUID

Universally Unique Identifier (univerzalny jedine¢ny identifikator)
WPA

Wi-Fi Protected Access (chrédneny pristup k Wi-Fi)
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Dodatok A

Ako spravovat vas systém buster pred
aktualizaciou

Tato priloha obsahuje informacie o tom, ako sa méZete uistit, Ze dokaZete inStalovat a aktualizovat
baliky buster pred aktualizaciou na bullseye. Malo by to byt potrebné iba v urcitych situaciach.

A.1 Ako aktualizovat vas systém buster

V podstate sa to neliSi od beZnej aktualizacie buster, aki ste vykonévali doteraz. Jediny rozdiel je v
tom, Ze sa musite uistit, Ze va$ zoznam balikov eSte stale obsahuje odkazy na buster, ako vysvetluje
Oddiel A.2.

Ak aktualizujete svoj systém pomocou zrkadla Debianu, bude automaticky aktualizovany na najnov-
Siu aktualizaciu stabilnej vetvy (point release) buster.

A.2 Checking your APT source-list files

If any of the lines in your APT source-list files (see sources.list(5) (https://manpages.debian.
org//bullseye/apt/sources.list.5.html)) contain references to “stable”, this is effectively
pointing to bullseye already. This might not be what you want if you are not yet ready for the upgrade.
If you have already run apt update, you can still get back without problems by following the procedure
below.

Ak ste uz naviac nainstalovali baliky z bullseye, uz pravdepodobne nema zmysel instalovat baliky z
buster. V tom pripade sa budete musiet sami rozhodnit ¢i chcete pokracovat alebo nie. Je mozné znizit
verziu balikov, ale to tento dokument nepopisuje.

As root, open the relevant APT source-list file (such as /etc/apt/sources.list) with your fa-
vorite editor, and check all lines beginning with deb http:, deb https:, deb tor+http:, deb
tor+https:, URIs: http:, URIs: https:, URIs: tor+http: or URIs: tor+https: for are-
ference to “stable”. If you find any, change stable to buster.

If you have any lines starting with deb file: or URIs: file:,you will have to check for yourself
if the location they refer to contains a buster or bullseye archive.

DOLEZITE

so would invalidate the line and you would have to run apt-cdrom again. Do not be
alarmed if a cdrom: source line refers to “unstable”. Although confusing, this is
normal.

: Do not change any lines that begin with deb cdrom: or URIs: cdrom:. Doing

Ak ste vykonali nejaké zmeny, uloZte stibor a spustite

# apt update
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aby sa aktualizoval zoznam balikov.

A.3 Odstranenie zastaralych konfigura¢nych saborov

Pred aktualizaciou systému na bullseye sa odportc¢a odstranif zo systému staré konfigura¢né stibory
(napriklad stibory *.dpkg—-{new, old} stibory v /etc).
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Dodatok B

Prispievatelia do Poznamok k vydaniu

Vzniku tychto Pozndmok k vydaniu pomohli mnohi 'udia, okrem inych aj

Adam D. Barratt, Adam Di Carlo, Andreas Barth, Andrei Popescu, Anne Bezemer, Bob Hilliard, Char-
les Plessy, Christian Perrier, Christoph Berg, Daniel Baumann, David Prévot, Eddy Petrisor, Emmanuel
Kasper, Esko Arajarvi, Frans Pop, Giovanni Rapagnani, Gordon Farquharson, Hideki Yamane, Holger
Wansing, Javier Fernandez-Sanguino Pefa, Jens Seidel, Jonas Meurer, Jonathan Nieder, Joost van Baal-
Ili¢, Josip Rodin, Julien Cristau, Justin B Rye, LaMont Jones, Luk Claes, Martin Michlmayr, Michael
Biebl, Moritz Miihlenhoff, Niels Thykier, Noah Meyerhans, Noritada Kobayashi, Osamu Aoki, Paul Ge-
vers, Peter Green, Rob Bradford, Samuel Thibault, Simon Bienlein, Simon Paillard, Stefan Fritsch, Steve
Langasek, Steve McIntyre, Tobias Scherer, victory, Vincent McIntyre a W. Martin Borgert.

Tento dokument bol preloZzeny do mnohych jazykov. Vdaka prekladatelom!

Do slovenciny prelozil: Ivan Masar.
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