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This document informs users of the Debian GNU/Linux distribution about major
changes in version 6.0 (codenamed squeeze).
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Nevertheless, if you think you have found a bug (incorrect information or
information that is missing) in this documentation, please file a bug in the bug
tracking system [http://bugs.debian.org/] against the release-notesk package.
You might want to review first the existing bug reports [http://bugs.debian.org/
release-notes] in case the issue you've found has already been reported. Feel free
to add additional information to existing bug reports if you can contribute

~rantant far thic Aarmiimant
We appreciate, and encourage, reports providing patches to the document's

sources. You will find more information describing how to obtain the sources of
this document in “ZSSCRYFAYR A" —5.
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The status of your package database before and after the upgrade: dpkg's
status database available at /var/lib/dpkg/status and apt#i's package state
information, available at /var/lib/apt/extended states. You should have
made a backup before the upgrade as described at “#& {7 4R AN & 4" —77, but
you can also find backups of /var/lib/dpkg/status in /var/backups.
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The Wiki [http://wiki.debian.org/NewInSqueeze] has more information about this
topic.

This release drops official support for the HP PA-RISC (‘hppa') [http:/
lists.debian.org/debian-devel-announce/2010/09/msg00008.html], Alpha (‘alpha') and
ARM (‘arm') architectures.

T & Debian GNU/Linux squeeze ‘B J7 3¢ FRHIZRK .

32-bit PC ('i386")

SPARC ('sparc')

PowerPC (‘powerpc')

MIPS (‘mips' (big-endian) and 'mipsel' (little-endian))
Intel Itanium (‘ia64")

S/390 ('s390")

64-bit PC (‘famd64')

ARM EABI (‘armel")

In addition to the officially supported architectures, Debian GNU/Linux squeeze
introduces the GNU/kFreeBSD ports (‘kfreebsd-amdeé4' and 'kfreebsd-i386') as a
technology preview. These ports are the first ones included in a Debian release
which aren't based on the Linux kernel, but instead use the FreeBSD kernel with
a GNU userland. Users of these versions however should be warned that the
quality of these ports is still catching up with the outstanding high quality of our
Linux ports, and that some advanced desktop features are not supported yet.
However, the support of common server software is strong and extends the
features of Linux-based Debian versions by the unique features known from the
BSD world. This is the first time a Linux distribution has been extended to also
allow use of a non-Linux kernel.

A a] LAYE Debian % TUHE [http://www.debian.org/ports/], 2|5 £ a5 T HAVZRMA0FE
HERSFBAEMTHER °
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With this release, Debian GNU/Linux updates from X.Org 7.3 to X.Org 7.5.

Updates of other desktop applications include the upgrade to Evolutionff 2.30.3
and Pidginff 2.7.3. The Mozillak{ suite has also been updated: iceweaselld (version
3.5.13) is the unbranded Firefoxk] web browser and icedovel (version 3.0.7) is the
unbranded Thunderbirdfd mail client.

At £, XIRRATIEE S T LU

LYk FERRAS 5.0(lenny) F IR TERUR 6.0(squeeze) IR
Apachel 229 2.2.16
BINDA)I DNS AR5 7% 9.6.0 9.7.1
Cherokeelf /44 k 5525 0.7.2 1.0.8
Courieris) MTA 0.60.0 0.63.0
Dialf 0.96.1 0.97.1
Ekigaltfl VoIP % J ¥ 2.0.12 32.7
Eximbi ERIAHP AR 55 25 4.69 472
GNU ZwiEas EHEARIRIER) |4.3.2 4.4.5
GIMPR 2.4.7 2.6.10
GNU C BEU%E 2.7 2.11.2
lighttpd 1.4.19 1.4.28
maradns 1.3.07.09 1.4.03
MySQLE 5.0.51a 5.1.49
OpenLDAP 2.4.11 2423
OpenSSHES 5.1pl 5.5p1
PHP 526 532
Postfix] MTA 255 2.7.1
PostgreSQLE 8.3.5 8.4.5
Python 2.5.2 2.6.6
Samba 325 355
Tomcath 5.5.26 6.0.28

Debian still supports Linux Standard Base (LLSB) version 3.2.

CDs, DVDs and BDs



The official Debian GNU/Linux distribution now ships on 7 to 8 binary DVDs & or
44 to 53 binary CDs 2 (depending on the architecture) and 6 source DVDs or 33
source CDs. Additionally, there is a multi-arch DVD, with a subset of the release
for the amd64 and 1386 architectures, along with the source code. Debian GNU/
Linux is also released as Blu-ray &2 (BD) images, 2 each for the amd64 and 1386
architectures, or one for the source code. For size reasons, some very large
packages are omitted from the CD builds; these packages fit better in the DVD
and BD builds, so are still included there.

A new feature with squeeze is the addition of isohybridff support to the 1386 and
amd64 CDs, DVDs and BDs. To make a USB stick bootable with one of these
images used to mean following some extra procedures after downloading the
image; instead, now all that is required is to simply write the image directly to the
USB stick. For more information please see the “Preparing Files for USB Memory
Stick Booting” section in the Installation Guide [http:/www.debian.org/releases/
stable/installmanual].

Firmware moved to the non-free section

Some drivers included in the Linux kernel used to contain non-free firmware
blobs. Starting from squeeze this firmware has been moved to separate packages
in the non-free section of the archive, such as firmware-1inuxgl. If such packages
are installed, the firmware will be loaded automatically when required.

W

The preferred program for interactive package management from a terminal is
aptitude. For a non-interactive command line interface for package management,
it is recommended to use apt-get. apt-get is also the preferred tool for upgrades
between major releases. If you are still using dselect, you should switch to
aptitudell as the official front-end for package management.

For squeeze APT automatically installs recommended packages by default (This
change implies that disk requirements for tasks selected through the debian
installer have increased too. For more information please see the “Disk Space
Needed for Tasks” chapter in the Installation Guide [http://www.debian.org/
releases/stable/installmanual].) . This can be changed by adding the following line
in /etc/apt/apt.conf:

APT::Install-Recommends "false";

Dependency booting

An important improvement in the Debian GNU/Linux boot system is the
introduction of dependency-based boot sequencing and parallel boot. This feature
is enabled by default in new installs and it will be enabled for upgrades from
lenny, if possible.

This feature is enabled through the use of insservil by sysv-rc to order init.d
scripts based on their declared dependencies (These dependences are declared
through the use of the header format specified in the Linux Standard Base

(LSB)) . It has been possible after a sustained effort to adapt all the boot scripts of
packages provided in the distribution as well as the boot system itself.



With dependency-based boot sequencing it is also now possible to run the boot
system scripts in parallel which can, under most circumstances, improve the
speed of the boot process. This feature is enabled by default, in new systems and
upgrades, whenever possible. To disable it specify

CONCURRENCY=none

in /etc/default/rcS. For more information on this feature refer to the
information available in /usr/share/doc/insserv/README.Debian.

Unified keyboard settings

In this new release, the settings for the keyboard have been unified so that both
the console and the Xorg server use the same settings. The keyboard settings are
now defined in the /etc/default/keyboard configuration file which overrides
the keyboard defined in Xorg's configuration file.

The console-setupl package now handles the keyboard for both environments
as well as the font configuration for the console. You can reconfigure the
keyboard layout and related settings by executing dpkg-reconfigure keyboard-
configuration or by manually editing the /etc/default/keyboard configuration
file.

Kernel mode setting

Graphics mode setting code for the most common desktop chipsets (from Intel,
ATI/AMD and NVIDIA) has moved from the respective Xorg drivers to the Linux
kernel. This provides a number of advantages, such as:

More reliable suspend and resume
Ability to use graphics devices without X
Faster VT switch

Native mode text console

More details are in “Graphics stack changes”—7 and in the Debian wiki [http://
wiki.debian.org/KernelModesetting].

LDAP support

68

This Debian release comes with several options for implementing client-side
authentication using LDAP. Users of the libnss-1dapki and 1ibpam- ldapk
packages should consider upgrading to libnss-1dapdif and libpam- ldapdBs.

These newer packages delegate the LDAP queries to a central unprivileged
daemon (nslcd) that provides separation between the process using the LDAP
information and the daemon performing LDAP queries. This simplifies handling of



secured LDAP connections, LDAP authentication credentials, provides a simpler
mechanism to perform connection fail-over and debugging and avoids loading
LDAP and related libraries into most applications.

Upgrading to libnss-1dapdif and libpam-ldapdif should be easy as existing
configuration information will be mostly reused. Only for advanced configuration
should any manual reconfiguration be necessary.

These packages however currently lack support for nested groups and only
support password change using the LDAP password modify EXOP operation.

The stable-updates section

Some packages from proposed-updates may also be made available via the
squeeze-updates mechanism. This path will be used for updates which many
users may wish to install on their systems before the next point release is made,
such as updates to virus scanners and timezone data. All packages from squeeze-
updates will be included in point releases.

Note that this replaces the functionality previously provided by the
volatile.debian.org archive [http://volatile.debian.org/].

In order to use packages from squeeze-updates, you can add an entry to your
sources.list:

deb http://mirrors.kernel.org/debian squeeze-updates main contrib
deb-src http://mirrors.kernel.org/debian squeeze-updates main contrib

The next time you run apt-get update, the system will become aware of the
packages in the squeeze-updates section and will consider them when looking
for packages to upgrade.

When a new package is made available via squeeze-updates, this will be
announced on the debian-stable-announce [http://lists.debian.org/debian-stable-
announce/] mailing list.

backports.org/backports.debian.org

The service provided by the backports.org repositories has been integrated in
Debian infrastructure and is now an official Debian service [http://www.debian.org/
News/2010/20100905], hosted at backports.debian.org [http://backports.debian.org/].
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webpage [http:/neuro.debian.net] for further information.
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Dropped
platforms

Help during the
installation
process

Installation of
Recommended
packages

Automatic
installation of
hardware-specific
packages

Support for
installation of
previous releases

Improved mirror
selection

Changes in
partitioning
features

Support for
loading firmware
debs during
installation

PG E S

Support for the Alpha (‘alpha'), ARM (‘arm') and HP
PA-RISC (‘hppa') architectures has been dropped
from the installer. The 'arm' architecture is
obsoleted by the ARM EABI (‘armel') port.

The dialogs presented during the installation
process now provide help information. Although
not currently used in all dialogs, this feature would
be increasingly used in future releases. This will
improve the user experience during the installation
process, especially for new users.

The installation system will install all
recommended packages by default throughout the
process except for some specific situations in
which the general setting gives undesired results.

The system will automatically select for
installation hardware-specific packages when they
are appropriate. This is achieved through the use of
discover-pkginstall from the discoverfy
package.

The installation system can be also used for the
installation of previous release, such as lenny.

The installation system provides better support for
installing both squeeze as well as lenny and older
releases (through the use of archive.debian.org). In
addition, it will also check that the selected mirror
is consistent and holds the selected release.

This release of the installer supports the use of the
ext4 file system and it also simplifies the creation of
RAID, LVM and crypto protected partitioning
systems. Support for the reiserfs file system is no
longer included by default, although it can be
optionally loaded.

It is now possible to load firmware package files
from the installation media in addition to
removable media, allowing the creation of PXE
images and CDs/DVDs with included firmware

Starting with Debian 6.0, non-free firmware has
been moved out of main. To install Debian on
hardware that needs non-free firmware, you can
either provide the firmware yourself during
installation or use pre-made non-free CDs/DVDs
which include the firmware. See the Getting
Debian section [http:/www.debian.org/distrib] on
the Debian website for more information.

Thanks to the huge efforts of translators, Debian
GNU/Linux can now be installed in 70 languages.
This is seven more languages than in lenny. Most
languages are available in both the text-based

R TP I



Installation user lnterrace and tne grapnical user
interface, while some are only available in the
graphical user interface.

B —"7 AP RTREI R — L8 A0 BF IR G R 3 (8 I FOUAC B SOt AT B Bh 2R B X ER
&, WAREEREE lenny RIEF IR FHRTIECE T, SAREECRAERCREF+
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% 4 Z Upgrades from Debian 5.0

(lenny)
FHR BT

HATEWEAETHRAT LS 5 & squeeze F 2L BT HIER - Bt T 5903 iEH
AR AR HOTEAE (IR, (EAETHRET T X 215 B ORI 2 AR B B
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HEFRRGHT, BEEWEHE T KB, S&FELEFREAERERNEIRMECER
B o R T BAFASZAEH W Ry, EAYOLRE TR R XN R SUE R ERE

The main things you'll want to back up are the contents of /etc, /var/lib/
dpkg, /var/lib/apt/extended states and the output of dpkg --get-
selections "*" (the quotes are important). If you use aptitude to manage
packages on your system, you will also want to back up /var/lib/aptitude/

THIOI A B A& E2L /home THUEMAE o (HELFRFF(FLanEl s Mozilla £, LUK
GNOME #1 KDE £ EEA) & EH AR IR T 28 — R shi BT BRI EARE ZIE R A i
B o MOy —FTIRTRE S, ARV O AP B SR N RIRSECCEAT H 3k (“dotfiles”) < A& (DA B
THWKESEERFEAIRE - A, B L HFELZFITUERNA M -

FEATE I L2 B R L T LB R P AR T, BRI BALL root B85, S/ su 2l
sudo ARIRICL ZHIT5 AR

FHRTE LIRS, RS S AR AT (] -
EI.J_LA
BRISF1IH

REDEFFTAE H P EEET IR EM AR RAERIUE, (T ssh EED SRS
PR S R A RIEB R AR, 1 ELRZ A LIRS IE R TAE -

AR A BEORBCE Z RITRG TR, BT a0 & (0 8& E1E /home 77 [X -

You will have to do a kernel upgrade when upgrading to squeeze, so a reboot will
be necessary.



Prepare for downtime on services

There might be services that are offered by the system which are associated
with packages that will be included in the upgrade. If this is the case, please note
that, during the upgrade, these services will be stopped while their associated
packages are being replaced and configured. During this time, these services will
not be available.

The precise downtime for these services will vary depending on the number of
packages being upgraded in the system, and it also includes the time the system
administrator answers the configuration questions from different package
upgrades (if any). Notice that if the upgrade process is left unattended and the
system requests input throughout the upgrade there is a high possibility of
services being unavailable (If the debconf priority is set to a very high level you
might prevent configuration prompts, but services that rely on default answers
that are not applicable to your system will fail to start.) for a significant period of
time.
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HF lenny i squeeze MINIZAEIRD) ~ BEFRIN S i 2 LR % & SO 2 FIHET 5 5 A
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ORI, FEARRIERT AR E S

MREERNT, BEERPER T EZEBEHARZLUENRABEE - Hbh—MiiFER
R AR EE Linux live CD » LUXEEA 5 S5, BRZA] LSRR U R 5 H
chroot 2|'E B E FFEE A o

HATHEE R B —Fhik R F squeeze Debian 3SR F AR 2 o (I LHERFHIM A
&, TERTLAAR 2 22307 e e il A IR U —Fh o B 25 BB T [http:/
www.debian.org/releases/stable/installmanual] % 8 EA“BE IR ARG — T LK
Debian 352 F % LA [http:/wiki.debian.org/DebianInstaller/FAQ] -

initrd 5] 5568 AR

initramfs-toolshl fEHA AT initrd H & &— i shell ( tLIhEER] LLE N £ A8 S50
ZEPHINSE panic=0 K2 - ) - 41# initrd TCEFESERSCH RS, S AL
i shell, B AT LU B ZEAR R < DAAS B ERIER [A) LB 225 T AR 2 -

FERENILDEATIH: /dev NG FAEEMRSAEI, INET 48R (cat /proc/
modules); dmesg Uit A RPEENINEAIEIREE - dmesg A% H L& BRI E#E
TR RE LA AL, AOENOZKE echo $ROOT AU, DABAORIR S ROTTE AR A& &
Fo



IREWRBEE THE, BA exit 2IBHMIK shell, FHNSERT R T 4RELFEhHERE 4
R TEEEFFRBRA-, FEHEM initrd, DUE FRGIS AR

NP L

BATRITFRT I AL AR B L 6 (S B S T4 ), BB BT ssh migiEsit
7 o

EC:

If you are using some VPN services (such as tincgf) they might not be
available throughout the upgrade process. Please see “Prepare for
downtime on services”—77.

N TAEERRETHRIRAS BN P SV ORRR, A TEWAYE ] screen 125 4 pUNFE U H &
?ﬁﬁﬁﬁ%o?ﬁﬁﬁﬂ%%i%ﬁ%ﬁﬁ%,%ﬁﬁﬂﬁﬁ%w,ﬂﬁﬁﬂmﬁ%ﬁﬂ

by
HE
You should not upgrade using telnet, rlogin, rsh, or from an X session
managed by xdm, gdm or kdm etc on the machine you are upgrading.
That is because each of those services may well be terminated during the
upgrade, which can result in an inaccessible system that is only half-
upgraded. Use of the GNOME application update-manager is strongly

discouraged for upgrades to new releases, as this tool relies on the
desktop session remaining active.

Remove conflicting packages

Due to bug #512951 [http://bugs.debian.org/512951], the splashyfi package needs to
be purged prior to the upgrade.

# apt-get purge splashy

RERGINE

FEFRFTRE O REE S TN GRERY” lenny FHRTTZHER), RIRGTHBCE S =7 B9 -
EFSo R TS, B R EETHRET, NARG RS =J7 86 -

Direct upgrades from Debian releases older than 5.0 (lenny) are not supported.
Please follow the instructions in the Release Notes for Debian GNU/Linux 5.0
[http://www.debian.org/releases/lenny/releasenotes] to upgrade to 5.0 first.

B EE BRI RS LT E lenny FIBGHT AT A, o WREDRBERAHE, 1§
BRTHRIER lenny ARG — 7RI -

2 By PRI R

TERLEN T, FH apt-get {0 aptitude Z3EH AR, fEE4 1L aptitude A E“FK
WER”, HEZHEBRRR o — BRI, EERARETEN LR RS &R BT o



BYETI, BNZEECEHR aptitude T2 5 A ARRERIE - IR OEHESFTHPT AL
HENMEBREEHT, B4 GX Al REXS A A e - £ 5, EFEIEX—fRA S, B
sources. list 14883511 lenny 1i3E stable 52 squeeze - & “th 7 A sources list”—

-

—Ij o
BHPITEERE, AL BIEER 21T aptitude H4 T g (“Go”) MR B RAEM AR

BE, CHMZEREN], REREABE, BAPNITENRIERE - MRBEEEVAIRE, 26—
FER AP EHE R - MERSGE TR I

2H APT pinning #{E

R CERE APT W—13F stable(l testing)i Z34AFE YA, ERTRELAEEE APT
pinning % B (fRF1E /etc/apt/preferences F)LL R FFREHi stable MUFHIE o
%% APT pinning HJ{5 S I LATE apt preferences(5) H#F| -

B AR
ANERALITE R, FNEEREMARFEIRE, FHIIEFTE LT IR
S e N2 2 B EME 2 Racg iRERMNE, 0FIREE EHERRESNE -

# dpkg --audit
st T LA dselect ~ aptitude K& & RGP RIFTA AR, HATLURAT B2 R H &
# dpkg -1 | pager

B

# dpkg --get-selections "*" > ~/curr-pkgs.txt

FEFHREIBERFTE 0 hold RAZIRA L ERY » WNRA EIN TR F A EREMELT
hold R, FHEZRIL -

X aptitude [ H—#5 apt-get X dselect A~ 77 158 EM hold MR o BRI LL
LT fr4 £\ aptitude #40F hold WM

# aptitude search "~ahold"

ARG E apt-get T EIE T hold RZ, ATLLA

# dpkg --get-selections | grep hold



WREAEAMELGF EFRIE T — M, BHREWS, BEERAS FRAFNLTS, &
WAL R E %0 hold KA,  LABH IE BB

The “hold” package state for apt-get can be changed using:

# echo package name hold | dpkg --set-selections

Replace hold with install to unset the “hold” state.

WMEEEAFEBENRTE, HRIFFHR sources. List 7388381 lenny , B “FeE LN
sources list”—7 F Frin AU FEE

proposed-updates X

WERECZHE proposed-updates XA /etc/apt/sources. list 30, ABAKERL
HEFAREBIRE, XFER] LR & R o

JEE TR backports

WREEfHE Debian W ELZEEENRGY, BNZRIREIENT8ESTEASIARIE -
IR I ST RS B o TS IX B0 2583 7F /etc/apt/source. List FII—ERAMREL:
TR 23S0, ROZR BN R 2 B iRt squeeze THIFHFIIE, HRIFGER
Debian FHEHEEFE MOE B DR

FEH PRI e A IEE 7 backported “BUET” B FAET 14235 Debian lenny &
girp o FHRFAEIACEER AR & T RES B MY, FA B2 SFECCHFHEE ( Debian #IE%E
HAZEFB O N AT — M OBREEE R A — MNP E RS, BRIECEEE
FEHIBAEL, o ) o LRI AT BEIB R (a8 — 7 © 2288 — L0 58 T a0 {AT Ab BERE 2 B RS ST
KMERT °

7 APT &R
TEFFIRTIHT, LA EIRYER /etc/apt/sources. list HI%E aptldl FIALE L
o

apthl & EHFTHEELEE “deb” (THEIRE, HLETREMASIIE, BTFE S 1T
PURSEALFT L, WA 2 M gt SR e AiEs, Ri5& CD-ROM, &5E
HTTP/FTP 51%) -

— N EATHOE H R AR T RIS @N: lenny, squeeze)s| A, W] LU EHPIRSA S @0
oldstable, stable, testing, unstable) o 5| LTI SHIEFATET, BYESIASHEHT
(A ATRR PR B Ak o H8K, X EHRE BN B CRIEFIRAT LT o QREL T E
ARES, —BEFRLZT, B RSER—H BRI ERI S -



AN EERR APT i

BOAECE M T M E Debian M4tRs5a L2, EEATREREEN /etc/apt/
sources.list IfFIHEMEEE, B ARIUIRIMNEEBE —Fh B FHIERE

Debian HTTP & FTP %k fE7 http://www.debian.org/distrib/ftplist 2| %& “
Debian $if§3%”—17) - HTTP {88 % b FTP Hifgik -

fFan, BB IR Debian 5152 http://mirrors.kernel.org o 34 F M40 25 ak
72 FTP BFRERN RGN, BRI B REHP R T 4 F o

Bl apthd ARG, BBIIVTIINZE sources. list S04

deb http://mirrors.kernel.org/debian squeeze main contrib

FEHEM EENdists’, XMEITMEAFENSEA TRBRT BREZ MEX -
WIS, £ sources. list #i@t £ LABIFAAERY “deb” 1THIIN E—"1H5 @#)REHTE
fiTe

NI APT J7
R REA BB 1B /etc/apt/sources. list R H— A A FAE B r&ET
NFS ##if)), (08 HTTP 5 FTP #1544 -

filan, BxERER AT /var/ftp/devian/ T, FHAWTHIEH:

/var/ftp/debian/dists/squeeze/main/binary-alpha/...
/var/ftp/debian/dists/squeeze/contrib/binary-alpha/...

Zib apthd FHE, TEILX—ITHINZE sources. list U

deb file:/var/ftp/debian squeeze main contrib

FEEHEN EEdists’, XMNRITMEATFEHNSEE THBET BREZ MEZ -
AINETRIG, £ sources. list Hifid 7 LARTAATERY “deb” 1TEI I E— M HES#HREHTE
fil°

M CD-ROM & DVD 71 APT JF

IR HAEH CD %Z%%, ¥ /etc/apt/sources.list /) “deb” fTRIFEH5 #)iERE
Efile

HiRAE /etc/fstab FE—4T AT EHE, CD-ROM T /cdrom ##; i (apt-cdrom 7T
EHEEH A /cdrom) o filln, &% /dev/hdc Fi2%ERY CD-ROM, /etc/fstab FRIZHH

—17:



/dev/hdc /cdrom auto defaults,noauto,ro 0 0

EEAESIE: defaults, noauto, ro Z AL BS54
BISUEREREG AR, HA—F CD, Ziliafr
# mount /cdrom #E (D EFEHS

#
# 1s -alF /cdrom # T~ CD WIEHZE
# umount /cdrom  # H#E CD

—F, BT

# apt-cdrom add

B R EFTHAER Debian —i# ] CD-ROM #REIX 2, LMEREH CD FIEHRAINE APT
HIEHRE -

TR

The recommended way to upgrade from previous Debian GNU/Linux releases is
to use the package management tool apt-get. In previous releases, aptitude was
recommended for this purpose, but recent versions of apt-get provide equivalent
functionality and also have shown to more consistently give the desired upgrade
results.

AEGICHBALFNDX (CHERD XM /usr 2X) HANRERE, AUTw2:

# mount -o remount,rw /mountpoint

T NS R APT JRi05% (/etc/apt/source. list) B4 & “squeeze” Y EifE
] “stable” o AMILA Ef$51A lenny FIJFICE °

Ve =
HE

Source lines for a CD-ROM might sometimes refer to “unstable”;
although this may be confusing, you should not change it.



TR

®

2

RRIES

1)
A

SERIEE A ast/bin/script 2P RICR AR SATFHRL LER o XHFMRE R T, &
A — AR o T LA BERIE, AR DIERRIR TR EIUME R - BRI, B
A

# script -t 2>~/upgrade-squeezestep.time -a ~/upgrade-
squeezestep.script

The typescript will also allow you to review information that has scrolled off-
screen. If you are at the system's console, just switch to VI2 (using Alt+F2) and,
after logging in, use less -R ~root/upgrade-squeeze.script to view the file.

FESERTHR)E, BAT LIESRRAF MR exit {21k script ©

WMREEN script (FH T -t &5, &5 LLA scriptplay 25 -B AN T 2

# scriptreplay ~/upgrade-squeeze.time ~/upgrade-squeeze.script

B, & ERBOH A ATRRAY A FEF1I3 - $UT

# apt-get update

MR EE R 2SR T2

You have to make sure before upgrading your system that you have sufficient
hard disk space when you start the full system upgrade described in “Upgrading
the system”—i. First, any package needed for installation that is fetched from
the network is stored in /var/cache/apt/archives (and the partial/
subdirectory, during download), so you must make sure you have enough space
on the file system partition that holds /var/ to temporarily download the
packages that will be installed in your system. After the download, you will
probably need more space in other file system partitions in order to both install
upgraded packages (which might contain bigger binaries or more data) and new
packages that will be pulled in for the upgrade. If your system does not have
sufficient space you might end up with an incomplete upgrade that might be
difficult to recover from.

apt-get can show you detailed information of the disk space needed for the
installation. Before executing the upgrade, you can see this estimate by running:

# apt-get -o APT::Get::Trivial-Only=true dist-upgrade
[ ... ]
XXX upgraded, XXX newly installed, XXX to remove and XXX not

tim~ A A AA



upyit aucu.
Need to get xx.xMB of archives.
After this operation, AAAMB of additional disk space will be used.

BT N R AR B R R, ERPRT IR E AT U TX S i S AT RE S48 i — T ERIR © A
RICHERNE, BREFZCLM RDARGTIHR”— T EnhaIAE S S NAR S RIF A
TR, X AT LU ATIX S i < R T Bl F5 RO 2 ]

If you do not have enough space for the upgrade, apt-get will warn you with a
message like this:

E: You don't have enough free space in /var/cache/apt/archives/.

In this situation, make sure you free up space beforehand. You can:



Remove packages that have been previously downloaded for installation (at /
var/cache/apt/archives). Cleaning up the package cache by running apt-get
clean will remove all previously downloaded package files.

BRSBTS E o anR %2550 popularity-contesth, 7 LA popcon-largest-
unused &5 H RS H 5 AKX EZS BT XN AR - &7 LA deborphan &
debfoster HH H T A E(ZE IR A" —T) « F—Ml kR, BBz
17 aptitude 723389 B AL OIER G T HEIS AL -

THIBR o5 FH K % =5 18] B H Bl A7 ZR A EE AT LIEA SR ERENR) - &7 LA dpigs (7
7£ debian-goodiesk %) a2 wajig G217 wajig size) F|H 5 HKEZEIAY
@ o

You can list packages that take up most of the disk space with aptitudefi.
Start aptitude in “visual mode”, select Views — New Flat Package List, press 1
and enter ~i, press S and enter ~installsize, then it will give you nice list to
work with.

WRARFZRE R DUNAR G P EREIERA A SO o B0 LLZ225HAC & localepurgels
B, X R — /NS R R A AR B R B TE RS © XK /usr/share/
locale i fif A AORE L 25 1] o

¥ /var/log/ FTHIRGIH IR HEIEE RS, sk AR -

ffAImE H 3 /var/cache/apt/archives: #r] LUEF ¥ H B —1 2 GHIGR ZE H %
(USB & &, ImATER, FRPSERS....)

ER
AEMEF NFS, 302 ER R4 B0 BT T -

B, {RixACR USB #4:7E /media/usbkey T:
TR LA R 2SN B A

# apt-get clean

¥ /var/cache/apt/archives HXE#I% USB fii#:

# cp -ax /var/cache/apt/archives /media/usbkey/

FHImY A7 B L8R 480 H 3%

# mount --bind /media/usbkey/archives /var/cache/apt/archives
F )5, A /var/cache/apt/archives H3:

# umount /media/usbkey/archives

MHFRE N H) /media/usbkey/archives °

] DRI BT RGP R U R 58 L B I e A7 H 5%

Do a minimal upgrade of the system (see “f/NRSi K" —77) or partial
upgrades of the system followed by a full upgrade. This will make it possible to
upgrade the system partially, and allow you to clean the package cache before



% 5 Z squeeze FEE T ERY A
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Sometimes, changes introduced in a new release have side-effects we cannot
reasonably avoid, or they expose bugs somewhere else. This section documents
issues we are aware of. Please also read the errata, the relevant packages'
documentation, bug reports and other information mentioned in “¥ £ 4" —7.

Migration of disk drivers from IDE to PATA
subsystem

The new Linux kernel version provides different drivers for some PATA (IDE)
controllers. The names of some hard disk, CD-ROM, and tape devices may change.

It is now recommended to identify disk devices in configuration files by label or
UUID (unique identifier) rather than by device name, which will work with both
old and new kernel versions. Upon upgrading to the squeeze version of the
Debian kernel packages, the 1inux-baseli package will offer to do this
conversion for you in the config files for most of the filesystem-related packages
on the system, including the various bootloaders included in Debian. If you choose
not to update the system configuration automatically, or if you are not using the
Debian kernel packages, you must update device IDs yourself before the next
system reboot to ensure the system remains bootable.

mdadm metadata format change requires
recent Grub

The following only applies to users who want to let the grub-pckf bootloader load
the kernel directly off a RAID device created with mdadméf 3.x and default values,
or when the metadata version is explicitly set using -e. Specifically, this includes
all arrays created during or after the installation of Debian squeeze. Arrays
created with older mdadm versions, and RAIDs created with the command-line
option -e 0.9 are not affected.

Versions of grub-pclf older than 1.98+20100720-1 will not be able to boot directly
off a RAID with the 1.x metadata formats (the new default is 1.2). To ensure a
bootable system, please make sure to use grub-pcl 1.98+20100720-1 or later, which
is provided by Debian squeeze. An unbootable system may be rescued with Super
Grub?2 Disk [http://www.supergrubdisk.org/super-grub2-disk/] or grml [http://
grml.org].

pam_userdb.so breakage with newer libdb

Some Berkeley Database version 7 files created with libdb3 cannot be read by
newer libdb versions (see bug #521860 [http:/bugs.debian.org/521860]). As a
workaround, the files can be recreated with db4.8 load, from the db4.8-utilf

Potential issues with diversions of /bin/sh



If you have previously added a local diversion for /bin/sh, or modified the /bin/
sh symlink to point to somewhere other than /bin/bash, then you may encounter
problems when upgrading the dashil or bashf packages. Note that this includes
changes made by allowing other packages (for example mkshkf) to become the
default system shell by taking over /bin/sh.

If you encounter any such issues, please remove the local diversion and ensure
that the symlinks for both /bin/sh and its manual page point to the files provided
by the bashff package and then dpkg-reconfigure --force dash.

dpkg-divert --remove /bin/sh
dpkg-divert --remove /usr/share/man/manl/sh.l.gz

In -sf bash /bin/sh
In -sf bash.l.gz /usr/share/man/manl/sh.l.gz

Change in kernel policy regarding resource
conflicts

The default setting for the acpi enforce resources parameter in the Linux kernel
has changed to be “strict” by default. This can lead some legacy sensor drivers
to be denied access to the sensors' hardware. One workaround is to append
“acpi_enforce resources=lax” to the kernel command line.

LDAP support

A0
0A]

A feature in the cryptography libraries used in the LDAP libraries causes
programs that use LDAP and attempt to change their effective privileges to fail
when connecting to an LDAP server using TLS or SSL. This can cause problems
for suid programs on systems using libnss-ldaplf like sudo, su or schroot and
for suid programs that perform LDAP searches like sudo-1dap§d.

It is recommended to replace the libnss-ldaplf package with libnss-1dapdd, a
newer library which uses separate daemon (nslcd) for all LDAP lookups. The
replacement for libpam-1ldaphfis Libpam-ldapdBs.

Note that libnss-1dapdif recommends the NSS caching daemon (nscdff) which
you should evaluate for suitability in your environment before installing. As an
alternative to nscdil you can consider unscdis.

Further information is available in bugs #566351 [http://bugs.debian.org/566351]
and #545414 [http://bugs.debian.org/545414].

sieve service moving to its IANA-
allocated port



The IANA port allocated for ManageSieve is 4190/tcp, and the old port used by
timsieved and other managesieve software in many distributions (2000/tcp) is
allocated for Cisco SCCP usage, according to the IANA registry [http:/
www.iana.org/assignments/port-numbers].

Starting with the version 4.38 of the Debian netbaself package, the sieve service
will be moved from port 2000 to port 4190 in the /etc/services file.

Any installs which used the sieve service name instead of a numeric port
number will switch to the new port number as soon as the services are restarted
or reloaded, and in some cases, immediately after /etc/services is updated.

This will affect Cyrus IMAP. This may also affect other sieve-enabled software
such as DoveCot.

In order to avoid downtime problems, mail cluster administrators using Debian
are urged to verify their Cyrus (and probably also DoveCot) installs, and take
measures to avoid services moving from port 2000/tcp to port 4190/tcp by surprise
in either servers or clients.

It is worth noting that:

/etc/services will only be automatically updated if you never made any
modifications to it. Otherwise, you will be presented with a prompt by dpkg
asking you about the changes.

You can edit /etc/services and change the sieve port back to 2000 if you
want (this is not recommended, though).

You can edit /etc/cyrus.conf and any other relevant configuration files for
your mail/webmail cluster (e.g. on the sieve web frontends) ahead of time to
force them all to a static port number.

You can configure cyrus master to listen on both ports (2000 and 4190) at the
same time, and thus avoid the problem entirely. This also allows for a much
more smooth migration from port 2000 to port 4190.

Security status of web browsers

Debian 6.0 includes several browser engines which are affected by a steady
stream of security vulnerabilities. The high rate of vulnerabilities and partial lack
of upstream support in the form of long term branches make it very difficult to
support these browsers with backported security fixes. Additionally, library
interdepencies make it impossible to update to newer upstream releases. As such,
browsers built upon the qtwebkit and khtml engines are included in Squeeze, but
not covered by full security support. We will make an effort to track down and
backport security fixes, but in general these browsers should not be used against
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For general web browser use we recommend browsers building on the Mozilla
xulrunner engine (Iceweasel and Iceape), browsers based on the Webkit engine
(e.g. Epiphany) or Chromium. Xulrunner has had a history of good backportability
for older releases over the previous release cycles.



Chromium —while built upon the Webkit codebase— is a leaf package, i.e. if
backporting becomes no longer feasible, there's still the possibility of upgrading
to a later upstream release (which is not possible for the webkit library itself).

Webkit is supported by upstream with a long term maintenance branch.
KDE 5[

Squeeze is the first Debian release to ship with the full support for the next
generation KDE that is based on Qt 4. Most official KDE applications are at
version 4.4.5 with the exception of kdepimif that is at version 4.4.7. You can read
the announcements from the KDE Project [http://www.kde.org/announcements/] to
learn more about the changes.

Upgrading from KDE 3

KDE 3 Desktop Environment is no longer supported in Debian 6.0. It will be
automatically replaced by the new 4.4 series on upgrade. As this is a major
change, users should take some precautions in order to ensure as smooth of an
upgrade process as possible.

ER:

It is discouraged to upgrade while there is an active KDE 3 session on the
system. Otherwise, the process might render the running session
dysfunctional with the possibility of data loss.

Upon the first login on the upgraded system, existing users will be prompted
with the Debian-KDE guided migration procedure called kaboomif which will
assist in the process of migrating the user's personal data and optionally backing
up old KDE configuration. For more information, visit the Kaboom homepage
[http://pkg-kde.alioth.debian.org/kaboom.html].

While KDE 3 based desktop environment is no longer supported, users can still
install and use some individual KDE 3 applications since the core libraries and
binaries of KDE 3 (kdelibskf) and Qt 3 are still available in Debian 6.0. However,
please note that these applications might not be well integrated with the new
environment. What's more, neither KDE 3 nor Qt 3 will be supported in any form
in the next Debian release so if you are using them, you are strongly advised to
port your software to the new platform.

New KDE metapackages

As noted earlier, Debian 6.0 introduces a new set of KDE related metapackages:



You are strongly advised to install the kde-standardki package for normal
desktop usage. kde-standardif will pull in the KDE Plasma Desktop [http:/
www.kde.org/workspaces/plasmadesktop/] by default, and a selected set of
commonly used applications.

If you want a minimal desktop you can install the kde-plasma-desktoph
package and manually pick the applications you need. This is a rough
equivalent of the kde-minimalkl package as shipped in Debian 5.0.

For small form factor devices, there is an alternative environment called KDE
Plasma Netbook [http://www.kde.org/workspaces/plasmanetbook/] that can be
installed with the kde-plasma-netbookli package. Plasma Netbook and Plasma
Desktop can live in the same system and the default can be configured in
System Settings (replacement of the former KControl).

If you want a full set of official KDE applications, you have the possibility to
install the kde- fullkd package. It will install KDE Plasma Desktop by default.

GNOME =M 5 37

There have been many changes in the GNOME desktop environment from the
version shipped in lenny to the version in squeeze, you can find more information
in the GNOME 2.30 Release Notes [http:/library.gnome.org/misc/release-
notes/2.30/]. Specific issues are listed below.

GDM 2.20 and 2.30

The GNOME Display Manager (GDM), is kept at version 2.20 for systems
upgraded from lenny. This version will still be maintained for the squeeze cycle
but it is the last release to do so. Newly installed systems will get GDM 2.30
instead, provided by the gdm3if package. Because of incompatibilities between
both versions, this upgrade is not automatic, but it is recommended to install gdm3
after the upgrade to squeeze. This should be done from the console, or with
only one open GNOME session. Note that settings from GDM 2.20 will not be
migrated. For a standard desktop system, however, simply installing gdm34f should
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Device and other administrative permissions

Specific permissions on devices are granted automatically to the user currently
logged on physically to the system: video and audio devices, network roaming,
power management, device mounting. The cdrom, floppy, audio, video, plugdev
and powerdev groups are no longer useful. See the consolekitlf documentation
for more information.

Most graphical programs requiring root permissions now rely on PolicyKit [http://
www.freedesktop.org/wiki/Software/PolicyKit] to do so, instead of gksulf. The
recommended way to give a user administrative rights is to add it to the sudo

network-manager and ifupdown interaction

Upon upgrading the network-managerff package, interfaces configured in /etc/
network/interfaces to use DHCP with no other options will be disabled in that
file, and handled by NetworkManager instead. Therefore the ifup and ifdown



commands will not work. These interfaces can be managed using the
NetworkManager frontends instead, see the NetworkManager documentation
[http://live.gnome.org/NetworkManager/SystemSettings].

Conversely, any interfaces configured in /etc/network/interfaces with more
options will be ignored by NetworkManager. This applies in particular to wireless
interfaces used during the installation of Debian (see bug #606268 [http://
bugs.debian.org/606268]).

Graphics stack changes

There have been a number of changes to the X stack in Debian 6.0. This section
lists the most important and user-visible.

Obsolete Xorg drivers

The cyrix, imstt, sunbw2 and vga Xorg video drivers are no longer provided.
Users should switch to a generic such as vesa or fbdev instead.

The old via driver was no longer maintained, and has been replaced by the
openchrome driver, which will be used automatically after the upgrade.

The nv and radeonhd drivers are still present in this release, but are deprecated.
Users should consider the nouveau and radeon drivers instead, respectively.

The calcomp, citron,digitaledge, dmc, dynapro, elo2300, fpit, hyperpen,
jamstudio, magellan, microtouch, mutouch, palmax, spaceorb, summa, tek4957
and ur98 X input drivers have been discontinued and are not included in this
release. Users of these devices might want to switch to a suitable kernel driver
and the evdev X driver. For many serial devices, the inputattach utility allows
attaching them to a Linux input device which can be recognized by the evdev X
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Kernel mode setting

Kernel drivers for Intel (starting from i830), ATI/AMD (from the original Radeon to
the Radeon HD 5xxx “Evergreen” series) and for NVIDIA graphics chipsets now
support native mode setting.

Input device hotplug

The Xorg X server included in Debian 6.0 provides improved support for
hotplugging of input devices (mice, keyboards, tablets, ...). The old xserver-xorg-
input-kbdEl and xserver-xorg-input-mousebl packages are replaced by
xserver-xorg-input-evdevil, which requires a kernel with the

CONFIG_INPUT_ EVDEV option enabled. Additionally, some of the keycodes
produced by this driver differ from those traditionally associated with the same
keys. Users of programs like xmodmap and xbindkeys will need to adjust their
configurations for the new keycodes.

X server “zapping”

Traditionally, the Ctrl+Alt+Backspace combination would kill the X server. This
combination is no longer active by default, but can be re-enabled by
reconfiguring the keyboard-configurationi package (system-wide), or using
your desktop environment's keyboard preferences application.



Munin web path change

For squeeze, the default location for the generated web content of munin has
been changed from /var/www/munin to /var/cache/munin/www and therefore /
etc/munin/munin.conf needs to be adapted on upgrades, if it has been changed
by the admin. If you are upgrading, please read /usr/share/doc/munin/
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Shorewall upgrade instructions

Users of the shorewall§ firewall should read the instructions at http:/
www.shorewall.net/LennyToSqueeze.html, also available as /usr/share/doc/
shorewall-doc/html/LennyToSqueeze.html in the shorewall-docl package,
upon upgrading to Debian 6.0.
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Beyond these release notes and the installation guide, further documentation on
Debian GNU/Linux is available from the Debian Documentation Project (DDP),
whose goal is to create high-quality documentation for Debian users and
developers. Documentation, including the Debian Reference, Debian New
Maintainers Guide, and Debian FAQ are available, and many more. For full details
of the existing resources see the Debian Documentation website [http:/
www.debian.org/doc/] and the Debian Wiki website [http://wiki.debian.org/]
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Please follow the channel guidelines, respecting other users fully. The guidelines
are available at the Debian Wiki [http://wiki.debian.org/DebianIRC].
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You do not need to be an expert to contribute to Debian. By assisting users with
problems on the various user support lists [http://lists.debian.org/] you are
contributing to the community. Identifying (and also solving) problems related to
the development of the distribution by participating on the development lists
[http://lists.debian.org/] is also extremely helpful. To maintain Debian's high
quality distribution, submit bugs [http:/bugs.debian.org/] and help developers
track them down and fix them. If you have a way with words then you may want
to contribute more actively by helping to write documentation [http:/
www.debian.org/doc/cvs] or translate [http:/www.debian.org/international/]
existing documentation into your own language.

WIREREINE Z RN RIAYE, AT DL TR 489 Debian ZATARFETES S B A o 1R A6
g F s e P H At - #4522 Debian FrEe S RRNEELG T, 7T LE SR AT A
BRI A E (WNPP) [http://www.debian.org/devel/wnpp/] FIREHFHIE B » 1R EE
FERR R AUERE >, I AR RSRARES M E N EE - EBENTIE, Y&
Debian Jr. [http://www.debian.org/devel/debian-jr/] #1 Debian Med [http:/
www.debian.org/devel/debian-med/] %% H °

Feenf, REELUERDT ST H BRI XRES, AEEERF, BFA, (B8, &
A, EHEE BRI T ok - ST IR A m M ESE), ANMOLEREBATE
ZHIHICRE, ILRELL N O ITIHIRRRA R, -



fff>% A. Managing your lenny
system before the upgrade

AP SRE S ETRE] squeeze 2RI, FHEBEEEFAEW M lenny ZREE AR EE RHIH R E
B o XRZ AFERARRE L PR -

FHREH) lenny R45:

EAR LB MR lenny A% A A XA o E—IR AR, BEEFEFHEED
FHaPEBIET] HBRE “KBELH sources list”— 717 1A lenny F A -

WA Debian SEGAH, K B AR EIHHH lenny ©
N A AR H
&) sources list

If any of the lines in your /etc/apt/sources. list refer to 'stable’, you are
effectively already “using” squeeze. This might not be what you want if you are
not ready yet for the upgrade. If you have already run apt-get update, you can
still get back without problems following the procedure below.

IREELEN squeeze L THIFE, BLE NRAVLEN lenny ZERBUFEL T © HXFE
OUT, B IURE R GRS E KL » TUIEREIEE, HEXEARRK -

R EE R iR (UL root fXR)FTIF 0 /etc/apt/sources. list, #W&EFTALL deb
http: gt deb ftp: F3k, 51/ “stable” fU1T o WRHKEI T, K stable M lenny -

WHRELITL, deb file: FFih, BNIZHCOCREZVEZSEEEE lenny 50 squeeze 1
RYZE o
HE

RNEEBUETLL deb cdrom: FHRMIAT o« QR T BU3E, XLEITHS R, BF
FEEHZIT apt-cdrom - BIffi7 'cdrom' AJf7 A “unstable”, thARERE|H
%o BARSAR, (HiXZIEFR -

AR T EER, RFSFET

# apt-get update

IRETE A E513% -

Upgrade legacy locales to UTF-8

If your system is localised and is using a locale that is not based on UTF-8 you
should strongly consider switching your system over to using UTF-8 locales. In
the past, there have been bugs identified that manifest itself only when using a
non-UTF-8 locale. On the desktop, such legacy locales are supported through ugly
hacks in the libraries internals, and we cannot decently provide support for users
who still use them.



To configure your system's locale you can run dpkg-reconfigure locales.
Ensure you select an UTF-8 locale when you are presented with the question
asking which locale to use as a default in the system. In addition, you should
review the locale settings of your users and ensure that they do not have legacy
locales definitions in their configuration environment.
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