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1.5 8

This document informs users of the Debian GNU/Linux distribution about major
changes in version 6.0 (codenamed squeeze).

The release notes provide information on how to upgrade safely from release 5.0
(codenamed lenny) to the current release and inform users of known potential
issues they could encounter in that process.

You can get the most recent version of this document from http://www.debian.org/
releases/squeeze/releasenotes. If in doubt, check the date on the first page to
make sure you are reading a current version.
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[B] 3R 05 {7y SR RO AR

We have attempted to test all the different upgrade steps described in this
document and to anticipate all the possible issues our users might encounter.

Nevertheless, if you think you have found a bug (incorrect information or
information that is missing) in this documentation, please file a bug in the bug
tracking system [http://bugs.debian.org/] against the release-notesk package.
You might want to review first the existing bug reports [http://bugs.debian.org/
release-notes] in case the issue you've found has already been reported. Feel free
to add additional information to existing bug reports if you can contribute

~rantant far thic Aarmiimant
We appreciate, and encourage, reports providing patches to the document's
sources. You will find more information describing how to obtain the sources of

this document in “3E 1 XHFHIZRIFR &R
H o~ HFE A
FEAC A S
%Zﬁﬂ“ GBI A & R B lenny FHE squeeze AUEATEEN (IR EGHEEE S FiEYE
A, FEE $EEREE AL [http://bugs.debian.org/] # &5 E 5] upgrade - reportskl £
PEILPEAREIER o MAEERE AN INER (A gzip) BEAEEFEETEE -

TENRSS TR S I, A& DU EAR.



The status of your package database before and after the upgrade: dpkg's
status database available at /var/1ib/dpkg/status and aptki's package state
information, available at /var/lib/apt/extended states. You should have
made a backup before the upgrade as described at “#{7 &k 3% E &#”, but you
can also find backups of /var/lib/dpkg/status in /var/backups.

Session logs created using script, as described in “ZCEkFEFE”.
AH /var/log/apt/term.log BUSZER) apthd HEE, =& /var/log/aptitude Bt
BT aptitude HES -

\ =
FE
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The source of this document is in DocBook XML[ format. The HTML version is
generated using docbook-xs18) and xsltprockl. The PDF version is generated
using dblatexkf or xmlroffil. Sources for the Release Notes are available in the
SVN repository of the Debian Documentation Project. You can use the web
interface [http://svn.debian.org/viewsvn/ddp/manuals/trunk/release-notes/] to
access its files individually through the web and see their changes. For more
information on how to access the SVN please consult the Debian Documentation
Project SVN information pages [http:/www.debian.org/doc/cvs].



= 2. £ Debian GNU/Linux 6.0 # 51t
JEE BT T B

The Wiki [http://wiki.debian.org/NewInSqueeze] has more information about this
topic.

This release drops official support for the HP PA-RISC (‘hppa') [http:/
lists.debian.org/debian-devel-announce/2010/09/msg00008.html], Alpha (‘alpha') and
ARM (‘arm') architectures.

LLF & Debian GNU/Linux squeeze B 5 i BRI TERE - &

32-bit PC ('i386")

SPARC ('sparc')

PowerPC (‘powerpc')

MIPS (‘'mips' (big endian) /% 'mipsel' (little endian))
Intel Itanium (‘ia64")

S/390 ('s390")

64-bit PC (‘famd64')

ARM EABI (‘armel")

In addition to the officially supported architectures, Debian GNU/Linux squeeze
introduces the GNU/kFreeBSD ports (‘kfreebsd-amdeé4' and 'kfreebsd-i386') as a
technology preview. These ports are the first ones included in a Debian release
which aren't based on the Linux kernel, but instead use the FreeBSD kernel with
a GNU userland. Users of these versions however should be warned that the
quality of these ports is still catching up with the outstanding high quality of our
Linux ports, and that some advanced desktop features are not supported yet.
However, the support of common server software is strong and extends the
features of Linux-based Debian versions by the unique features known from the
BSD world. This is the first time a Linux distribution has been extended to also
allow use of a non-Linux kernel.

A LI7E Debian MEEEZEHE4Y EH [http:/www.debian.org/ports/] FEUS 5 £ BN &8 F 55
DL, DU SR 2 AT RE T 5 fME R & A -

TEAE KB AT RO FR oA 2 e e

FLAEZ HiEY lenny, #if) Debian 1ThRFFEUE T H L A0EES; EEXRIEBITHRAHEE ST
iEHiE 10352 [EFT BN, AEAIRERE T 29050 HEM o KRE D AVEESE R T @il 15436 (AE
e (CREMET lenny FIEHFEIER 67%) - &R, RABREORRE, BERDREE (BiR
4238, KEMET lenny FIEHERR 18%) TEERIEITHRAEEBIRET - g 8EiE
LB A EE R, i BEESE N AT M S WiEd & BE3E(obsolete)' Eff:



With this release, Debian GNU/Linux updates from X.Org 7.3 to X.Org 7.5.

Debian GNU/Linux again ships with several desktop applications and
environments. Among others it now includes the desktop environments GNOME[]
2.30 (With some modules from GNOME 2.32.), KDEG 4.4.5, Xfceltd 4.6.2, and LXDEE]
0.5.0. Productivity applications have also been upgraded, including the office
suites OpenOffice.orghf 3.2.1 and KOfficelf 2.2.1 as well as GNUcashff 2.2.9,
GNUmerick? 1.10.8 and Abiwordff 2.8.2.

Updates of other desktop applications include the upgrade to Evolutionf 2.30.3

and Pidginkf 2.7.3. The Mozillak{ suite has also been updated: iceweaselld (version
3.5.13) is the unbranded Firefoxkl web browser and icedovel (version 3.0.7) is the
unbranded Thunderbirdi mail client.

BRILZ AL, EMETRCT A E T LUT AVREE T

EiF £ 5.0 lenny) #RAIRRA £ 6.0 (squeeze) I
Apachel 229 2.2.16
BINDE) DNS falfk#% 9.6.0 9.7.1
Cherokeel:] web server 0.7.2 1.0.8
Couriersl MTA 0.60.0 0.63.0
Dialsd 0.96.1 0.97.1
Ekigald VoIP Client 2.0.12 327
Eximil T8 B E A AR &7 4.69 472
GNU %z as B4R DIMUA THRY |4.3.2 445
) s A U

GIMPE 2.4.7 2.6.10
GNU C &=U&E 2.7 2112
lighttpd 1.4.19 1.4.28
maradns 1.3.07.09 1.4.03
MySQLE] 5.0.51a 5.1.49
OpenLDAP 2.4.11 2.4.23
OpenSSHE 5.1pl 5.5pl
PHPE 5.2.6 532
Postfixk] MTA 252 2.7.1
PostgreSQLE 8.3.5 8.4.5
Python 252 2.6.6
Samba 325 355
Tomcatf 5.5.26 6.0.28

Debian still supports Linux Standard Base (LSB) version 3.2.




for the amd64 and 1386 architectures, along with the source code. Debian GNU/
Linux is also released as Blu-ray &2 (BD) images, 2 each for the amd64 and 1386
architectures, or one for the source code. For size reasons, some very large
packages are omitted from the CD builds; these packages fit better in the DVD
and BD builds, so are still included there.

A new feature with squeeze is the addition of isohybridff support to the 1386 and
amd64 CDs, DVDs and BDs. To make a USB stick bootable with one of these
images used to mean following some extra procedures after downloading the
image; instead, now all that is required is to simply write the image directly to the
USB stick. For more information please see the “Preparing Files for USB Memory
Stick Booting” section in the Installation Guide [http:/www.debian.org/releases/
stable/installmanual].

Firmware moved to the non-free section

Some drivers included in the Linux kernel used to contain non-free firmware
blobs. Starting from squeeze this firmware has been moved to separate packages
in the non-free section of the archive, such as firmware-1inuxgl. If such packages
are installed, the firmware will be loaded automatically when required.

EFEHE

The preferred program for interactive package management from a terminal is
aptitude. For a non-interactive command line interface for package management,
it is recommended to use apt-get. apt-get is also the preferred tool for upgrades
between major releases. If you are still using dselect, you should switch to
aptitudell as the official front-end for package management.

For squeeze APT automatically installs recommended packages by default (This
change implies that disk requirements for tasks selected through the debian
installer have increased too. For more information please see the “Disk Space
Needed for Tasks” chapter in the Installation Guide [http://www.debian.org/
releases/stable/installmanual].) . This can be changed by adding the following line
in /etc/apt/apt.conf:

APT::Install-Recommends "false";

Dependency booting

An important improvement in the Debian GNU/Linux boot system is the
introduction of dependency-based boot sequencing and parallel boot. This feature
is enabled by default in new installs and it will be enabled for upgrades from
lenny, if possible.

This feature is enabled through the use of insservil by sysv-rc to order init.d
scripts based on their declared dependencies (These dependences are declared
through the use of the header format specified in the Linux Standard Base

(LSB)) . It has been possible after a sustained effort to adapt all the boot scripts of
packages provided in the distribution as well as the boot system itself.






With dependency-based boot sequencing it is also now possible to run the boot
system scripts in parallel which can, under most circumstances, improve the
speed of the boot process. This feature is enabled by default, in new systems and
upgrades, whenever possible. To disable it specify

CONCURRENCY=none

in /etc/default/rcS. For more information on this feature refer to the
information available in /usr/share/doc/insserv/README.Debian.

Unified keyboard settings

In this new release, the settings for the keyboard have been unified so that both
the console and the Xorg server use the same settings. The keyboard settings are
now defined in the /etc/default/keyboard configuration file which overrides
the keyboard defined in Xorg's configuration file.

The console-setupl package now handles the keyboard for both environments
as well as the font configuration for the console. You can reconfigure the
keyboard layout and related settings by executing dpkg-reconfigure keyboard-
configuration or by manually editing the /etc/default/keyboard configuration
file.

Kernel mode setting

Graphics mode setting code for the most common desktop chipsets (from Intel,
ATI/AMD and NVIDIA) has moved from the respective Xorg drivers to the Linux
kernel. This provides a number of advantages, such as:

More reliable suspend and resume
Ability to use graphics devices without X
Faster VT switch

Native mode text console

More details are in “Graphics stack changes” and in the Debian wiki [http://
wiki.debian.org/KernelModesetting].

LDAP support

68

This Debian release comes with several options for implementing client-side
authentication using LDAP. Users of the libnss-1dapki and 1ibpam- ldapk
packages should consider upgrading to libnss-1dapdif and libpam- ldapdBs.

These newer packages delegate the LDAP queries to a central unprivileged
daemon (nslcd) that provides separation between the process using the LDAP
information and the daemon performing LDAP queries. This simplifies handling of



secured LDAP connections, LDAP authentication credentials, provides a simpler
mechanism to perform connection fail-over and debugging and avoids loading
LDAP and related libraries into most applications.

Upgrading to libnss-1dapdif and libpam-ldapdif should be easy as existing
configuration information will be mostly reused. Only for advanced configuration
should any manual reconfiguration be necessary.

These packages however currently lack support for nested groups and only
support password change using the LDAP password modify EXOP operation.

The stable-updates section

Some packages from proposed-updates may also be made available via the
squeeze-updates mechanism. This path will be used for updates which many
users may wish to install on their systems before the next point release is made,
such as updates to virus scanners and timezone data. All packages from squeeze-
updates will be included in point releases.

Note that this replaces the functionality previously provided by the
volatile.debian.org archive [http://volatile.debian.org/].

In order to use packages from squeeze-updates, you can add an entry to your
sources.list:

deb http://mirrors.kernel.org/debian squeeze-updates main contrib
deb-src http://mirrors.kernel.org/debian squeeze-updates main contrib

The next time you run apt-get update, the system will become aware of the
packages in the squeeze-updates section and will consider them when looking
for packages to upgrade.

When a new package is made available via squeeze-updates, this will be
announced on the debian-stable-announce [http://lists.debian.org/debian-stable-
announce/] mailing list.

backports.org/backports.debian.org

The service provided by the backports.org repositories has been integrated in
Debian infrastructure and is now an official Debian service [http://www.debian.org/
News/2010/20100905], hosted at backports.debian.org [http://backports.debian.org/].
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webpage [http:/neuro.debian.net] for further information.
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Debian Installer j& Debian HVE 7 LA o ERH T ZRAFRILETT R » ] LUK
T B SRR AN R T A RS [R] 22 4807 2UR] o242 -

Al LL7E Debian ¥ & [http://www.debian.org/releases/stable/debian-installer/] I [FfF
1S squeeze [NZHEEF B LHFRT| -

ZHEFE5| RIS f & 7E Debian B /7Y CD/DVD £#f)% —ik CD/DVD HY:

/doc/install/manual/ language/index.html

R T LR BEREE [http://www.debian.org/releases/stable/debian-installer/
index#errata] -# % debian-installer fJ—4EE 41 E 2 511 % -

TRAR A Y

There has been a lot of development on the Debian Installer since its first official
release with Debian GNU/Linux 3.1 (sarge) resulting in both improved hardware
support and some exciting new features.

EARBITERE, RMA Gy HAEZERNEN— S E RS - REBANETE lenny Z12E
() — L RE AR 51 % . s5MB7E Debian Installer 4 #7[H &2 [http:/www.debian.org/
devel/debian-installer/News/] &R squeeze beta & RC W& AE °
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Dropped
platforms

Help during the
installation
process

Installation of
Recommended
packages

Automatic
installation of
hardware-specific
packages

Support for the Alpha (‘alpha'), ARM (‘arm') and HP
PA-RISC (‘hppa') architectures has been dropped
from the installer. The 'arm' architecture is
obsoleted by the ARM EABI (‘armel') port.

The dialogs presented during the installation
process now provide help information. Although
not currently used in all dialogs, this feature would
be increasingly used in future releases. This will
improve the user experience during the installation
process, especially for new users.

The installation system will install all
recommended packages by default throughout the
process except for some specific situations in
which the general setting gives undesired results.

The system will automatically select for
installation hardware-specific packages when they
are appropriate. This is achieved through the use of
discover-pkginstall from the discoverfy
package.

Support for installatidheinstedistiowelysisan can be also used for the

Improved mirror
selection

Changes in
partitioning
features

Support for
loading firmware
debs during
installation

ek A

installation of previous release, such as lenny.

The installation system provides better support for
installing both squeeze as well as lenny and older
releases (through the use of archive.debian.org). In
addition, it will also check that the selected mirror
is consistent and holds the selected release.

This release of the installer supports the use of the
ext4 file system and it also simplifies the creation of
RAID, LVM and crypto protected partitioning
systems. Support for the reiserfs file system is no
longer included by default, although it can be
optionally loaded.

It is now possible to load firmware package files
from the installation media in addition to
removable media, allowing the creation of PXE
images and CDs/DVDs with included firmware

Starting with Debian 6.0, non-free firmware has
been moved out of main. To install Debian on
hardware that needs non-free firmware, you can
either provide the firmware yourself during
installation or use pre-made non-free CDs/DVDs
which include the firmware. See the Getting
Debian section [http://www.debian.org/distrib] on
the Debian website for more information.

Thanks to the huge efforts of translators, Debian
GNU/Linux can now be installed in 70 languages.
This is seven more languages than in lenny. Most
languages are available in both the text-based
installation user interface and the graphical user
interface, while some are only available in the
graphical user interface.



Languages added in this release include:

HE R

TEZ RIRIEE TR E] TRF 2R, Hth (& T 72240 sUEA Y S0 e A AR e R R
EITEBLE  BEREE, WREF LAE MM lenny ZHREAFER #HANFCRETR
e, B ARAEE G EE LURE R 2 RE U RO A

1 ZH5455] [http://www.debian.org/releases/stable/installmanual] b 2.8 F# T AL
Pifdk, B QA e I R E N 2 KRR &



= 4. Upgrades from Debian 5.0

(lenny)
RELTHIR L et

TR A, oM e RIRE 20 & 5, & squeeze #EASWJEHIE T — YL 468 PR HE)
E%%E%mﬁﬁﬁﬁﬁTQ%ﬂ%ﬁﬁﬁﬁﬁﬁm%,@E%%Z%@%%%Eﬂﬁ%ﬂ%@
[ fiE o

e 10 BORE R GEOE B AT

TEFHR R A 2 AT, BRI ST — IR e B Dy, SE D EEEZICIR A A
HE T 2288 B BORMRTEUE BTG 1 (03 o T AR B (8 1 B T BN SRR RE MR A & Hh B
8, (BT URRE P B T B T R SRS E XA -

The main things you'll want to back up are the contents of /etc, /var/lib/
dpkg, /var/lib/apt/extended states and the output of dpkg --get-
selections "*" (the quotes are important). If you use aptitude to manage
packages on your system, you will also want to back up /var/lib/aptitude/

EEARABFEARGEANEENRTE /home BERMEAVEMERE, (H2DHEFLEMAES (F)
. ) Mozilla F 2% GNOME ~ KDE £ HEEREE) 766 & F — IR LRI L )
R, GLUBIITEREERERERAGIEE o & T U E—, iSSR0 HENE E &%
HPRREE R X Bk (“dotfiles”, DL. BHSHRUMEREH %) EITH - E @M v U EE
HEFELERHRE o BHIFALEEMAEEG ERMEEE -

Any package installation operation must be run with superuser privileges, so
either log in as root or use su or sudo to gain the necessary access rights.

PR ST, (I B T WG TR -
FRMEEAE

EIEZAEE T EM TR RIS ILERE E S M A RS, MR LR EN A ssh BRI
IR R BT ACRIE T AT B A G BB ERR, H AR Tt Bz & X T+ B -
AR A E RE R M TREG TGRS, FE7E THAR AU 8 1y B EN (5 B0 B (/home) © BRIE
EETEIFIRHEST Kernel B9FHER, 5 RIGHE TR BT 108 & LA 5 ZEEHT B -

If you wish to take extra precautions, back up or unmount the /home partition
before upgrading.

You will have to do a kernel upgrade when upgrading to squeeze, so a reboot will
be necessary.

Prepare for downtime on services

There might be services that are offered by the system which are associated
with packages that will be included in the upgrade. If this is the case, please note
that, during the upgrade, these services will be stopped while their associated
packages are being replaced and configured. During this time, these services will
not be available.



The precise downtime for these services will vary depending on the number of
packages being upgraded in the system, and it also includes the time the system
administrator answers the configuration questions from different package
upgrades (if any). Notice that if the upgrade process is left unattended and the
system requests input throughout the upgrade there is a high possibility of
services being unavailable (If the debconf priority is set to a very high level you
might prevent configuration prompts, but services that rely on default answers
that are not applicable to your system will fail to start.) for a significant period of
time.

If the system being upgraded provides critical services for your users or the
network (For example: DNS or DHCP services, specially when there is no
redundancy or failover. In the DHCP case end-users might be disconnected from
the network if the lease time is lower than the time it takes for the upgrade
process to complete.), you can reduce the downtime if you do a minimal system
upgrade, as described in “R&FHRIIRE A", followed by a kernel upgrade and
reboot (see “Upgrading the kernel and udev”), and then upgrade the packages
associated with your critical services. Upgrade these packages prior to doing the
full upgrade described in “Upgrading the system”. This way you can ensure that
these critical services are running and available through the full upgrade
process, and their downtime is reduced.

[l et

H* lenny 1 squeeze [ kernel £ EBREIFEZ ~ RERS(HMI ~ av 4 7 X L EREIIET
b BEEIRT, ARG 1% - EFUEE RS2, AU /HE T RE S A R R B o —
0 IR P BE R RE R A B AT IR R P A E (E B T E = o

WHELEL, EEWRLTREFHELARR, SE R EREAAER HREREEARTE) Z
F, WRGEIHLETRERBGRERLT -

WERAEFE H sshoBARARIEEEIT FHRIEE, FHIFE &R R ErE e, B
Ae/B FHELS Bz 7 9 #0m AR BUR IR AR © 572 R 2 BRI 7 A4k Kernel I EFBIM 212, AL
HENLEHECE T (FE “EFHPTREEYR” HHAE) | EEEEKHRAREEE A RRE
Ié/?_iﬁ;&ﬁ o [AIEERY, WRRSAEAFFETEIMGEFFR T, BHETREBHEAREEE A6
EITIELR ©

BB S 5 R T AR E B Kernel %, @EWIL, HRERUEEEHITHT
BROHTERE IR K], & 7 15 BT PRAE— AR

WMRBETIERRT, BOEAZETHRREHEN R, EETLETHFRBETE - 7
7 — 2R U RE 4R B Linux 19 live CD » R EMBIME > 1%, /RIERZ AT DU
# root &R A4 chroot JEELIME W EERMAE -

A— AL 2 A squeeze Debian Z#EfE0HY rescue mode ° {# H %Y
Uf R 1T DR B PR Bt asF 2 2258 07 B — (A & A & HRILAN 77 20 - 552 BT
Installation Guide [http:/www.debian.org/releases/stable/installmanual] f% 8 i “[5]
185 HAEA R 45" ) Debian Installer FAQ [http:/wiki.debian.org/DebianInstaller/FAQ]LL
BUS AV &R o

EFEHEER A initrd PIFREENE (debug shell)
initramfs-toolskl &7ET AT £ initrds #i A —{E debug shell ( 7] LI7ERIIE S8

BnL panic=0 2EZREEAEMINEE o ) o L, EEEEEEEN root ER AR, g
TEGEEIRAL T — LB ARTNEE debug shell, DLUAAGEMRTERZFBET -



EAMRECRET: £ /dev FRGA HBIERIRERE, CHEA THLEEME (cat /proc/
modules) ; 7£ dmesg H#i i # &5 A EEB BEILE ARV ERN © £ dmesg H# H Lt & HR
T URE S B AR T R O R AR, ERZIEEM echo $ROOT A Hi 14T Huik DURE (R
root HRAGEHEALMHNEE L -

ARG RIBUTEIRR AT, $E A exit & bbb PR Sl & b B O Rt A A T B
B o ERT, bR GEREL EHEE initrd, 5 T RBABRE A& ST R -

e — (]2 2 LA DS AT T

BIEZAARE R FRANERERE S (ERERNFIIRmE)  SihEmER ssh #
RRAGEATEATRR BT8R, -

EC:

If you are using some VPN services (such as tincgf) they might not be
available throughout the upgrade process. Please see “Prepare for
downtime on services”.

FELUESRELT BRI, & T RERSRIE 2RI H & RE, FIEZREE screen FETUTIR ALY EHE
EEAEETTHIET - CREAEE A EEELR, DRSS EAR T BT, g T
BITHRAR P AIEST o

R

You should not upgrade using telnet, rlogin, rsh, or from an X session
managed by xdm, gdm or kdm etc on the machine you are upgrading.
That is because each of those services may well be terminated during the
upgrade, which can result in an inaccessible system that is only half-
upgraded. Use of the GNOME application update-manager is strongly
discouraged for upgrades to new releases, as this tool relies on the
desktop session remaining active.

Remove conflicting packages

Due to bug #512951 [http://bugs.debian.org/512951], the splashyfi package needs to
be purged prior to the upgrade.

# apt-get purge splashy

A AR FBIARD

T 3E I Z T AP A B R A RO AE 2 P & SR lenny FTERH), BELEERSHEA XEE
%%%ﬁﬁ%#°%?%%%ﬁﬁ?%”ﬁﬁﬁ,@m%@%@&%&zm%%%ﬁ@%%%%

Direct upgrades from Debian releases older than 5.0 (lenny) are not supported.
Please follow the instructions in the Release Notes for Debian GNU/Linux 5.0
[http://www.debian.org/releases/lenny/releasenotes] to upgrade to 5.0 first.

T 73 (B FE P R R R E BT E lenny WSGHTE HAUA 05 708 AR 58 B 2 AR A
EAEHEE, FOEETE “EHER lenny RER” HAVMERIRLE -

BT E S E BRI R T R Z B 1



HERUERT, #H apt-get 52 aptitude L4 E1E 8 &% aptitude 2 AR HE
HREERF H e 3 EEHER - — Bk, BEZEET AT IR RKE T FH
H#rg” o

Because of this you should review if there are any pending actions in the
package manager aptitude. If a package is scheduled for removal or update in
the package manager, it might negatively impact the upgrade procedure. Note
that correcting this is only possible if your sources. list still points to lenny and
not to stable or squeeze; see “WE HHIAIEHFE”.

To perform this review, launch aptitude in “visual mode” and press g (“Go”). If it
shows any actions, you should review them and either fix them or implement the
suggested actions. If no actions are suggested you will be presented with a
message saying “No packages are scheduled to be installed, removed, or

BAEA APT 194784 (Pinning) it

WREH APT %€ A1 LLILHERR T stable BIThRZ IMNEM:,  (184&: testing) . &EATRE
VBB APT fIET$H (Pinning) 5% € (fEfFHY /etc/apt/preferences #) B E
TET RN E e AL 28T stable $1ThR 57T LT apt_preferences(5) Bi#5 APT {9
FTSHTHRERPE SR e AR o



WMEEIFHIIRRR

NS EL RGBT RANES, RMFTESEEREMEEMHIRE, WHEDTMENE
HEERBESINER AR - LLUN TS S R ITa IR A 2245 (Half-Installed) 5% € R
(Failed-Config) 58 H (LT 5E R EH:

# dpkg --audit

Pritzoh, MERFT A EHREN T EZOREMERH dselect ~ aptitude ~ 50275
LUNHITES

# dpkg -1 | pager

B

# dpkg --get-selections "*" > ~/curr-pkgs.txt

BRI MIE RAEEST RGTHRET A IR R E (hold) iRAE o 4IRS BoRE+ A LM
HIBIEEFRIREBEOE R IR E . ANETHRAERE R E R AL -

#rET, aptitude (#F T apt-get 2 dselect ISR [ 177 2050 B pkmp Lo 5 (7 2 8
o ST DU DA R 77 2R HERTE aptitude # G LB S 47 PR BB

# aptitude search "~ahold"

# dpkg --get-selections | grep hold

AR B AT RS P A W RE T IS, (EAI B 4% B A RRCAS SRS i A
epoch (BEITEHMAIEHE) , EBLHEILERE/RERE, LB EEBTHREE IR
K o

The “hold” package state for apt-get can be changed using:

# echo package name hold | dpkg --set-selections

Replace hold with install to unset the “hold” state.



ANSFGRA AT BT MAHE IR, RIF R R sources . List 3R E 81 lenny, AN[F “f
BEIAGRS R HAYEL o

proposed-updates

WREETE proposed-updates EEIMA T &R /etc/apt/sources. list fEH RS, &
JEE AT RS R Z AR EIEHE R PR o E2FEIRBE I E S A B TEDT TAE -

FEE TR X backports

WRIEBN R AL EE T AN 2 H Debian FrigtEL:, GUWEEHNE, EAREEZEFREM
A aeE R AR MBI AR T H R bRt - WREREMESLTE /etc/apt/sources. list Hil
THIMNIBHERERZFE ALY, BEZRE— THEEREE G HRA TR A
squeeze TMAFZMNEM:, 755 Debian 5 5 2 4F K JFE R HRFE & 155 MUE LB 2R IR
H o

W E L S 7EM A lenny %745 T £ Debian 2 AEMRIIEE F1H“BH 78
backported A  iELEE AR ] B AL FH A RORFIPE £ AE R SIRIE, (K% Debian &
HEHARRNA TR —EEFBREER T BN S —EEFOESR, BRIEF—EEGANRE 2
REACEEBEFR o ) o £ “EASOBRRT e g A rfE” F—SE B A THIEREZU
Al fER B &R

APT R 2 ¥4 T 1

TER MG EAT AR 2 BT, L ZHETE apthd U ERE /etc/apt/sources. list i EEHF
%o

aptli will consider all packages that can be found via any “deb” line, and install
the package with the highest version number, giving priority to the first line in
the file (thus where you have multiple mirror locations, you'd typically first name
a local hard disk, then CD-ROMSs, and then HTTP/FTP mirrors).

BEATROREE T LLE S AIARES (10, lenny ~ squeeze) B2 THIAREZTE (10,

oldstable ~ stable ~ testing ~ unstable) ZEFR/R o fFHEITRRAOIES (84 R EAT
AR TN TR, B2 R BRI H S (EE T R E o B E A
), EWFRRT ELEBITEER BTG IR RRY o AR AR E AR MR, 1E8HY
AT RIS, Al & LR KBB4 OB $iIhCAR AT LR T o

AR RS B APT Z/FKR

BEIR R A B THE % € 2 [ A Debian 7EAEFEAERE L a0 F BEMRERGET LS, HAREM RS
EEM /etc/apt/sources. list R A FATEAERS DRSO HESGS -

#5407 LAFE http://www.debian.org/distrib/ftplist §#% Debian i HTTP & FTP $i{5uf
FIfidk (FE2% “list of mirrors” /i) o HTTP $%{5uhA0EG % EHE ¥ & L FTP $25u67K
Rk -

AR, (REEE S ILH) Debian $4u52& http://mirrors.kernel.org o EZEHA
H B 35 ul FTP fBAUiE (AR, g I ZH RER S sl

http://mirrors.kernel.org/debian/dists/squeeze/main/binary-alpha/...
http://mirrors.kernel.org/debian/dists/squeeze/contrib/binary-
alpha/...



% T E5R apthll REAVE A E (S B, FICLLTIE TR sources. List #E%RZ
.

deb http://mirrors.kernel.org/debian squeeze main contrib

FEER, dists'EBEEMBIRRES, WAERMHRZ RSB G AR Z (E A
7] H BkEYBEE

TEMNT $HRIEZ %, #E1E sources. list FEAR “deb” JHE TN EHFRFSE (#) LB
PHIE LSRR -

W APT HUAHE S B E 2R

TATRE & AREEL /etc/apt/sources. list HURGE, DIMERAARE (R2EiR NFS ##H
() TR ERISHR BRI REUE @ HTTP 85 FTP FRURERIIE Gk -

B, MRAEREMHGFBREBAE /var/ftp/debian/ 2%, T FZER B EEEACEHRIE
EFDEE

/var/ftp/debian/dists/squeeze/main/binary-alpha/...
/var/ftp/debian/dists/squeeze/contrib/binary-alpha/...

WISRERN apthd FECH A, B TITIA sources. list fZR2 H:

deb file:/var/ftp/debian squeeze main contrib

AHER, dists' I EREEINEIRKEF, MERMHSR RSB G A AR (A
[ B B BEAE o

TEMN T HIRIEZ %, #1F sources. list FEAAY “deb” 3EH BN _EHF555% #) LA
FAIE BRI -

#hn APT £ CD-ROM =i DVD HIEHRIE

TR R I — B P A IEERS . E57F /etc/apt/sources. list FE A “deb” & EFTHI
IIAFHFRF5% (#) DLRAPHIE SR 2R -

HTERETE /etc/Tstab A EREGRAEMCEEEETE / cdrom EE# &2 THIHE (apt-

cdrom FRFE#HHH LB R /cdron) - BUIAEH, WREHDLBEROEE 2 /dev/hde, HF
8 /etc/fstab FHIELER QBRI

/dev/hdc /cdrom auto defaults,noauto,ro 0 0

HIEEAEEIMMA defaults, noauto, ro HF R —E NFES S FHFIT ©

EHERERIROE AT B, SRt A, M EBUT



# mount /cdrom # EEEEIEE CD BEma T -
# ls -alF /cdrom # EEEEYIH CD AU H &k
# umount /cdrom # EFEEEEEEERE CD

TR —5Rk Debian AUREZUCHEEIT

# apt-cdrom add

RACEE—RICERAVERLINE] APT HERHE S o
VL 4
ETEHRITH

The recommended way to upgrade from previous Debian GNU/Linux releases is
to use the package management tool apt-get. In previous releases, aptitude was
recommended for this purpose, but recent versions of apt-get provide equivalent
functionality and also have shown to more consistently give the desired upgrade
results.

ANEET BRI A & MBI o8& (RFB1E /usr #l root 70#1&) ZHT IR H
R

# mount -o remount,rw /mountpoint

IR, EBWEEIRMERIE /etc/apt/sources. list /Y APT RKJFIEH &M
“squeeze” HisE “stable”, HIEZE AEMAIFEE %507 lenny °

\ =z
FE

Source lines for a CD-ROM might sometimes refer to “unstable”;
although this may be confusing, you should not change it.

ALK

HMsE U A /asr/bin/script E FHREAEL BT R EEIRIE o RN A— B34 T
M, OF LEla a2 T HEMENRELR, TAELEZR, {EHBERE b g iR
BERYEGI o H AR EITRCER, A

# script -t 2>~/upgrade-squeezestep.time -a ~/upgrade-
squeezestep.script

or similar. If you have to rerun the typescript (e.g. if you have to reboot the
system) use different step values to indicate which step of the upgrade you are
logging. Do not put the typescript file in a temporary directory such as /tmp or /
var/tmp (files in those directories may be deleted during the upgrade or during



The typescript will also allow you to review information that has scrolled off-
screen. If you are at the system's console, just switch to VI2 (using Alt+F2) and,
after logging in, use less -R ~root/upgrade-squeeze.script to view the file.

TEESERRERE R, BT DFEHET 25 LH#A exit KB script °
WRIEAE script AT -t 28, EW LA A scriptreplay #2228 E# & &

# scriptreplay ~/upgrade-squeeze.time ~/upgrade-squeeze.script

BRI

HIL, WIRSCBUSTERTRE AR _ERYFTIUR RIE1ES5E © & w] DR LR 980817

# apt-get update

RRER I R4 23 [ mT DA AR T A

You have to make sure before upgrading your system that you have sufficient
hard disk space when you start the full system upgrade described in “Upgrading
the system”. First, any package needed for installation that is fetched from the
network is stored in /var/cache/apt/archives (and the partial/ subdirectory,
during download), so you must make sure you have enough space on the file
system partition that holds /var/ to temporarily download the packages that will
be installed in your system. After the download, you will probably need more
space in other file system partitions in order to both install upgraded packages
(which might contain bigger binaries or more data) and new packages that will be
pulled in for the upgrade. If your system does not have sufficient space you might
end up with an incomplete upgrade that might be difficult to recover from.

apt-get can show you detailed information of the disk space needed for the
installation. Before executing the upgrade, you can see this estimate by running:

# apt-get -o APT::Get::Trivial-Only=true dist-upgrade

[ ... ]

XXX upgraded, XXX newly installed, XXX to remove and XXX not
upgraded.

Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

\ =z
FE

Running this command at the beginning of the upgrade process may give
an error, for the reasons described in the next sections. In that case you
will need to wait until you've done the minimal system upgrade as in “&#%t
KPR EF4%” and upgraded your kernel before running this command to
estimate the disk space.

If you do not have enough space for the upgrade, apt-get will warn you with a
message like this:



E: You don't have enough free space in /var/cache/apt/archives/.

In this situation, make sure you free up space beforehand. You can:



Remove packages that have been previously downloaded for installation (at /
var/cache/apt/archives). Cleaning up the package cache by running apt-get
clean will remove all previously downloaded package files.

Remove forgotten packages. If you have popularity-contesthinstalled, you
can use popcon-largest-unused to list the packages you do not use that
occupy the most space. You can also use deborphan or debfoster to find
obsolete packages (see “#EEFEMEM:"). Alternatively you can start aptitude in
“visual mode” and find obsolete packages under “Obsolete and Locally Created
Packages”.

Remove packages that take up too much space and are not currently needed
(you can always reinstall them after the upgrade). You can list the packages
that take up the most disk space with dpigs (available in the debian-goodiesks
package) or with wajig (running wajig size).

You can list packages that take up most of the disk space with aptitudef.
Start aptitude in “visual mode”, select Views — New Flat Package List, press 1
and enter ~i, press S and enter ~installsize, then it will give you nice list to
work with.

Remove translations and localization files from the system if they are not
needed. You can install the localepurgel! package and configure it so that only
a few selected locales are kept in the system. This will reduce the disk space
consumed at /usr/share/locale.

EAFRAE /var/log/ B ARG HELRBEHENAS, SEikmiref -
fFFEIRERY /var/cache/apt/archives: A LA A —EER RS (USB fHFEE
B TR - EEFAROERAS.) DT ETREE & -

ER
REEA NFS i, KA SRR @7 03B R b e -

Feangi, aRAEE USB #EE#HE/E /media/usbkey I
Felk 2 BITEZHEREAT N OB

# apt-get clean

# /var/cache/apt/archives H#kE#I%] USB 448

# cp -ax /var/cache/apt/archives /media/usbkey/

AP PR H Sk RRZ H 8% E

# mount --bind /media/usbkey/archives /var/cache/apt/archives
HEFRERE, RIFJEAR /var/cache/apt/archives H##:

# umount /media/usbkey/archives

FEFRFITH) /media/usbkey/archives °

TR DR AT B S R R R R AR L B R 8%



Do a minimal upgrade of the system (see “AAHIKREF4K”) or partial
upgrades of the system followed by a full upgrade. This will make it possible to
upgrade the system partially, and allow you to clean the package cache before

AR IRIRETT )

In some cases, doing the full upgrade (as described below) directly might remove
large numbers of packages that you will want to keep. We therefore recommend a
two-part upgrade process, first a minimal upgrade to overcome these conflicts,
then a full upgrade as described in “Upgrading the system”.

To do this first, run:

# apt-get upgrade

BRSO IR T OB R AR ER R L R E L E BB ET T -

The minimal system upgrade can also be useful when the system is tight on
space and a full upgrade cannot be run due to space constrains.

Upgrading the kernel and udev

The udevk version in squeeze requires a kernel of version 2.6.26 or newer with
the CONFIG_SYSFS DEPRECATED option disabled and the CONFIG_INOTIFY USER
and CONFIG SIGNALFD options enabled. Because the standard Debian kernels in
lenny (version 2.6.26) have CONFIG SYSFS DEPRECATED enabled, and the udev(l
version in lenny will not provide all the functionality expected by the latest
kernels, special care must be taken when upgrading to avoid putting your system
in an unbootable state.

Booting the 2.6.26 kernel from lenny with the udevl from squeeze may result in a
failure to correctly assign names to network devices, and will also fail to apply
certain additional permissions to block devices (such as access by the disk
group). The software itself will appear to be working, but some rules (for example,
network-based rules) will not be loaded properly. It is therefore strongly
recommended that you upgrade the kernel on its own at this point, to ensure a
compatible kernel is available before upgrading udeves.

E#1T kernel FUFHER, FEEUT:

# apt-get install linux-image-2.6-flavor

A2 “24 Kernel RYEEEEM" AR Bh PR E 53 % 4610 kernel ZE1FAVHER]

The move of some firmware to separate packages in the non-free archive (see
“Firmware moved to the non-free section”) means that it may be necessary to
install additional firmware packages after upgrading to the new kernel to support
some hardware. Some hardware that was operating correctly before the upgrade

. n ea



might fall to work once the Kernel 1s upgraded. LOOK out for warning messages
from the kernel install or initramfs generation scripts, and make sure the
necessary firmware packages are installed.

Immediately after upgrading the kernel, you should also install the new udevE to
minimize the risk of other incompatibilities caused by using the old udev with a
new kernel (There are also known incompatibilities between the old kernel and
the new udevEd. If you find issues after the reboot with the new kernel you will
have to downgrade the udevk in order to use the old one.) . You can do this by
running:

# apt-get install udev

S

You should reboot the system (If you are logging the upgrade as described in “i
FEMHRFE”, please, use script again to log the next steps of the upgrade after
the reboot in order to log the result of the actions described in “Upgrading the
system”.) once you have upgraded both the kernel and udevg.

Upgrading the system

Once you have taken the previous steps, you are now ready to continue with the
main part of the upgrade. Execute:

# apt-get dist-upgrade

\ =
FE

The upgrade process for other releases recommended the use of aptitude
for the upgrade. This tool is not recommended for upgrades from lenny to
squeeze.

EA SRS LT E B, R DRI B BRI TR SRR, MR
HEEAN R AT R AT BE B A RO MERT A - 2 RA MRS, EWRE TR - ENr GEW
R R SRR BB | AERRREMAERE 3 R E R AR S -

When upgrading from a set of CD-ROMs (or DVDs), you will be asked to insert
specific CDs at several points during the upgrade. You might have to insert the
same CD multiple times; this is due to inter-related packages that have been
spread out over the CDs.

New versions of currently installed packages that cannot be upgraded without
changing the install status of another package will be left at their current version
(displayed as “held back”). This can be resolved by either using aptitude to
choose these packages for installation or by trying apt-get -f install

TE TR RE AT Bt % A R AR

The following sections describe known issues that might appear during an
upgrade to squeeze.



cryptoloop support not included in the
squeeze Linux kernel

Support for cryptoloop has been dropped from the Linux kernel packages
included in Debian 6.0. Existing installations using cryptoloop need to be
transitioned to dm-crypt before the upgrade.

Expected removals

The upgrade process to squeeze might ask for removal of packages in the
system. The precise list of packages will vary depending on the set of packages
that you have installed. These release notes give general advice on these
removals, but if in doubt, it is recommended that you examine the package
removals proposed by each method before proceeding.

Some common packages that are expected to be removed include: autofsfi
(replaced by autofs5Ef), dhcp3bd (replaced by isc-dhcplf), madwifi-sourcebs,

python-setuptoolskl and python2. 4k (replaced by python2.6[f). For more
information about packages obsoleted in squeeze, see “H#EENIELE".

Errors running aptitude or apt-get

WRAEfFFH aptitude - apt-get 5% dpkg F3EFE 9B T I BHR DL R $5R

E: Dynamic MMap ran out of room

the default cache space is insufficient. You can solve this by either removing or
commenting lines you don't need in /etc/apt/sources.list or increasing the
cache size. The cache size can be increased by setting APT: :Cache-Limit in /etc/
apt/apt.conf. The following command will set it to a value that should be
sufficient for the upgrade:

# echo 'APT::Cache-Limit "12500000";' >> /etc/apt/apt.conf

FERCAMERRL T M AREZIE R T RUEE(H L -



Conflicts or Pre-Depends loops

Sometimes it's necessary to enable the APT: :Force-LoopBreak option in APT to
be able to temporarily remove an essential package due to a Conflicts/Pre-
Depends loop. apt-get will alert you of this and abort the upgrade. You can work
around this by specifying the option -0 APT::Force-LoopBreak=1 on the apt-get

PRUEUIR NI B [

It is possible that a system's dependency structure can be so corrupt as to
require manual intervention. Usually this means using apt-get or

# dpkg --remove package name

# apt-get -f install
# dpkg --configure --pending

FERRAITEIL Y, R e BRI FRRILLL N A6 < AR HEAT EHT 2 SRV B 1

# dpkg --install /path/to/package name.deb

File conflicts

AR ARG B — (SR lenny JETTHRIOEE, IEZAGEHEREROEIEL, 1%11%“‘&
T IFE TR backports ZEFRFEAA—E T o AR AR RERES, &EEBDILUTAEE

IE7Ef#R <package-foo> (H <package-foo-file>) ...
dpkg: TERFERFHISE <package-foo> (--install):
REEE " <some-file-name>',

BERBFOSNEM <package-bar> F

dpkg-deb: Fi2/F paste KH#EiRiAE (BRI pipe) T#E+ B
TEPR IR A T $R:

<package-foo>

fn] LLsg RS Br B SR B S R R — 1T RIBME A, DUB IR = Eray FE

# dpkg -r --force-depends package name

After fixing things up, you should be able to resume the upgrade by repeating
the previously described apt-get commands.

Configuration changes



During the upgrade, you will be asked questions regarding the configuration or
re-configuration of several packages. When you are asked if any file in the /etc/
init.d directory, or the /etc/manpath.config file should be replaced by the
package maintainer's version, it's usually necessary to answer "yes' to ensure
system consistency. You can always revert to the old versions, since they will be
saved with a .dpkg-old extension.

R K ZEEHAEE, CEMFSERNAEE TR, SHREAIHEEHEEK - &
A LIRS e S, DUERE et R TR LB SR R -

Change of session to console

If you are running the upgrade using the system's local console you might find
that at some points during the upgrade the console is shifted over to a different
view and you lose visibility of the upgrade process. For example, this will happen
in desktop systems when gdm is restarted.

To recover the console where the upgrade was running you will have to use Ctrl
+Alt+F1 to switch back to the virtual terminal 1 if in the graphical startup screen
or use Alt+F1 if in the local text-mode console. Replace F1 with the function key
with the same number of the virtual terminal the upgrade was running in. You
can also use Alt+Left Arrow or Alt+Right Arrow to switch between the different
text-mode terminals.

Special care for specific packages

In most cases, packages should upgrade smoothly between lenny and squeeze.
There are a small number of cases where some intervention may be required,
either before or during the upgrade; these are detailed below on a per-package

Evolution

Evolution (the GNOME Desktop mail client) has been updated from version 2. 22
to 2.30. This changes the storage format used by the package for local data and
there is a possibility of data loss if the upgrade is performed whilst evolutionff is
running. Exiting the application itself may not be sufficient, as various related
components will continue to run in the background. To avoid any potential issues,
it is recommended that you completely exit your desktop environment before
beginning the upgrade to squeeze.

As part of the upgrade process, evolutioni will check whether any related
processes are running and will recommend that they be closed. A secondary
check for processes will then be performed; if necessary, a choice will be offered
between allowing the remaining processes to be killed or aborting the upgrade in
order to resolve the situation by hand.

B Kernel KAHBEEMEIT 41

B — AR T ANl A AR kernel RANFHARA RIROTBTERTRE o 4307 L% 44K Debian $24t
FIFAE Linux-1image-*6) 4%, =& B RGBT —# B3] kernel ©

HERE, TEEE PSS G EER T A E AL - A initramfs-toolskl &
udevi] L FH A Kernel - W15R % %ﬁﬁﬁ AR initrd A9 EE] kernel 852 & # AR 5 —FE
initrd AR, BHENFELEEMEERD
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E 15 H lenny EEAHE squeeze %, FBIVEMELHEE(E linux-image-2.6-* EHEM -
EAEM T REE R SE A A ETE Pk A B2 - BHERHER, BT

# dpkg -1 "linux-image*" | grep "ii

AR E R PR 10T, BB E T8 74— linux-image MR o HIEE
#W] Y linux-image-2.6 EHEENYIFE, FHHAT:

# apt-cache search linux-image-2.6- | grep -v transition

If you are unsure about which package to select, run uname -r and look for a
package with a similar name. For example, if you see '2.6.26-2-686", it is
recommended that you install linux-image-2.6-686k3. You may also use apt-
cache to see a long description of each package in order to help choose the best
one available. For example:

# apt-cache show linux-image-2.6-686

You should then use apt-get install to install it. Once this new kernel is
installed you should reboot at the next available opportunity to get the benefits
provided by the new kernel version.

For the more adventurous there is an easy way to compile your own custom
kernel on Debian GNU/Linux. Install the kernel-packagebl tool and read the
documentation in /usr/share/doc/kernel-package. Alternatively, you can also
use the kernel sources, provided in the linux-source-2.6k package. You can
make use of the deb-pkg target available in the sources' makefile for building a
binary package. There are some differences in these two approaches, please
consult the respective package's documentation.

If possible, it is to your advantage to upgrade the kernel package separately
from the main dist-upgrade to reduce the chances of a temporarily non-bootable
system. Note that this should only be done after the minimal upgrade process
described in “RFARAMIRE AR



to squeeze to get the benefit of stable network device names. Please note,
however, that this udev mechanism means that a given network device name is
tied to a particular piece of hardware; if you, for instance, exchange ethernet
adapters in a deployed squeeze system, the new adapter will get a new interface
name instead of using the existing one. To reuse an existing device name for new
hardware, you will need to delete the associated entry from /etc/udev/
rules.d/70-persistent-net.rules.

For storage devices, you may be able to avoid this reordering by using
initramfs-toolskl and configuring it to load storage device driver modules in
the same order they are currently loaded. However, in light of other changes to
the storage subsystem of the Linux kernel as described at “Migration of disk
drivers from IDE to PATA subsystem”, this is usually not worth the effort and it is
recommended instead to use device names that are guaranteed to be stable over
time, such as the UUID aliases (Some devices, such as those used by crypt, RAID
or LVM have stable non-UUID identifiers. In these cases you should use the name
of the devices, which are already unambiguous and stable.) in the /dev/disk/by-
uuid/ directory or LVM device names in /dev/mapper/.

e PR R AR ]

WRFEFA A initramfs-toolsh) AR initrd KEIMEAIES, ERELEIRIL T udevEl &4 E
FE IR A% FUBE S scripts FUBNTEIRTE -

— ke, EEIEEERARREZ &R AEEHE root ERS, RN —EEREN
| o (HEBEMEFETRER, AEEMELENEETRCHER /dev A - EREFEN 24
TF root HEZE AL HHE USB # &8l RAID b, fuH YA LILOB $5H & s -
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Deprecated components

With the next release of Debian GNU/Linux 7.0 (codenamed wheezy) some
features will be deprecated. Users will need to migrate to other alternatives to
prevent trouble when updating to 7.0.

This includes the following features:

OpenVZ and Linux-Vserver: Debian GNU/Linux 6.0 will be the last release to
include Linux kernel virtualization featuresets outside of mainline. This means
that the OpenVZ and Linux-Vserver featuresets should be considered
deprecated, and users should migrate to linux-2.6 upstream merged
virtualization solutions like KVM, Linux Containers or Xen.

The gdmwid package (GNOME Display Manager version 2.20) will be obsoleted by
gdm3E2, a rewritten version. See “GNOME H.1H {5 5 F157 #%” for more
information.

BEZERIELT

Introducing several thousand new packages, squeeze also retires and omits more
than four thousand old packages that were in lenny. It provides no upgrade path
for these obsolete packages. While nothing prevents you from continuing to use
an obsolete package where desired, the Debian project will usually discontinue
security support for it a year after squeeze's release ( /& B 2738 B A A Bt 4
FTRRIE S B 1k o R b, M A g RN AEE W (E stable FUEATAR » ), TIBRILZ AN, FfIfEE
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Detecting which packages in an updated system are “obsolete” is easy since the
package management front-ends will mark them as such. If you are using
aptitude, you will see a listing of these packages in the “Obsolete and Locally
Created Packages” entry. dselect provides a similar section but the listing it
presents might differ.

Also, if you have used aptitude or apt-get to manually install packages in lenny
it will have kept track of those packages you manually installed and will be able
to mark as obsolete those packages pulled in by dependencies alone which are no
longer needed if a package has been removed. aptitude and apthd, unlike
deborphan, will not mark for removal packages that you manually installed, as
opposed to those that were automatically installed through dependencies. To
remove automatically installed packages that are no longer used, run:

# apt-get autoremove
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The list of obsolete packages includes:

The plonel content management suite. This has been done on request by the
developers to use the Unified Installer for Linux, which they consider their only
supported deployment platform. The recommended tool for installing Plone on
a Debian GNU/Linux system is the Unified Installer, available for download
from http://plone.org/

nessuskl, the vulnerability scanning server and its associated libraries and
other software. It has been deprecated in favor of the software provided by
OpenVAS which includes openvas-serverfi and openvas-clientl. As there is
no automatic upgrade path you will have to install OpenVAS and manually
move over your Nessus service configuration (users, certificates, etc.) to

OpenVAS.

postgresql-8.3k, successor is postgresql-8. 4k
mysql-server-5.0E, successor is mysql-server-5. 1%
python2. 4, successor is python2. 6.

Java 5 software including the packages sun-java5-jrekland sun-java5-binks,
successor is Java 6: sun-javab6- j rekl and associated packages.
apt-proxykf is no longer provided, alternatives to this tool include apt-cacher-
ngld, apt - cacherff and approxil. Although no automatic upgrade path exists,
user of apt-proxykf can switch to these alternatives by manually installing any
of these packages.

Some of Xorg's video drivers are no longer available in squeeze and are
obsolete. This includes xserver-xorg-video-cyrixii, xserver-xorg-video-
18104, xserver-xorg-video-imstthi, xserver-xorg-video-nsck, xserver-
xorg-video-sunbw2ff, and xserver-xorg-video-vgakl. They might be removed
through the upgrade. Users should install xserver-xorg-video-allf instead.

The utility used in lenny to display a splash image at boot time, usplashff, is no
longer available. It has been replaced by plymouthf.

2 (Dummy) 4
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Most (but not all) dummy packages' descriptions indicate their purpose. Package
descriptions for dummy packages are not uniform, however, so you might also
find deborphan with the - -guess- * options (e.g. - -guess-dummy) useful to detect
them in your system. Note that some dummy packages are not intended to be
removed after an upgrade but are, instead, used to keep track of the current
available version of a program over time.
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Sometimes, changes introduced in a new release have side-effects we cannot
reasonably avoid, or they expose bugs somewhere else. This section documents
issues we are aware of. Please also read the errata, the relevant packages'
documentation, bug reports and other information mentioned in “Bi3E 5% £ &ifl”.

Migration of disk drivers from IDE to PATA
subsystem

The new Linux kernel version provides different drivers for some PATA (IDE)
controllers. The names of some hard disk, CD-ROM, and tape devices may change.

It is now recommended to identify disk devices in configuration files by label or
UUID (unique identifier) rather than by device name, which will work with both
old and new kernel versions. Upon upgrading to the squeeze version of the
Debian kernel packages, the linux-baseil package will offer to do this
conversion for you in the config files for most of the filesystem-related packages
on the system, including the various bootloaders included in Debian. If you choose
not to update the system configuration automatically, or if you are not using the
Debian kernel packages, you must update device IDs yourself before the next
system reboot to ensure the system remains bootable.

mdadm metadata format change requires
recent Grub

The following only applies to users who want to let the grub-pcki bootloader load
the kernel directly off a RAID device created with mdadméf 3.x and default values,
or when the metadata version is explicitly set using -e. Specifically, this includes
all arrays created during or after the installation of Debian squeeze. Arrays
created with older mdadm versions, and RAIDs created with the command-line
option -e 0.9 are not affected.

Versions of grub-pci older than 1.98+20100720-1 will not be able to boot directly
off a RAID with the 1.x metadata formats (the new default is 1.2). To ensure a
bootable system, please make sure to use grub-pcl 1.98+20100720-1 or later, which
is provided by Debian squeeze. An unbootable system may be rescued with Super
Grub?2 Disk [http:/www.supergrubdisk.org/super-grub2-disk/] or grml [http://
grml.org].

pam_userdb.so breakage with newer libdb

Some Berkeley Database version 7 files created with libdb3 cannot be read by
newer libdb versions (see bug #521860 [http://bugs.debian.org/521860]). As a
workaround, the files can be recreated with db4.8 load, from the db4.8-utilE

Potential issues with diversions of /bin/sh



If you have previously added a local diversion for /bin/sh, or modified the /bin/
sh symlink to point to somewhere other than /bin/bash, then you may encounter
problems when upgrading the dashil or bashf packages. Note that this includes
changes made by allowing other packages (for example mkshkf) to become the
default system shell by taking over /bin/sh.

If you encounter any such issues, please remove the local diversion and ensure
that the symlinks for both /bin/sh and its manual page point to the files provided
by the bashff package and then dpkg-reconfigure --force dash.

dpkg-divert --remove /bin/sh
dpkg-divert --remove /usr/share/man/manl/sh.l.gz

In -sf bash /bin/sh
In -sf bash.l.gz /usr/share/man/manl/sh.l.gz

Change in kernel policy regarding resource
conflicts

The default setting for the acpi enforce resources parameter in the Linux kernel
has changed to be “strict” by default. This can lead some legacy sensor drivers
to be denied access to the sensors' hardware. One workaround is to append
“acpi_enforce resources=lax” to the kernel command line.

LDAP support
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A feature in the cryptography libraries used in the LDAP libraries causes
programs that use LDAP and attempt to change their effective privileges to fail
when connecting to an LDAP server using TLS or SSL. This can cause problems
for suid programs on systems using libnss-ldaplf like sudo, su or schroot and
for suid programs that perform LDAP searches like sudo-1dap§d.

It is recommended to replace the libnss-ldaplf package with libnss-1dapdd, a
newer library which uses separate daemon (nslcd) for all LDAP lookups. The
replacement for libpam-1ldaphfis Libpam-ldapdBs.

Note that libnss-1dapdif recommends the NSS caching daemon (nscdff) which
you should evaluate for suitability in your environment before installing. As an
alternative to nscdil you can consider unscdis.

Further information is available in bugs #566351 [http://bugs.debian.org/566351]
and #545414 [http://bugs.debian.org/545414].

sieve service moving to its IANA-
allocated port



The IANA port allocated for ManageSieve is 4190/tcp, and the old port used by
timsieved and other managesieve software in many distributions (2000/tcp) is
allocated for Cisco SCCP usage, according to the IANA registry [http:/
www.iana.org/assignments/port-numbers].

Starting with the version 4.38 of the Debian netbaself package, the sieve service
will be moved from port 2000 to port 4190 in the /etc/services file.

Any installs which used the sieve service name instead of a numeric port
number will switch to the new port number as soon as the services are restarted
or reloaded, and in some cases, immediately after /etc/services is updated.

This will affect Cyrus IMAP. This may also affect other sieve-enabled software
such as DoveCot.

In order to avoid downtime problems, mail cluster administrators using Debian
are urged to verify their Cyrus (and probably also DoveCot) installs, and take
measures to avoid services moving from port 2000/tcp to port 4190/tcp by surprise
in either servers or clients.

It is worth noting that:

/etc/services will only be automatically updated if you never made any
modifications to it. Otherwise, you will be presented with a prompt by dpkg
asking you about the changes.

You can edit /etc/services and change the sieve port back to 2000 if you
want (this is not recommended, though).

You can edit /etc/cyrus.conf and any other relevant configuration files for
your mail/webmail cluster (e.g. on the sieve web frontends) ahead of time to
force them all to a static port number.

You can configure cyrus master to listen on both ports (2000 and 4190) at the
same time, and thus avoid the problem entirely. This also allows for a much
more smooth migration from port 2000 to port 4190.

Security status of web browsers

Debian 6.0 includes several browser engines which are affected by a steady
stream of security vulnerabilities. The high rate of vulnerabilities and partial lack
of upstream support in the form of long term branches make it very difficult to
support these browsers with backported security fixes. Additionally, library
interdepencies make it impossible to update to newer upstream releases. As such,
browsers built upon the qtwebkit and khtml engines are included in Squeeze, but
not covered by full security support. We will make an effort to track down and
backport security fixes, but in general these browsers should not be used against
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For general web browser use we recommend browsers building on the Mozilla
xulrunner engine (Iceweasel and Iceape), browsers based on the Webkit engine
(e.g. Epiphany) or Chromium. Xulrunner has had a history of good backportability
for older releases over the previous release cycles.



Chromium —while built upon the Webkit codebase— is a leaf package, i.e. if
backporting becomes no longer feasible, there's still the possibility of upgrading
to a later upstream release (which is not possible for the webkit library itself).

Webkit is supported by upstream with a long term maintenance branch.
KDE 5[

Squeeze is the first Debian release to ship with the full support for the next
generation KDE that is based on Qt 4. Most official KDE applications are at
version 4.4.5 with the exception of kdepimif that is at version 4.4.7. You can read
the announcements from the KDE Project [http://www.kde.org/announcements/] to
learn more about the changes.

Upgrading from KDE 3

KDE 3 Desktop Environment is no longer supported in Debian 6.0. It will be
automatically replaced by the new 4.4 series on upgrade. As this is a major
change, users should take some precautions in order to ensure as smooth of an
upgrade process as possible.

ER:

It is discouraged to upgrade while there is an active KDE 3 session on the
system. Otherwise, the process might render the running session
dysfunctional with the possibility of data loss.

Upon the first login on the upgraded system, existing users will be prompted
with the Debian-KDE guided migration procedure called kaboomif which will
assist in the process of migrating the user's personal data and optionally backing
up old KDE configuration. For more information, visit the Kaboom homepage
[http://pkg-kde.alioth.debian.org/kaboom.html].

While KDE 3 based desktop environment is no longer supported, users can still
install and use some individual KDE 3 applications since the core libraries and
binaries of KDE 3 (kdelibskf) and Qt 3 are still available in Debian 6.0. However,
please note that these applications might not be well integrated with the new
environment. What's more, neither KDE 3 nor Qt 3 will be supported in any form
in the next Debian release so if you are using them, you are strongly advised to
port your software to the new platform.

New KDE metapackages

As noted earlier, Debian 6.0 introduces a new set of KDE related metapackages:



You are strongly advised to install the kde-standardki package for normal
desktop usage. kde-standardif will pull in the KDE Plasma Desktop [http:/
www.kde.org/workspaces/plasmadesktop/] by default, and a selected set of
commonly used applications.

If you want a minimal desktop you can install the kde-plasma-desktoph
package and manually pick the applications you need. This is a rough
equivalent of the kde-minimalkl package as shipped in Debian 5.0.

For small form factor devices, there is an alternative environment called KDE
Plasma Netbook [http://www.kde.org/workspaces/plasmanetbook/] that can be
installed with the kde-plasma-netbookli package. Plasma Netbook and Plasma
Desktop can live in the same system and the default can be configured in
System Settings (replacement of the former KControl).

If you want a full set of official KDE applications, you have the possibility to
install the kde- fullkd package. It will install KDE Plasma Desktop by default.

GNOME [ ff) 8 5 A1 S 4%

There have been many changes in the GNOME desktop environment from the
version shipped in lenny to the version in squeeze, you can find more information
in the GNOME 2.30 Release Notes [http:/library.gnome.org/misc/release-
notes/2.30/]. Specific issues are listed below.

GDM 2.20 and 2.30

The GNOME Display Manager (GDM), is kept at version 2.20 for systems
upgraded from lenny. This version will still be maintained for the squeeze cycle
but it is the last release to do so. Newly installed systems will get GDM 2.30
instead, provided by the gdm3if package. Because of incompatibilities between
both versions, this upgrade is not automatic, but it is recommended to install gdm3
after the upgrade to squeeze. This should be done from the console, or with
only one open GNOME session. Note that settings from GDM 2.20 will not be
migrated. For a standard desktop system, however, simply installing gdm34f should
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Device and other administrative permissions

Specific permissions on devices are granted automatically to the user currently
logged on physically to the system: video and audio devices, network roaming,
power management, device mounting. The cdrom, floppy, audio, video, plugdev
and powerdev groups are no longer useful. See the consolekitlf documentation
for more information.

Most graphical programs requiring root permissions now rely on PolicyKit [http://
www.freedesktop.org/wiki/Software/PolicyKit] to do so, instead of gksulf. The
recommended way to give a user administrative rights is to add it to the sudo

network-manager and ifupdown interaction

Upon upgrading the network-managerff package, interfaces configured in /etc/
network/interfaces to use DHCP with no other options will be disabled in that
file, and handled by NetworkManager instead. Therefore the ifup and ifdown



commands will not work. These interfaces can be managed using the
NetworkManager frontends instead, see the NetworkManager documentation
[http://live.gnome.org/NetworkManager/SystemSettings].

Conversely, any interfaces configured in /etc/network/interfaces with more
options will be ignored by NetworkManager. This applies in particular to wireless
interfaces used during the installation of Debian (see bug #606268 [http://
bugs.debian.org/606268]).

Graphics stack changes

There have been a number of changes to the X stack in Debian 6.0. This section
lists the most important and user-visible.

Obsolete Xorg drivers

The cyrix, imstt, sunbw2 and vga Xorg video drivers are no longer provided.
Users should switch to a generic such as vesa or fbdev instead.

The old via driver was no longer maintained, and has been replaced by the
openchrome driver, which will be used automatically after the upgrade.

The nv and radeonhd drivers are still present in this release, but are deprecated.
Users should consider the nouveau and radeon drivers instead, respectively.

The calcomp, citron,digitaledge, dmc, dynapro, elo2300, fpit, hyperpen,
jamstudio, magellan, microtouch, mutouch, palmax, spaceorb, summa, tek4957
and ur98 X input drivers have been discontinued and are not included in this
release. Users of these devices might want to switch to a suitable kernel driver
and the evdev X driver. For many serial devices, the inputattach utility allows
attaching them to a Linux input device which can be recognized by the evdev X
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Kernel mode setting

Kernel drivers for Intel (starting from i830), ATI/AMD (from the original Radeon to
the Radeon HD 5xxx “Evergreen” series) and for NVIDIA graphics chipsets now
support native mode setting.

Input device hotplug

The Xorg X server included in Debian 6.0 provides improved support for
hotplugging of input devices (mice, keyboards, tablets, ...). The old xserver-xorg-
input-kbdEl and xserver-xorg-input-mousebl packages are replaced by
xserver-xorg-input-evdevil, which requires a kernel with the

CONFIG_INPUT_ EVDEV option enabled. Additionally, some of the keycodes
produced by this driver differ from those traditionally associated with the same
keys. Users of programs like xmodmap and xbindkeys will need to adjust their
configurations for the new keycodes.

X server “zapping”

Traditionally, the Ctrl+Alt+Backspace combination would kill the X server. This
combination is no longer active by default, but can be re-enabled by
reconfiguring the keyboard-configurationi package (system-wide), or using
your desktop environment's keyboard preferences application.



Munin web path change

For squeeze, the default location for the generated web content of munin has
been changed from /var/www/munin to /var/cache/munin/www and therefore /
etc/munin/munin.conf needs to be adapted on upgrades, if it has been changed
by the admin. If you are upgrading, please read /usr/share/doc/munin/
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Shorewall upgrade instructions

Users of the shorewall§ firewall should read the instructions at http:/
www.shorewall.net/LennyToSqueeze.html, also available as /usr/share/doc/
shorewall-doc/html/LennyToSqueeze.html in the shorewall-docl package,
upon upgrading to Debian 6.0.
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Beyond these release notes and the installation guide, further documentation on
Debian GNU/Linux is available from the Debian Documentation Project (DDP),
whose goal is to create high-quality documentation for Debian users and
developers. Documentation, including the Debian Reference, Debian New
Maintainers Guide, and Debian FAQ are available, and many more. For full details
of the existing resources see the Debian Documentation website [http:/
www.debian.org/doc/] and the Debian Wiki website [http://wiki.debian.org/]
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Please follow the channel guidelines, respecting other users fully. The guidelines
are available at the Debian Wiki [http://wiki.debian.org/DebianIRC].
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You do not need to be an expert to contribute to Debian. By assisting users with
problems on the various user support lists [http://lists.debian.org/] you are
contributing to the community. Identifying (and also solving) problems related to
the development of the distribution by participating on the development lists
[http://lists.debian.org/] is also extremely helpful. To maintain Debian's high
quality distribution, submit bugs [http://bugs.debian.org/] and help developers
track them down and fix them. If you have a way with words then you may want
to contribute more actively by helping to write documentation [http:/
www.debian.org/doc/cvs] or translate [http:/www.debian.org/international/]
existing documentation into your own language.
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ff&k A. Managing your lenny
system before the upgrade
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If any of the lines in your /etc/apt/sources. list refer to 'stable you are

effectively already “using” squeeze. This might not be what you want if you are
not ready yet for the upgrade. If you have already run apt-get update, you can

still get back without problems following the procedure below.
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# apt-get update
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Upgrade legacy locales to UTF-8

If your system is localised and is using a locale that is not based on UTF-8 you

should strongly consider switching your system over to using UTF-8 locales. In
the past, there have been bugs identified that manifest itself only when using a



non-UTF-8 locale. On the desktop, such legacy locales are supported through ugly
hacks in the libraries internals, and we cannot decently provide support for users
who still use them.

To configure your system's locale you can run dpkg-reconfigure locales.
Ensure you select an UTF-8 locale when you are presented with the question
asking which locale to use as a default in the system. In addition, you should
review the locale settings of your users and ensure that they do not have legacy
locales definitions in their configuration environment.
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