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I'maBa 1

BBeneHue

JaHHBIN TOKyMeHT nHGOpPMUpPYeT NoJib3oBaTesiell aucTpudytrusa Debian 06 OCHOBHBEIX M3MEHEHUSIX B
Boimycke 11 (bullseye).

B uHdopMmaluu o BEIIyCKe oNKChIBaeTcs Ipoljecc 6e3onacHoro o6HosjeHusA ¢ Beimycka 10 (buster)
J10 TEKYILero BHITyCKa 1 U3BECTHbIe NOTeHIMaJIbHEIE ITPOOJIeME], C KOTOPBIMU MOTYT CTOJIKHYThCS MOJIb-
30BaTeJIM pU OOHOBJIEHUM.

Camas nocJieJHsAs BepcusA 3TOro JOKyMeHTa JOCTYIIHA Ha CTpaHulle https://www.debian.org/
releases/bullseye/releasenotes.

[IPEJOCTEPEXEHUE

3amMeTuMm, 4To 30eCb HEBO3MOXHO nepeyncnnTb BCe N3BECTHbIE I'IpO6J'IeMbI, n no-
3TOMY Obinu Bbl6paHbI TONbKO Te, KOTOopble, KakK 0XnaaeTcs, MOryt BO3HUKHYTb Y
6ONbLNHCTBA nogen, n KOTOpblE€ OKa3blBakOT Havbonbllee BAMSHUE B LISSIOM.

O6paTuTe BHUMAHIeE, 9TO Teleph OAAepXKUBAETCS U ONKCHIBAETCS TOJIBKO OOHOBJIEHHE C IIPeIbITY-
mero Beiltycka Debian (To ecTs, 3TOT JOKyMeHT omnuchiBaeT 06HOBJIeHHe ¢ buster). Ecyiu Bam Tpebyetca
0OHOBUTH cHCcTeMy ¢ 60Jiee CTaporo BHIIyCKa, 00paTUTeCch K pAHHUM pedaKLIUsAM 3TOr0 JOKyMeHTa WJId
CHavaJia BBIIOJIHUTE OOHOBJIEHUE 110 buster.

1.1 Kak cooO6muTts 006 ommubKe B 3TOM JOKyMEHTe

ME! mbITaJNCh IPOBECTH BCE BO3MOJKHBIE 3TAlbl OOHOBJIEHHUS, ONMCAHHBIE B 3TOM JJOKYMEHTe, a TaKxXe
MOMBITAJIUCh TIPeABUAETh BCe BO3MOXKHEIE MPOOJIEMBI, C KOTOPHIMU MOTYT CTOJIKHYThCA MOJIb30BaTEIH.

TeMm He MeHee, eCJIU BBl JIyMaeTe, YTO HAILIU OMKOKY B 3TOM ONMMCAHUY (€CTh HENPaBUJIbHAS UJIU OT-
cyTCTBYIoIasa uH@opmanus), moxasyicTa, OTIpaBbTe coolIeHre 00 omubKe B TakeTe release—notes
B CHCTeMy OTcJiexuBaHus omubok (https://bugs.debian.org/). He 3a0yabpTe cHavyasa MpocMoOT-
peTh cyliecTBYIoIIMe coobiienus 00 omuobkax (https://bugs.debian.org/release-notes), BO3-
MOXHO, O Baliel npobJjieMe yxe M3BeCTHO. B 3ToM cjiydae BBl MOXeTe IOCJIaTh JOMOJJHUTEIbHYIO MH-
dopMmanuio K CymecTBywIeMy coobmeHn0 06 omubKe WM Aaxe NpeJIoXKNUTh CBOU U3MeHeHU .

M= 6b111 GBI OUeHb OJ1arofapHHI, ecy K cOoOIIeHUI0 Obl1a OBl IpUJIoKeHa 3a1iaTa, MCIpaBJiAoas
HWCXOJHBIN TeKCT JoKyMeHTa. O TOM, I'Zle B3ATh UCXOAHBIN TEKCT JaHHOrO JoOKyMeHTa, cM. Pasmen 1.3.

1.2 IIpemocraBjieHHe OT4€Ta 00 OOHOBJIEHUU

Mpe1 pafisl J1i06011 nHOpMaIuu o mpoBeAEHHOM 00HOBJIEHUU ¢ buster fo bullseye ot moss3oBaTenei. Ec-
JIV BBI XOTHTe [TOJIEJINTHCS CBOMM OIIBITOM, OTIIpaBbTe coobIeHe 06 omubKe B IakeTe upgrade—reports
B crucTeMy oTciexuBaHusa omuook (https://bugs.debian.org/), onucas pe3yabTaTel. Iloxanyii-
CTa, CKUMAIITe BCe MPUKJIAIbIBaeMbIe K co0OImeHu0 (aris (¢ moMoIipio gzip).

[MoxastyiicTa, BKJIIOUMTE B OTIPABJIsieMOe COOOIIeHNE CIeAyIOnTyI0 HHGOPMALUIO:


https://www.debian.org/releases/bullseye/releasenotes
https://www.debian.org/releases/bullseye/releasenotes
https://bugs.debian.org/
https://bugs.debian.org/release-notes
https://bugs.debian.org/

I'JIABA 1. BBEJIEHHE 1.3. UCXOJHBIH TEKCT 3TOI'O JJOKYMEHTA

+ CocrosHue Banieli 6a3bl JaHHBIX [1AKeTOB [0 U ocJie 0OHOBJIEHUA: COCTOsIHKE 0asbl JaHHBIX dpkg
coaepxurcA B dailne /var/lib/dpkg/status, a tHGOpManua 0 COCTOAHUM IIaKeTOB apt — B
daiine /var/lib/apt/extended_states. [lepes 06HOBJIEHNEM BHIIIOJHUTE pe3epBHOE KOMU-
poOBaHUe corjlacHo onucaHumo Pasges 4.1.1, IOMUMO 3TOTO, BB MOXeTe HalTH pe3epBHbIe KON
/var/lib/dpkg/status B KaTajore /var/backups.

 XypHnass ceanca paGoThl, CO3JaHHbIE ¢ IOMOIIBIO Script, cMm. Pasmen 4.4.1.

+ Xypnan paboTH apt AocTymeH B dailie /var/log/apt/term.log uiu xypHai aptitude mo-
CTyIIeH B KaTajiore /var/log/aptitude.

3AMEUYAHUE

goopMaLImMIO U3 XYPHAOoB Nepe TeM Kak BKo4aTh UX B coobLieHne 06 owmnbke, Tak

@ O6s13aTENBHO NPOCMOTPUTE W Y AANNTE BCHO NINYHYIO U/WAM KOHCPUAEHLNANBHYIO UH-
Kak aTa uHgoopmauus Byaet 3aHeceHa B AOCTYMHYO BceM 6a3y AaHHbIX.

1.3 HcxoaHblil TEKCT 3TOr0 JOKyMeHTa

WcxoHBIH TEKCT JaHHOTIO JOKyMeHTa HanucaH B popmaTe DocBook XML. HTML-Bepcus co3aaHa ¢ 1o-
Mobl docbook-xsl U xsltproc. PDF-Bepcus co3mana ¢ noMmompio dblatex nmiu xmlrof £. Mcxon-
HBII TEKCT JOKYMeHTA NOoCTyIeH B Git penozutopun npoexma 0okymeHmupogdaus Debian. [{yia foctyna K
OTJleJIbHBIM (aiijiaM U JiJis1 IPOCMOTpa U3MeHEeHMI BBl MOXeTe HCII0JIb30BaTh BeO-uHTepderic (https:
//salsa.debian.org/ddp-team/release—notes/). Ilonpobneit o nocryne K Git cM. nuadopma-
I[MOHHBIE CcTpaHUIBI o Git mpoekTa AokymMeHTHpoBaHus Debian (https://www.debian.org/doc/
vcs).



https://salsa.debian.org/ddp-team/release-notes/
https://www.debian.org/doc/vcs
https://www.debian.org/doc/vcs

I'staBa 2

YT1o HOoBOro B Debian 11

B Buku (https://wiki.debian.org/NewInBullseye) COAepPXUTCA AONOJHUTEIbHAsA NHGOPMa-
MO 110 3TOU TeMe.

2.1 TIlognep>xuBaeMble apXUTEKTYPbI

Crricok opUIHAIBHO MOAAePKUBAEMBIX apXUTEeKTyp A Debian 11:
* 32-6utHbii [TK (1386) u 64-6utHsbiii ITK (amd64)
* 64-6utHeiii ARM (armé64)
« ARM EABI (armel)
« ARMv7 (EABI hard-float ABIL, armhf)
+ MIPS c nopsgkoM 6aiiTOB OT MJIafilIero kK crapimemy (mipsel)
* 64-6utHbll MIPS ¢ mopsiikom 6aiiToB OT MJjlajuIero K crapiemy (mips64el)
+ 64-outHbiil PowerPC c nopsagkoM 6aiiToB oT MJIajliero K crapumemy (ppc64el)
« IBM System z (s390x)

Bonee noapo6Hy0 MHGOPMAIMIO O IepeHOCe HA Pa3INYHbIe apXUTEKTYPHI U CBEJIeHNs, OTHOCAIINECs
K KOHKPETHBIM IEepeHOocaM, BBl MOXeTe MOJIyYUTh Ha cTpaHuile nepeHocoB Debian (https://www.
debian.org/ports/).

2.2 Yrto HOBOro B nucTpubyTuse?

Hogeiit Bemmyck Debian onsats coepxxut HamHOTro 60J1b1IIE IPOrPaMM, YeM €ro IpeaniecTBeHHIK, buster.
JuctpubyTuB BkJIIoUaeT B cebs 6osiee 11294 HOBBIX MMaKeTOB, BCEro Mx crajio 6osiee 59551. bosbmas
YacTh MporpamMM, BXOAAIIUX B AUCTPUOYTHUB, OblsIa 0OHOBJIeHA: 6oJiee 42821 makeToB (UTO COCTaBJIA-
eT 72% puctpubyTtusa buster). Takxke, 0 pa3JIUYHBEIM NPUYMHAM MHorue nakeTsl (6osiee 9519, 16%
auctpubyTuBa buster) 6bUTH yjasieHb U3 AUCTPUOYTHUBA. DTU MaKeTHl He OyAYT OOHOBJIATHCSA, B UHCTPY-
MEHTax yIpaBJieHUsA MaKeTaMu OHU OyIyT MoMeYeHbl Kak “ycrapeBiue” (obsolete), cm. Pasgen 4.8.

2.2.1 Paboumue CTOJIbI M XOPOIIIO U3BECTHbIE ITaKeThI

Debian npoioykaeT mocTaBJIATh HECKOJIBKO OKPYXeHUH U MPpUJIOKeHUH paboydero crosa. IloMmumo mpo-
Yero B COCTaB AUCTpUOYTHUBA BKJIIOUEHBI OKpYyXeHus pabouero crosia GNOME 3.38, KDE Plasma 5.20,
LXDE 11, LXQt 0.16, MATE 1.24 u Xfce 4.16.

Taxxe ObIM OOHOBJIEHBI OMVICHBIE IPUJIOKEHNS, BKJII0UaA CJIeAyOL[ie KOMILJIeKTHI:

* LibreOffice o6HOBNEH 0 Bepcuu 7.0;

+ Calligra o6HOBNEH 10 Bepcuu 3.2.
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* GNUcash o6HOBJEH 10 Bepcuu 4.4;

B sTom BBIITYCKE, Cpeau mnmpoyvero, OBLJI0 OOHOBJIEHO cilenymwimee nmporpaMMHOe obecnieueHue:

ITaker Bepcus B 10 (buster) Bepcus B 11 (bullseye)
Apache 2.4.38 2.4.48
BIND DNS cepsep 9.11 9.16
Cryptsetup 2.1 2.3
Dovecot MTA 2.3.4 2.3.13
Emacs 26.1 27.1

Exim, TOYTOBBII cepBep IO 4.99 4.94
YMOJTYAHUIO

GNU Compiler Collection, 8.3 10.2
KOMITWJIATOP 10 YMOJTYAHUIO

GIMP 2.10.8 2.10.22
GnuPG 2.2.12 2.2.27
Inkscape 0.92.4 1.0.2

GNU 6ubamnorexa C 2.28 2.31
lighttpd 1.4.53 1.4.59
O6pa3 sgpa Linux BeTka 4.19 BeTka 5.10
212\6;;}; /Clang WHCTPYMEHTOB | 6 0.1 1 7.0.1 (10 yMOJT4aHUIO) 21/?}01) i 11.0.1 (mo ymorria
MariaDB 10.3 10.5
Nginx 1.14 1.18
OpenJDK 11 11
OpenSSH 7.9p1 8.4pl

Perl 5.28 5.32

PHP 7.3 7.4

Postfix MTA 3.4 3.5
PostgreSQL 11 13

Python 3 3.7.3 3.9.1
Rustc 1.41 (1.34 for armel) 1.48
Samba 4.9 4.13

Vim 8.1 8.2

2.2.2 CkaHUpOBaHHUe U NeyaTh 6e3 JpaliBepoB

[Teyath ¢ MOMOIIBI0 CUPS M CKaHUPOBaHME C MOMOINbI0 SANE BCe yallle CTAHOBATCS BO3MOXHBIMU 6€3
HCIIOJIb30BAHUS KAaKoro-mbo JipariBepa (4acTo HeCBOOOAHOTO), CeludUYHOro AJi MOJIeIu 000py/I0-
BaHUs, 0COGEHHO B CJIy4ae YCTPOICTB, BHIMYIIIEHHBIX Ha PHIHOK 3a MOCJIeqHUE JIET MATh.

2.2.2.1 CUPS u nevyats 6e3 apaiiBepa

CoBpeMeHHBIe TIPUHTEPHL, MOAKJII0UeHHBIe o ceTu Ethernet vim 6ecripoBOAHOMN ceTH, yXKe MOTYT HC-
M0JIb30BATh MevaTh 6e3 ApariBepoB (https://wiki.debian.org/CUPSQuickPrintQueues), pea-
JIM30BaHHYIO € IOMOIIbI0 CUPS U cups—&unsTpoBs, KaKk oNucaHo B [IprMeuanusax K BIycKy buster
(https://www.debian.org/releases/buster/amdé64/release—-notes/ch-whats—new.html#
driverless-printing). B Debian 11 «bullseye» mpencrapyieH HOBBII AaKeT ipp-usb, peKOMEH/Y-
eMBIll cups—daemon W He 3aBHCUMBIM OT mocTaBumuka [Tpotokosn IPP-uepe3-USB (https://wiki.
debian.org/CUPSDriverlessPrinting#ippoverusb ) noaaepXuBaeMblii MHOTUMU COBPeMEH-
HBIMU [IPUHTepaMu. DTO [I03BOJIAET paccMaTpuBaTh USB-yCTpOICTBO Kak ceTeBOe YCTPOICTBO, paciiu-
PAs BO3MOXHOCTU Teyatyl 6e3 [paliBepoB U BKJIIOYas MIPUHTEDHI, NoiKtoYeHHble yepe3 USB. IToapo6-
HOCTH onucaHbl B BUKHU (https://wiki.debian.org/CUPSDriverlessPrinting#ipp—usb).

CnyxeOHbIH daiin systemd, BXOAANMI B COCTAB NaKeTa ipp-usb, 3aMycKaeT JeMOH ipp-usb Mpu
MOAKJIIDYEHUN NPUHTEepa, NOAKIIYeHHOro dyepe3 USB, 4uTo gesiaeT ero AOCTYNHBIM AJiA nedatu. [lo
YMOJTYaHUIO cups—browsed AOJDKEH HAaCTpaWBaThCA aBTOMATHUeCKH, WM 3TO MOXeT OBITh HacTpoe-
HO BPYYHYIO C ITOMOIIIBIO JIOKAJIBHON O4Yepeau rnevaTtu 6e3 apariBepoB (https://wiki.debian.org/
SystemPrinting ).
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2.2.2.2 SANE u ckaHUpOBaHUe 6e3 ApaliBepoB

OdunuasnpHas cepBepHas Oe3fipaiiBepHas 4acTb SANE IpefocTaBiigeTcs sane—escl U3 libsanel.
HezaBucumo paspaboTaHHOl cepBepHOI 6e3/1paliBepHOI YacThl0 ABJIAETCA sane-airscan. Obe cep-
BepHble yacTu MoHUMalT npotokos eSCL (https://wiki.debian.org/SaneOverNetwork#escl),
HO sane-airscan TakXe MOXeT UCIO0Jib30BaTh [IpoTokos WSD (https://wiki.debian.org/SaneOverNetwor
wsd). ITosp30BaTesIAM MOTYT MCIOJIB30BaTh 00e cepBepHBIe YacTH B CBOUX CHCTEMAX.

eSCL u WSD — ceTeBble IPOTOKOJIBL. CriefjoBaTeJIbHO, OHU OyayT paboTaTh 4epe3 USB-coequHeHueE,
€CJIV yCTPOMCTBO ABJIAETCA IPP-uepe3-USB ycTpoiicTBoM (cM. Beite). O6paTruTe BHUMAaHUE, YTO 1ibsanel
peKoMeHAyeT makeT ipp-usb. [Io3TOMy MOAX0/isAIiee YCTPONCTBO aBTOMAaTUYE€CKH HACTPAUBAETCsA HA
HCIIO0JIb30BaHKe 6e3/ipaliBepHOro cepBepHOro ApaliBepa npu noaxioyeHuun Kk USB-nopty. (mpum. nep.:
[a, TaBTOJIOTHs, HO TaK B OpUTHHAJIE).

2.2.3 HoBas yHHBepcaJIbHasi KOMaHJa open

HoBas kxoMaH[ja open JOCTYITHA B KaYeCcTBe YJ0OHOTr0 IceBHoHMMA 11 xdg-open (110 YMOJTYaHHIO) WIIN
run-mailcap, ympasiseMbix cucrteMoi update-alternatives(l) (https://manpages.debian.org/
/bullseye/dpkg/update-alternatives.1.html ). OHa nmpefHa3HauyeHa JJIsi UHTEPAKTUBHOTO
HCIIOJTb30BAaHUA B KOMAHIHOI CTPOKe, Ui OTKPBITUA (PAyIOB C MOMOIIBI0 MPUJIOKEHUSA MO0 yMOJI4a-
HHIO, KOTOpOe MOXeT ObITh IpadrdecKoi NporpaMMo.

2.2.4 rpynmnsl ynpasJjieHUs 2 Bepcuu

B bullseye systemd mo ymoJiyaHMI0 UCITOJIB3YET IPYIIIH yripaBjeHus (control groups) Bepcuu 2 (cgroupv2),
KOTOpbIe 06ecrevnBaiOT eJUHYI0 NepapXulo0 yIIpaBjeHusa pecypcamu. JJOCTyIIHbI TapaMeTphl KOMaHIHOMN
CTPOKH sA1pa, NO3BOJIAIOLINE TPY HEOOXOAUMOCTU IIOBTOPHO BKJIIOYUTD YCTAPEBIIUE CZrOUPS; CMOTPUTE
npuMeuaHus K OpenStack B paszzese Pazgen 5.1.8.

2.2.5 TIlocTOsHHBIN XypHaJ systemd.

Systemd B bullseye mo ymos4aHuio akTUBUPYeT GYHKIHIO MOCTOSHHOTO BeJIEHUS XypHasa, COXpaHsA
cBOM Gaiyibl B /var/log/journal/. CMoTpure moapobHocTH B systemd-journald.service(8) (https:
//manpages.debian.org//bullseye/systemd/systemd-journald.service.8.html). Obpa-
TUTe BHUMaHUe, uTo B Debian xxypHan moctymeH Qi 4TeHUs WieHaM IpyHmbl adm, B JOMOJHEHUE K
rpynme systemd—-journal IO YMOJIYaHHIO.

OTO He JOJDKHO MewaTh paboTe 1060T0 CyIMecTBYIero TpaAuIMOHHOr0 JeMOHa BeJleH!s XypHa-
JIa, TAaKOro KaK rsyslog, HO MOJIb30BATENIN, KOTOPhIe He MOJIAraloTCs Ha Cliel[iaibHble BO3MOXHOCTHU
TaKOro JIeMOHa, MOTYT 3aX0TeTh YAAJIUTD €r0 U MePEeKJIIUNTHCA Ha UCIO0JIb30BaHNe TOJIBKO XXKypHaJIa.

2.2.6 Hosbiii meTox BBOAA Fcitx 5

Fcitx 5 — 3TO MeTox BBOJA AJIsI KUTANCKOTO, AMOHCKOTO, KOPEHCKOTo U APYTUX A3bIKOB. OH SIBJIAETCA
npeeMHUKOM nonyJisipHoro Fcitx 4 B buster. HoBas Bepcus noggepxuaer Wayland u uMmeet yyuiieH-
HYI0 [TOJIIePXXKy JAONOJIHeHUH. Bosiee mogpobHyto nHbOopManuio, BKJII0Yasi pyKOBOJCTBO 10 MUTPALlUU,
MOXHO HalTU Ha BUKku-cTpanule (https://wiki.debian.org/I18n/Fcitx5).

2.2.7 Hosoctu Debian Med

Komanpga Debian Med npuxuMaet yuactue B 60ps6e ¢ COVID-19, co3aaBas porpaMMHOe obecriedeHre
JUIl McCJieJOBaHNA BUpyca Ha ypOBHe T'eHHBIX IOocjefoBaTesIbHOCTel U JJig O0pbObl ¢ MaHAeMuel ¢
IIOMOII[bI0 NHCTPYMEHTOB, UCII0JIb3yeMBIX B anuAemMuosioruy. Pabora OyAeT npoAoJkeHa B cjleAyloleM
I[UKJIe BBITYCKA, C aKIIeHTOM Ha MHCTPYMEHTHI MalIMHHOTO 00y4YeHUsA, KOTOPhIE MCIIOJIb3YI0TCA B 06enx
obJiacTax.

[Tomumo goOaBsIeHNsA HOBBIX [TAKeTOB B 00JIACTH HAayK O XU3HU U MeIUIMHEI, Bce 60Jiblile 1 60IbIIe
CYIIeCTBYIONINX [TaKeTOB NOJIy4aloT MOJepXKKy HenpepblBHO uHTerpanuu (CI).

SIMD Everywhere (https://wiki.debian.org/SIMDEverywhere) Tenepb UCIOJIb3YETCA IJIS
HIMPOKOTr0 CIleKTpa MPpUJIOKeHU!N, KpUTUYeCK! BaXKHBIX AJ1A NPOM3BOAUTEJIBHOCTU. JTa OubamoTexa
[I03BOJIAET MCIOJIb30BaTh MTaKeThl Ha 60JIbIIeM KOJINYeCTBe alllapaTHHIX I1aTdopM, MoAAepKHUBaeMbIX
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Debian (B yacTHOCTH, Ha arm64), COXpaHsAA MPU STOM IPEUMYIIIECTBO B IPOU3BOAUTEIBHOCTHU, Obecrie-
yrBaeMoe IIpolieccopaMy, NOAAepXUBAOIIUMY BeKTOPHbIEe pacllipeHns, Takue Kak AVX Ha amd 64 Win
NEON Ha arm64.

Jna ycTaHOBKM IAKeTOB, CONMPOBOXAaeMbIx koMaHZol Debian Med team, MOXHO ycTaHaBJIMBaTh
MeTarmakeTsl ¢ MMeHaMH med- *, KOTophle i Debian bullseye mumetot Bepcuto 3.6.x. {1 mpocMoTpa
Bcero creKkTpa 6uoJsiorndeckoro u megunuackoro I10, nocrynHoro B Debian, mocetute crpanuiy 3amgau
Debian Med (https://blends.debian.org/med/tasks).

2.2.8 TIlognepxka sapom exFAT

bullseye - 3T0 nepBas Bepcus, npeaocTaBJIAIMAA AAPO Linux ¢ moaaepxkko ¢aiiioBoii cucteMbl eXFAT,
1 110 YMOJIYaHUIO MCIIOJIb3YeT eé JIJIsi MOHTHpoBaHusA ¢daiyioBbix cucteM exFAT. CiejoBaTesibHO, O0JIb-
me He TpeOyeTcsA UCIOJIb30BaTh peanusaluio GaijloBol CUCTEMHI B I0JIb30BaTEIbCKOM IIPOCTPAHCTBE,
NpeloCTaBJIAEMYI0 IakeToM exfat—fuse. Ecin XOTHUTE IPOJOJIKATh UCIIOJIb30BaTh peaanu3anuio dar-
JIOBOH CHCTEMBHI B I10JIb30BaTeJIbCKOM IIPOCTPAHCTBe, TO HEOOXOAMMO BBI3BAaTh BCIIOMOTaTesIbHBIN HMH-
cTpyMeHT mount.exfat-fuse HenocpeCTBeHHO IpU MOHTUpOBaHUU (aiioBoii cucteMsl exFAT.
HHCTpyMeHTH! A1 co3AaHuA U IpoBepku dariioBoi cucteMsl exFAT npeAcTaBiieHHl B IakeTe exfatprogs

oT aBTOopoB exFAT B Aape Linux. He3aBucumas peaimsainyis 3TUX MHCTPYMEHTOB, 13 CyIIeCTBYIOILIETO
nakera exfat-utils, MO-MpeXHeMy AOCTYNHA, HO He MOXeT OBITh YCTAHOBJIEHA COBMECTHO C HOBOU
peaymzanueil. PekoMeHayeTcs nepeiiTy Ha MakeT exfatprogs U 103a00TUTHCA O HECOBMECTHUMEBIX I1a-
pameTpax KOMaHA.

2.2.9 YVYiyuiieH nepesoj CIIPaBOYHBIX CTPAHMIL

CyleCcTBEHHO YJTy4IIeHbl CTPAHUIIBI PYKOBOJCTB (man) AJis HECKOJIBKUX MPOEKTOB, TAKUX Kak systemd,
util-linux, OpenSSH u Mutt, Ha HECKOJIPKUX fA3BIKAX, BKJIIOYasA (HPaAHIY3CKUN, UCMIAHCKAN U MaKeJIOoH-
ckuii. UToOBI BOCTIOIB30BAThCA STUM, MOXAaJIyIICTa, YCTAHOBUTE manpages—xx (Te xx — 3TO Ko IJIA
BaIllero A3bIKa).

B TeueHue Bcero cpoka AeicTBus Bepcuu bullseye apxvBHbIe KOTHUY JAJIbHEHIINUX VITyUIIeHUH TIepe-
BoJia OYyT MpeIoCTaBJIATHCA Yepe3 backports.

2.2.10 YuayuyimeHa noaaepkka ajJlbTepHATUBHBIX CUCTEM MHHUIMAJIU3AIUHU

CucTeMoll MHUIMAIN3ANUY IO yMOJT4aHuio B Debian sBiserca systemd. B bullseye monnepxuBaert-
CA psAl anbTEPHATHBHBIX CUCTEM WHHUIMAIN3AMK (TaKMX Kak MHUIMAIA3alUU B cTUie System-V u
OpenRC), 1 GOJBIIMHCTBO cpef] pabouero cTojia Temeph XOPOIIo paboTaioT Ha cuUcTeMax, paboTar-
WX TIOJT yIpaBJieHNeM ajIbTepHATUBHBIX CHCTEM WMHUNMau3anuu. [loapobHble cBefeHrs 0 TOM, Kak
MEPEKJTIOYUTh CUCTEMY MHUNUAIU3anuy (4 re MOXHO MOJIyYUTh MOMOIIb [0 BOIPOCAM, CBA3AHHBIM
C 3aMyCKOM CHCTEM HHUIUAIM3ALNN, OTJIMYHBIX OT systemd), MOCTymHBI Ha BUKHU-cTpaHuile Debian
(https://wiki.debian.org/Init).

2.2.11 HauajyipHasA JOCTYIHOCTbh cucTeMbl cOopku Bazel

Cucrtema coopkm Bazel (https://bazel.build/) goctynHa B Debian HaumHas c 3TOro BHITyCKA.
OTO BapuaHT HayaJbHOHN 3arpy3Ky, KOTOPHIY He BKJII0YaeT JIOKAaJIbHblE BepCUM pacIIMPeHHON 5KOCH-
cTemsbl Bazel. O[fHaKoO TeKyIIUil MaKeT MpeOCTaBsAeT QYHKIMOHAIBHOCTD, UJEHTUYHYIO 6a30BOI Bep-
cuu Bazel, Taxxe o6nagas yOqoOHBIM yIpaBjleHHeM makeramu Debian mjia ycraHoBku. XOTsA co3pa-
Hue nakeToB Debian B HacrosImee BpeMs ellle He PeKOMEHAYETCS, JII060e porpaMMHoOe obecreueHue,
nojaepxuBawiee c6opky Bazel, noymxHO cobupaThcs B OGBIYHOM peXHMe C UCIOJIb30BAHUEM MaKeTa
bazel-bootstrap. OTO BKJIIOYAET B cebs 3arpy3Ky HEOOXOAUMBIX 3aBUCUMOCTElN BO BpeMsA COOPKU.

Komanpma Debian Bazel (https://salsa.debian.org/bazel-team/meta) paboTaeT Haj CO-
3maHreM pacumpsieMoi Bepcun Bazel nys 6yaymux BeimyckoB Debian. Ota pacmupsiemas Bepcus mos-
BOJIUT BKJTIOYATh JOIIOJIHUTEJIbHBIE KOMIIOHEHTHI 9KOCHCTEeMBI Bazel B KkauecTBe cOOCTBEHHBIX TAKETOB
Debian. Uto ermme 6oJiee BaxXHO, 3Ta BepcHs IO3BOJIUT cO3/aBaTh makeTsl Debian c¢ mcnosip3oBannem
Bazel. ITpuryamaeM IprucoeJUHNATHCA K KoMaHe!
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I'staBa 3

CucremMa ycTaHOBKU

Debian Installer (mporpamma ycTaHOBKM) sBJIAeTCA OQUIIHAIBHOM cucTeMol ycraHoBku Debian. OHa
npejJjiaraeT MKUPOKUI BEIOOP METOAOB yCTaHOBKU. CIMCOK AOCTYIHBIX METOHOB 3aBUCUT OT apXUTeK-
TYypPHI KOMITIBIOTEPA.
O6pa3sl MporpaMMbl yCTaHOBKM Ui bullseye 1 pyKOBOACTBO MO yCTaHOBKE MOXHO HANTH Ha BeO-
carite Debian (https://www.debian.org/releases/bullseye/debian—-installer/).
PyKOBOZCTBO 10 yCTAaHOBKE TakXXe BKJIIOYEHO Ha IMEepBHIM AUCK U3 oduiuaspHoro Habopa Debian
DVD (CD/blu-ray). Ero MOXHO HaiTH B:

/doc/install/manual/ru/index.html

Takxe ciefyeT 03HaKOMUTHCSA CO CITUCKOM M3BECTHBIX OMMOOK (https://www.debian.org/releases/
bullseye/debian-installer/index#errata) IporpaMmbl YCTaHOBKU.

3.1 Yrto HOBOroO B cuCTeMe yCTaHOBKHU?

Bcé BpeMs ¢ mocsiefHeTo oduiraapbHOro Beimycka Debian 10 Bestachk akTHBHasA pa3paboTka MpOrpaMMel
ycraHoBku Debian. B pesyspTaTe yyummniack paboTa ¢ anmapaTHEIM obecrieueHreM U ObLTU J0OaBJIeHBI
HOBBIE 3aXBaThIBAIOI[Ke BO3MOXHOCTU U YJTyUIIeHUA.

Ecyi X0TUTe y3HATh, YTO MIMEHHO M3MEHIJIOCh TI0 CpaBHEHUIO ¢ buster, o6paTuTech K aHOHCAM BHI-
nycka bullseye beta u RC, moctynHeM u3 nictopuu HoBocTed (https://www.debian.org/devel/
debian-installer/News/) mporpaMmmsl ycraHoBku Debian.

3.1.1 TIIomouis B ycTaHOBKe BcTpoeHHOro I10

Bce vamge mepubepuiiHbie yCTpoIcTBa TpeOyIoT 3arpy3ku BcrpoeHHoro 10 (firmware) B pamkax uHU-
raan3anuyu o00pynoBaHusa. YTOOB pemuTh 3Ty NpobjeMy, B IporpaMMe YCTaHOBKM NOsSBUJIACh HO-
Basa pyHkuuA. Ecim qjig ycTaHOBKU KaKoro-nbo yCTaHOBJIEHHOTO 060pyAoBaHus TPebyoTes (arisibl
BcTpoeHHOro 10, ycTaHOBUIYK MONBITaeTcA A00ABUTh UX B CUCTEMY, OCHOBBIBAACH HA CONOCTABJIEHUNU
naeHtudukaTopa obopygoBanus ¢ uMeHamu ¢daiiyio BcTpoeHHoro I10.

OTa HOBasA QYHKIIMOHAIBHOCTh PaCIpoOCTpaHAeTCsA TOJIbKO Ha HeoduIaabHble yCTaHOBOYHEIE 00pa-
3Bl ¢ BKJIIOUeHHBIM BcTpoeHHBIM 10 (cm. https://www.debian.org/releases/bullseye/debian-installer/-
#firmware_nonfree (https://www.debian.org/releases/bullseye/debian-installer/#firmware_
nonfree)). BctpoeHHoe 10 o6piyHO He cooTBeTcTByeT cTaHAapTty DFSG, mosToMy ero HEBO3MOXHO
BKJIIOUUTH B I'JIaBHHIN penosuropuii Debian.

Ecsi Bo3HUKIM TPOOJIEMBI, CBSI3aHHBIE ¢ (OTCYyTCTBYIOIINM) BcTpoeHHBIM 10, noxanyiicTta, Npo4YTu-
Te clielllasIbHYI0 IJIaBy PYKOBOJICTBA 110 ycTaHOBKe (https://www.debian.org/releases/bullseye/
amd64/ch06s04#completing-installed—-system).

3.1.2 ABTrOoMaTH3MpOBaHHasA yCTaHOBKa

MHoxecTBO M3MeHeHUN TakXe 3aTPOHYJIM U aBTOMAaTU3UPOBAaHHYIO YCTaHOBKY C TOMOIbI0 (daiiia oT-
BETOB. JTO O3HAYaeT, YTO €CJIM y Bac yXe ecThb (dallyibl OTBETOB, KOTOPBIE paboTanyu ¢ MporpaMMoin
yCTaHOBKM buster, He kauTe, uTO OHU OyyT paboTaTh C HOBOM MPOrpaMMOl YCTaHOBKU 0e3 m3MeHe-
HUN.
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B pykoBojcTBe o yctaHoBke (https://www.debian.org/releases/bullseye/installmanual)
TEIEepb €CTh OTAEJIbHOE IPUJIOXKEHNE, B KOTOPOM HO]:[pOGHO OIIMCBhIBAETCA MCIIOJIb30BaHME€ aBTOMAaTU3M-
POBaHHO HAaCTPOMKU.

3.2 OO6pa3pl KOHTEHHEPOB Y BUPTYaJIbHBIX MAIlIUH

MHoroapxuTeKTypHbie o6pa3sl KoHTeliHepoB Debian bullseye moctymusl Ha Docker Hub (https://
hub.docker.com/_/debian). B qonosHeHue k cTaHAapTHEIM oOpa3aM JAOCTYyIeH «TOHKUIT» BapUaHT,
KOTOPBHII COKpallaeT UCIOJIb30BAHME ANCKA.

O6pa3sbl BUPTyaJIbHBIX MaIIUH A1 MeHeakepa BUPTyasbHBIX MaimuH Hashicorp Vagrant my6inky-
torcs B Vagrant Cloud (https://app.vagrantup.com/debian).
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I'staBa 4

OouosJienue ¢ Debian 10 (buster)

4.1 IloaroroBka K OOHOBJIEHHUIO

[Tepen oOHOBJIEHHEM MBI peKOMeEHJyeM BaM Taikke MpounTaTh I'y1aBa 5. OTOT pasfjesi ONMCHIBAET IIO-
TeHLKaJIbHble IPo6JIeMbl, KOTOPHIe He MMeI0T IIPSAMOIo OTHOIIEHHs K Npolieccy OOHOBJIEHU, HO BCE xKe
BaXHO Y3HATb O HUX A0 YCTAHOBKHU.

4.1.1 Co3paHue pe3epBHOI KONMH BCeX JaHHBIX U HACTPOEK

[Tepen oOHOBIEHNEM HAaCTOATEIBHO PEKOMEH/IyeTCs clielaTh pe3epBHYI0 KOIUIO0 BCEl CUCTeMBI UIH, 110
KpaiiHell Mepe, BceX JaHHBIX U HAaCTPOeK, KOTOPHIe BBl HE MOXeTe M03BOJIUTh cebe notepATh. MHCTpy-
MEHTHI 1j11 OOHOBJIEHUS U caM MpOoLiecc AOCTATOYHO HAAEXHEI, HO cOOI anmapaTHOro obeclieueHUs B
xoJie 06HOBJIEHS MOXeT IIPUBECTU K CepbE3HOMY MOBPEXJEeHUI0 CUCTEMEL.

B nepBy10 ouepeib HeOOXOAUMO clieJIaTh pe3epBHYI0 KOMUI0 COAEPKMMOI0 KaTajoros /etc, /var/
lib/dpkg, /var/lib/apt/extended_states u pe3yabTaTta paboThl KOMaH/bl dpkg —-get—-selections
7 %" (KaBBIYKY BaXKHbI). Ec/iu 17151 ynpaBjieHNs makeTaMu BB HCIIOJIb3yeTe aptitude, To Takxke clesaiite
pe3epBHYI0 KONUo /var/lib/aptitude/pkgstates.

O6HOBJIeHHe caMo o cebe HUKaK He 3aTparuBaeT KaTajaor /home. OQHAKO HEKOTOpPhIE MPUJIOXe-
HUA (B YaCTHOCTH, HEKOTOpHIe npusioxeHus Mozilla, okpyxenus pa6ouero ctoia GNOME u KDE) npu
IIepBOM 3allycKe HOBOU BepCHU Ilepe3allChiBal0T MMeIOIIecs M0JIb30BaTesIbCKie HAaCTPOMKU HOBBEIMU
HacTpokaMu 1o ymoydaHuo. Ha Besakuil ciydali CTOUT cfjesiaTh pe3epBHYI0 KOMUI0 CKPHITHIX daiijios
1 KaTajioroB (Ha3BaHUe KOTOPHIX HAUMHAETCsA ¢ TOYKHM) U3 JOMAIIHUX KaTaJIoroB MoJib30BaTesieil. DTo
IIOMOJXeT BaM B cJIyyae HeoOXOJUMOCTU BOCCTAHOBUTH cTaphle HacTpoiiku. He nmumuuMm OyaeT mpefny-
MpeJIUTh MoJIb30BaTesell 06 3Toi npobiemMe.

YcraHoBKa J1I000ro nakeTa JOJDKHA IPOU3BOAUTHCA € MPUBUJIETUAMU CylleproJib3oBaresid. [ToaTo-
MY BBl JOJDKHBI JIUOO BOWTH B CUCTEMY IIOJ] UMeHEeM CYIlepIioJib30BaTesis root, JIMOO0 HCI0JIb30BaTh
nporpaMmsl su i sudo, YToGH NOJTyYHTh HEOOXOAUMEIE TIpaBa.

[ npoBeiennss 0OHOBJIEHNA eCTh HeCKOJIBKO IIpeBapyUTesIbHEIX TpeOOBaHNIT; IPOBEPbTE, YTO OHU
co0JIr0Jal0TCA.

4.1.2 TIpeaBapuTesbHOe MHPOPMUPOBAHME MOJIb30BaTEJIEN

XKesnarenbHO 3apaHee cOOOI[ATh BCEM II0JIb30BATEJIAM O JIIOOBIX IJIAHUPYEMBIX 0OHOBJIEHUAX, XOTS I10JIb-
30BaTesy, paboTammiye B cucreMe yepe3 ssh, He JOJDKHBL UCHBITaTh OCOOBIX MpoGJieM B Iporecce 06-
HOBJIEHHA U BIIOJIHE MOTYT IIPOJIOJIKATh paboTy.

Ecyi BBI XOTHTE IPUHATH JOIIOJIHUTEIBHBIE MEePHI IPEJOCTOPOXHOCTH, CO3alTe Pe3ePBHYIO KOIHIO
Y pasMOHTUPYHTe pasfen /home nepes 0OGHOBJIEHUEM.

[Tpu obHoBeHNU 10 bullseye morpebyeTcss 06HOBUTH AP0, TO3TOMY MOTpebyeTcs Iepe3arpyska.
OOGBIYHO, 3TO IPOUCXOAUT IO OKOHYAHUY OOHOBJIEHUS.

4.1.3 IloaroroBka K mepepeiBy B pabore ciry>x0

[Tpu 06HOBJIEHNY MOXET TOTPe6OBaThCS OOHOBUTD IMAKETHI JIJIs1 pA0OTAITNX HA JAHHOU MaIlIlHE CJTyXO0.
B sTom cityuae pabora ciryx6 6yfer npepBaHa Ha BpeMs OOHOBJIEHUs, 3aMeHbI M HACTPOMKU MaKeTOB.
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TouHOe BpeMs NpocTos ci1yx0 OyaeT 3aBUCETh OT KOJIMYeCcTBa OOHOBJIAEMBIX B CHCTEMeE IaKeTOB, a
TakXxe OT BpeMeHH, 3aTpaurBaeMoe aJMUHUCTPAaTOPOM /I OTBETOB Ha BONPOCH O HacTpolike. 3ame-
THUM, 4TO €CJIX Npoliecc OOHOBJIEHUS OCTaBUTh Oe3 BHUMaHUA U He CJIeAUTh 3a 3allpocaMy CUCTEMBI,TO
BBICOKA BEPOSATHOCTh YBEJIMYUTh HEJOCTYIMHOCTD CIyk0' Ha 3HAUMTEJIbHBIN NPOMEXYTOK BPEMEHH.

Ecnu o6HOBIIsIeMas cucTeMa NpeocTaBisieT KpUTHUYeCKU BaXKHble CIIYKObI 11 110JIb30BaTesel Win
ceTu?, TO Bbl MOXETE COKPATUTh BPEMs MPOCTOsl, €CJIM CHAYasia BHIIOJHUTE MUHUMAJIbHOE OGHOBJIE-
Hue cucteMsl (cMm. Paznen 4.4.4), 3aTrem 0OHOBUTE AP0 U Nlepe3arpy3uTech, a 3aTeM OOHOBUTE NIAKeTHI,
CBA3aHHEBIE C BAalllMMU KPUTUYECKUMU ciiyx0amu. OnrcaHre 0OHOBJIEHNS 3TUX NaKeTOB Ilepe/l TOJIHBIM
oOHOBJIeHreM cMoTpuTe B Pazfes 4.4.5. Takoii NOpAJOK 03BOJIAET OCTaBUTh pabOTalIUMU KpUTHyYe-
CKHe CJIyXOBbl Ha BpeMs IIPOXOX/IeHNs [IOJTHOTO OOHOBJIEHUS U COKPATUTh BpeMs NMPOCTOs.

4.1.4 TloarotoBKa K BOCCTaHOBJIEHHUIO

Xots Debian meiTaeTcs mpoBepuTh, YTO CUCTEMA Beera OyIeT B COCTOSTHUU 3aTPy3UThCS, €CTh peasibHast
ONacHOCTh BO3HUKHOBeHUs Mpo6JieM MocJie Mepe3arpy3ku B OOHOBJIEHHYIO cucTeMy. boJipias 4yacTh
BO3MOXHBIX ITpoOJIeM OIKcaHa 3/lech U Jlajlee B CJIeAYIOMUX rjiaBax MHGOpMAaIUU O BHIITYCKe.

[TosToMy Jiyuiie yOOCTOBEPUTHCA, YTO BBl CMOXETEe BEpHYTh CUCTEMY B IIpeXHee COCTOSAHUE, eCJIU
OHA He CMOXEeT 3arpy3uThCs WJIY, AJIA CUCTEM YIPaBJIsieMbIX VIaJIEHHO, HE 3apaboTaeT ceTh.

Eciu o6HOBJIEHME IPOU3BOAUTCA yAAJIEHHO Yepe3 ssh, pekoMeHAyeM BaM MPeAyCMOTPETh OIKJITIO-
YyeHUe K JIOKaJbHOIN KOHCOJIM cepBepa uepe3 yAaJIEHHBIN MOCJIeqoBaTeIbHbII TepMUHAI. MoxeT ciiy-
YUTHCA TaK, 4TO IOcJie OOHOBJIEHUA Afpa U Iepe3arpy3ku, BaM MOTpeOyeTcsA HUCIPaBUTh CHUCTEMHBIE
HaACTPOWKU Yepe3 JIOKAJIbHYI0 KOHCOJIb. Eciiu cucTemMa ciiy4yaiiHoO repe3arpy3uTcs B CepeJuHe mpoijecca
0OHOBJIEHMs1, BaM TakKXe NoTpebyeTcs JioKaJibHasi KOHCOJIb 1711 BOCCTaHOBJIEHUS.

711 aBapuitHOTO BOCCTAHOBJIEHN OOBIYHO MBI PEKOMEH/1TyeM HCII0JIb30BATh PEACUM BOCCMAHOBIEHUA
13 mporpaMMsl ycraHoBku Debian bullseye. [IpenMyIinecTBo B MCIIOJIb30BAaHUU MPOrPAMMEI YCTAHOBKU
COCTOUT B TOM, YTO BBl MOXeTe BhHIOMpaTh M3 MHOXECTBA METOJOB YCTAHOBKMU TOT, KOTOPBIH JIydilie
MOJXOUT B Balleli cutyanuu. JonojHuTepHasA nHGopMalys npusejieHa B pasfeiie «BoccraHoBiieHue
CJIOMAHHOM CHCTEeMBI» I'JIaBhl 8 pyKOBO/ICTBA 10 ycTaHOBKe (https://www.debian.org/releases/
bullseye/installmanual)u B YaBO no nporpamme ycrtaHoBku Debian (https://wiki.debian.
org/DebianInstaller/FAQ).

Ecyiu 3arpy3utbes He yaasioch, BaM MOXeT NOTpeboBaThCs ajlbTePHATUBHBIN CIIOCOO 3arpy3Ku CU-
CTeMBl /I JOCTyIa U BOCCTAHOBJIEHUA. [[JI 3TOr0 MOXHO BOCIIOJIb30BaThCsA CIlelUajIbHBIM 00pa3oM
BOCCTAHOBJIEHUS WJIN KUBBIM» YCTaHOBOYHBIM oOpa3oM (LiveCD) (https://www.debian.org/CD/
live/). [Tocye 3arpy3Kku KaKUM-TO U3 CIIOCOOOB, BBl CMOXETE CMOHTHPOBATh UMEIIYIOCS KOPHEBYIO
(daiiynioBy1o crcTeMy U BBIIOJIHUTD B He€ chroot, YTOOH HAlTH U UCIPaBUTh OIIKOKY.

4.1.4.1 OrinanoyHas o6oJiouka u3 initrd Bo BpeMs 3arpysku

[laker initramfs—tools Ho6GaB/AET OTJIaJ0UYHYI0 000JIOUKY® B co3faBaeMsblii initrd. Hanpumep, eciu
initrd He ymacTcsa cMOHTUpPOBaTh KOPHeBYI0 (aiijioByl0 cHCTeMy, TO BB IONAAETE B 3Ty OTJIAOUYHYIO
000JI0YKY; OHa IpeAoCTaBJIAeT OCHOBHbIE KOMaH/Ibl, KOTOpBIe ITOMOTYT BaM BBIACHUTH B 4éM JEJIO U,
BO3MOXHO, JaXke BCE NCIPABUTb.

YTO HYXKHO IPOBEPUTH: HAJINYME NPABIIBHHX (HaiijioB yCTPOKCTB B KaTajore /dev; Kakue MOJIY-
Jm 3arpyxeHsl (cat /proc/modules); MpOBEPUTH B pe3ysibTaraXx dmesg OTCyTCTBHE OLUIMOOK MpHU
3arpy3ke JpatiBepoB. BriBoj dmesg Takkxe MOKaXXeT COOTBETCTBHE Ha3HAYeHHHBIX (HailjIoB yCTPOMCTB
auckaMm; ybenurech, 4TO pe3yjIbTaToM echo S$ROOT ABJIAETCA OXUJaeMOe YCTPOMCTBO AJIA KOPHEBOH
(daiinoBol cucTeMsl.

Ecsu BB pemiiu npo6JieMy, JJiA BRIX0oAa M3 OTJIAAOYHOM 000J109YKU HabepuTe exit, U Ipolecc 3a-
IPY3KU IPOAOJIKUTCA € MecTa ocTaHoBa. EcTecTBEHHO, BaM HYyXKHO YCTPaHUTh IPUUKUHY U [1epeco3/1aTh
initrd gy Toro, YTOGH CeAyoIIas 3arpy3Ka mpoiia 6e3 npobjem.

IEcyiu mpuoputeT debconf ycTaHOB/IEH B caMblil BHICOKUE YPOBEHb, TO OTBETOB HA BOTMPOCH O HACTPOHKe MOXHO HU30€XaTh,
HO BO3MOJKHA CUTYal[ysA, TP KOTOPOI OTBETHI [0 YMOIYAHUIO MOTYT OKa3aThCsA HEKOPPEKTHBI B Balllell CCTeMe U CJTyKObI MOTYT
He 3aIlyCTUTHCA.

2Hanpumep: ciyx6s1 DNS mmu DHCP, a IMeHHO, KOT/ja He TIpelyCMOTPeHH pe3epBHbIe cepeephl. B oTcyTersuu DHCP 11osts-
30BaTeJI MOT'YT OBITh OTKJIIOYEHHI OT CETH, eCJIM BpeMs apeHbl MeHbIIle YeM BpeMs, 3aTpadyrBaeMoe Ha OOHOBJIEHHE.

33Ty BO3MOXHOCTb MOXHO BBIKJTIOUUTD, 106aBUB NapaMeTp panic=0 B MapaMeTphl 3arpy3KH.
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4.1.4.2 OriagoyHas 060JI0YKa BO BpeMs 3arpy3KH ¢ MCIOJIb30BaHUEM systemd

Eciiu He yaétcs 3arpy3uThesa noj systemd, MOXHO 3ayCTUTh KOMAaHAHY0 000JI0UYKY ¢ IIpaBaMH CyTiep-
IMoJib30BaTeJisdA, NI3BAMEHKWB CTPOKY KOMaH/ AApa. Ecu 6a3oBas 3arpys3ka 3aBepuaeTcAa yCIIelHO, HO HEKO-
TOpBIe CJTY>KOBI He 3aIlyCKalTCs, MOXEeT OBITh [T0JIe3HBIM T00aBUTh KOMaHAy systemd.unit=rescue.t
K [IapamMeTpam sfapa.

B mpoTuBHOM cily4ae mapaMeTp fAfpa systemd.unit=emergency.target Kak MOXHO paHbllle
IIpeoCTaBUT BaM KOMaHAHYI0 000JIOUKY C IpaBaMHU CyIeproJib3oBaTesis. TeM He MeHee, 3TO BBIITOJIHA-
€TCA JO MOHTUPOBaHUA KOpHeBOfI (I)afIHOBOfl CHCTEMEI C [TpaBaMU Ha YTE€HHE. Bam l'IpI/I,E[éTCH BBITIOJIHUTH
3TO BPYYHYIO C IIOMOIIIBIO cne;[ylomeﬁ KOMaHABbI:

# mount -o remount,rw /

HonosHuTtenpHas nHbopmanusa 06 oOTIafKe CJIOMAaHHOM 3arpy3Ku oA systemd MoxxeT ObITh HaliieHa
B craThe [luarHocTtupoBaHue npobsem 3arpy3ku (https://freedesktop.org/wiki/Software/
systemd/Debugging/).

4.1.5 TIloaroroBka 6e30IacHOI0 OKPY>XeHHs [Jis1 OOHOBJIEHUS

BAXHO

@ Ecnu Bbl ucnonbayete ogHy 13 cnyx6 VPN (Takyto kak tinc), TO OHU MOryT BbITb
He[oCTYMHbI BO BpeMsl 06HoBNeHMs, cM. Pasnen 4.1.3.

YrtoOsl emé 6oJiee yCUIUTh 6€30I1aCHOCTh, COBETYEM 3allycKaTh OOHOBJIEHVE B BUPTyaJIbHOM KOHCO-
JIi, CO3JaHHOM C NMOMOIIBI0 IPOrpaMMBbl Screen, KoTopas N03BoJjigeT 6e30nacHO MepernoAKIIIYaThCsa U
TakuM o0pa3oM OOHOBJIeHUe He OyJeT IpepBaHo, Jaxke ecyIv IIPOM30JET BpeMeHHbIN 0OpHIB CBA3MU.

IMonp3oBaresnu ciryx6el watchdog, mpegocTrasiigeMoil akeToM micro—evtd, JOJDKHB OCTAHOBUTh
cIyx0y 1 OTKJTIOUnTh Takimep watchdog mepe oGHOBIeHEM, YTOOB M36€XaTh CJIyYaiiHOM Iepe3arpys-
KU B cepeJiiiHe mpoliecca 0OHOBJIEHUA:

# service micro-evtd stop
# /usr/sbin/microapl -a system_set_watchdog off

4.2 HauyHwure ¢ «uucroro» Debian

[Tpouiecc 06HOBJIEHNs, ONMCAHHBIN B 3TOM IJIaBe, OblI pa3paboTaH AJiA «UHUCTBHIX» CTaOMJIBHBIX CUCTEM
Debian. APT ympaBiisieT TeM, YTO YCTAHOBJIEHO B Bamiell cucreMe. Eciiu B Bameli koudurypanuu APT
yKa3aHBl JONOJIHUTEJIbHbIe MCTOYHUKY, IIOMUMO buster, MM ecyii BBl YCTAHOBIUJIM MAKETH U3 APYTUX
BBIITYCKOB MJIA OT TPEThUX JIULI, TO I obeclieueHNs HaJeXHOro Ipoliecca 0OHOBJIEHNUA Bbl, BO3MOXHO,
3aX0THUTe HayaTh C YCTPaHEeHUs STUX YCJIOXHAMINX GaKTOpPOB.

OcHOBHBIM (aiiyioM HacTpoHKH, KoTopbiii APT ncnoss3yeT [J1d onpeaeseHusA TOro, U3 KakKux UCTOY-
HUKOB €My CJIe[lyeT 3arpyXarTh IIaKeThl, ABJIAETCs /etc/apt/sources.list, HO OH TaKXe MOXET HC-
10JIb30BaTh (aiiyisl B KaTajore /etc/apt/sources.list.d/ - mogpo6HOCTH cCMOTpHTE sources.list(5)
(https://manpages.debian.org//bullseye/apt/sources.list.5.html). Eciu Bama cucre-
Ma MCIO0JIb3yeT HeCKOJIbKO (aiiyioB CO CIMCKOM HUCTOYHUKOB, He0O0X0AUMO yOeJUThCs, YTO OHU OCTa0T-
€51 COTJIaCOBAHHBIMU. (IIPUM. IIEp.: 1 3TO OCHOBHOM apryMeHT IPOTHB HeCKOJIbKUX (aiijioB NICTOUHUKOB)

4.2.1 Oo6HOBJeHHe no Debian 10 (buster)

HemocpecTBeHHble 00HOBJIEHUs ¢ BeiMyckoB Debian crapee 10 (buster) He mognepxuBamTCcsa. Y3HATh
Bepcuio Debian MoxHO Tak:

$ cat /etc/debian_version

CHayvaJjia BBHITIOJIHUTE WUHCTPYKIIUU, ONMUCAHHBIE B MHMOpMaruu o Beimycke i Debian 10 (http://
www.debian.org/releases/buster/releasenotes), YTOOBI BBIIOJHUTH 0OHOBIEeHME A0 10.
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4.2.2 Ynpaneuue He-Debian makeroB

Huoxe onmcaHsl fBa criocoba MOKMCKa YCTAHOBJIEHHBIX IIaKeTOB, KOTOPhie ObUIM MOJIy4eHk He 13 Debian,
HcIob3y s aubo aptitude wau apt-forktracer. 3ameTbTe, UTO HM OWH U3 3THX c1oco6oB He aét 100%
TouHOoCTH (Harpumep, aptitude BBIBEET CIIMCOK IAKETOB, KOTOPBIE Y€ KOrHa-TO IMPemOCTaBJIsINCH
Debian, HO GoJjiee He MPEIOCTABJIAIOTCSA, K IPUMEPY, CTAphle MAKETHI C AAPOM).

’

$ aptitude search ’?narrow(?installed, ?not (?origin (Debian)))
$ apt-forktracer | sort

4.2.3 OO6HOBJIEHHe JI0 IIocjieJHel BepcUH BhIITycKa

Dra mpolleAlypa Takxe IpejroJiaraer, YTo Balla cucreMa oOHOBJIeHa JI0 MTOcJIe[IHero BHIIycKa buster.
Ecyu 5TO He Tak WK BBl B 3TOM He YBepeHEl, cjleAyliTe MHCTPYKIMAM u3 Pazmen A.1.

4.2.4 TloaroroBka 6a3bl MaHHBIX IaKETOB

[Tpexxe yeM NMpUCTYNUTh K OOHOBJIEHMUIO, cjlefyeT yOoeauThes, yTo 6a3a JaHHBIX MaKeToB rorosa. Ec-
JIU TI0JIb3yeTech APYTMM MeHeIXepoM IaKeTOB, TAKUM KakK aptitude WM synaptic, IPOCMOTpPUTE
OTJIOXKeHHbIe feiicTBusA. [lakeT, 3alyIaHUPOBAHHEIN AJIA YCTAHOBKU WM yAajleHWs, MOXeT IIoOMellaTh
npore/lype oOHOBJIEHUs. 3aMeTHM, YTO MCIpaBJeHe BO3MOXHO, MOKa B (paiijax CIKCKa UCTOYHUKOB
APT yka3aH buster, a He stable wu bullseye (cMm. :Paznen A.2).

4.2.5 YpasneHue ycTapeBlIUX IIaKETOB

PeKOMeH,I[yeTCH YAaJIUTh yCTapeBIIre MaKeThl U3 CUCTEMBI ITepen oOHoBJieHHeM. OHU MOT'yT BbI3BaTh
OCJIOXKHEHUA B IIporecce OOHOBJIEHUA U MOT'YyT IIPpEACTaBJIATb YyIrpo3y 6eSOHaCHOCTH,HOCKOHbe OHU
0oJIbIlle He nmoaaEp>KNBAKOTCA.

4.2.6 Ouuctka ocraBmMxcsa KOHGUrypanuoHHBIX (aiiioB

[Tpeneinyiiee o6HOBJIEHNE, BO3MOXHO, OCTaBUJIO HEMCIOJIb3yeMble KOMUM KOH(PUTypalnuoHHbIX dali-
JIOB; cTapble Bepcuu KOHQUTypaloHHBIX (aiijioB, BepCcUy, IpefoCcTaBjIeHHbIe COTPOBOXKAANIINMU ITa-
KeTOB, U T.[. YajeHue ocTraBmuxcsa GaiyjoB U3 Ipeaplaymux 0OHOBJIEHUIN IOMOXeT n3bexarh ImyTa-
HuIel. Hatiute Takue aiiasl KOMaHIOM:

# find /etc —-name ’*.dpkg-*’' -o -name ’'*.ucf-*’ -0 —-name ’'*.merge-error’

4.2.7 Paspge security

V¥ crpok ucrounuko APT, cceuiaromnmxcs Ha pas3fesi security, BMecTe Cc Ha3BaHHEM BepCHU HEMHOT'O
n3MeHuica Gopmart, ¢ buster/updates Ha bullseye-security; cmoTpuTe Pasnesn 5.1.2.

4.2.8 Cexkuusa proposed-updates

Ecyn BB J00aBJIs/IN ceKIMI0 proposed—updates B dalibl crnucka ucTouHukoB APT, To BaM HYXHO
yOaJuTh eé mepej] TeM Kak HauaTb OOHOBJIEHUE CUCTEMBI. JTa MPeJOCTOPOXHOCTh YMEHbBIIUT BEPOSAT-
HOCTb KOHQJIMKTOB.

4.2.9 HeodunuajbHble HCTOYHUKHA

Ecyii BBl yCTaHaBJIMBAJIM HEKOTOPHIE AKETH He 13 peno3utopueB Debian, To 3HaiiTe, yTO Ipy OGHOB-
JIeHUU OHU MOTYT OBITh yOaJieHbl [0 MpUYrHe KOHQJIMKTYIONUX 3aBUcUMOcCTel. Ecin 171 ycTaHOBKU
JOTOJIHUTEJIbHBIX MaKeTOB BB A00aBJIAIU 3amucu B daiisibl cnrcka uctouHukoB APT, npoBepbTe, CO-
JEepXKUT JIM 5TOT apXUB TaKXke MakeThl Ui bullseye 1, COOTBETCTBEHHO, UCIIPaBbTE CTPOKY MCTOYHUKA
BMECTE CO CTPOKAaMHU OCTAJIbHBIX UCTOYHUKOB MakeToB Debian.

YV HEKOTOPHIX TI0JIb30BaTeJIEl MOTYT ObITh YCTAHOBJIEHBI HeouyuatbHble IepeHecEHHBIE «6ojiee HO-
BBIE» BEPCUY MAKETOB, COOpaHHbIe A1 buster. Takue makeThl, CKOPee BCET0, CTaHYT MPUYNHOM MpobJieM
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npy OGHOBJIEHUH, TAK KaK OHU MOTYT BhI3BaTh KOH(IUKTH (aitaos®. B Paznen 4.5 conepXuTcs HEKO-
TopasA nHGopMalLKa O TOM, YTO AeslaTh, eCJIM BO3HUKIIN (ailoBbele KOHPIUKTHL.

4.2.10 OrkmoueHue pukcauuu B APT

Ecyu Bel HacTpown APT Ha yCTaHOBKY HEKOTODBIX MAKETOB U3 AUCTPUOYTUBA, OTJIMYHOTO OT CTAGMIIb-
HOro (HampuMmep, TECTUPYEMOr0), BaM, BO3MOXHO, MPUAETCA U3MEHUTh HAcTpouku (ukcanuu B APT
(xpansrcs B aiine /etc/apt/preferences U KaTajnore /etc/apt/preferences.d/), 4Tobsl cTa-
JIO BO3MOXHBIM OOHOBJIEHHE TAKETOB 10 BepCHU HOBOT'O CTaOMJIBHOIO BhITycKa. Bojiee moapoOHyI0 MH-
dopmanuio o pukcanuu nakeroB B APT moxHo Haiitu B apt_preferences(5) (https://manpages.
debian.org//bullseye/apt/apt_preferences.5.ru.html).

4.2.11 IIpoBepka COCTOSIHUS IIAKETOB

HeszaBrcumo oT crtoco6a 06HOBJIEHHs, peKOMEHIYETCS CHavyasla IPOBEPUTh COCTOSHIE BCEX MTAKETOB U
yOeIUThCs, YTO BCEM MMaKeTaM paspelleHo 00HOBIAThCA. Ciieyioinas KOMaHAa MOKaXeT MaKeThl yCTa-
HoBJieHHBIe yacTuuHo (Half-Installed), HacTpoiika koTophix He ymasnachk (Failed-Config), a Takxe Bce
[IaKeThl B OIMOOYHBIX COCTOSHUAX:

# dpkg --audit
MoXHO Takxe IIPOBEPUTH COCTOAHNE BCEX IIAKETOB CHCTEMBI C IIOMOIIBIO IIPOrpaMMBbl aptitude n
TaKUX KOMaHJ, KaK

# dpkg -1 | pager

N

# dpkg —-—get-selections ”*” > ~/curr-pkgs.txt

ITepen 0GHOBJIEHNEM XeJIATEJIBHO CHATH Bce dukcaruu ¢ maketoB. Ecjiv oauH U3 3HAYMMBIX AJI
00HOBJIeHNA ITaKeTOB 3auKCUPOBaH, OOHOBJICEHNE 3aBEPIINTCA HeyJadyHo.

3amernmM, uto aptitude ncmosp3yer oTiMuHEI OT apt u dselect meton perucrpanuu 3adpuKcUpo-
BaHHBIX MMakeToB. Omnpe/enTh, KaKkue makeThl 3adUKCUPOBaHH Yepe3 aptitude, MOXHO C ITOMOIIBI0

# aptitude search "~ahold”

Ecnu BB XOTHUTE IIPOBEPUTH, KaKK1€ MMAKEThL 3aCI)I/IKCI/Ip0BaHLI gepes3 apt, PICHOJ'IbByfITC

# dpkg —--get-selections | grep 'hold$’

Ecyii BB U3MEeHAIU U NTepeKOMITUINPOBAJId KaKON-TO M3 NaKeTOB JIOKAJIbHO, HO IIPU 3TOM He Ile-
perMeHOBAJIM ero M He JOOaBMJIU «3I0Xy» K BEPCUU IaKeTa, TO €ro HyXHO 3aduKCUpOBaTh, YTOOBI
IpeJOTBPaTUTh OOHOBJIEHNE.

Cocrosanue ¢ukcanuu («hold») makera yepes apt MoXeT OBITh U3MEHEHO C ITOMOIIBIO:

# echo <i>b’’ub’’'b’’Mb’’b’’ab’ r_br "ab’ b’ ’ab’’'b’ "kb’'b’’eb’'b’ "Tb’ b’ "ab’ '</i> o
hold | dpkg —-—-set-selections

3amMeHuTe hold Ha install, 4YTOOB OTMEHUTH QUKCALIMIO.
Ecyi BaM HyXHO YTO-TO MCIIPAaBUTh, TO JIyUllle CHavajla yoequThCs, 4TO (aiisibl ClIcKa UCTOYHUKOB
APT Bcé€ emé ykaspiBaeT Ha buster, kak o0bsAcHseTcs B Pazgen A.2.

4.3 TIloaroroBka ¢aijioB criricka UICTOYHUKOB APT

[Tepen HauasioM npoliecca 00HOBJIEHNA HY>XKHO HACTPOUTD (aiisibl crnricka ncTouyHUKOB APT (daiin /etc/
apt/sources.list u daiasl kKaTajora /etc/apt/sources.list.d/), 106aBUB UCTOYHUKU MJIA
bullseye U, Kak IIpaBUJIO, yAaJIUB HCTOYHUKU IJIA buster.

APT paccMOTpUT BCe MaKeTHl, KOTOPBIE €My YAACTCA HaUTH B HACTPOEHHBIX apXWBax, U YCTAHOBUT
[akeT ¢ caMbIM OOJIBIIIM HOMEPOM BepcuH, JlaBasA IpUOPUTeT [1epBOMY BXOxJeHUI0 B daiinax. Takum

406bIYHO, cHCTeMa yIpaBjleHHs makeTaMu Debian He Mo3BoJIfeT MakeTy yAalUTh MM 3aMEHUTHb (aiis, MpUHAAIeXaIi
ApyroMy IMakeTy, 3a UCKJII0UeHNEeM CJIy4aeB, KOTJa sBHO yKa3aHO, YTO OJVH MaKeT 3aMeHseT OPYTrou.
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06pa3oMm, ecJi y BaC YKa3aHO HECKOJIBKO 3epKaJi, TO yAoOHee B MEPBYIO OUYepelb YKa3bBaTh KECTKUI
JIVICK JIOKQJIbHOTO KOMITBIOTEPA, 3aT€M KOMIIAKT-JHUCKH, a 3aTeM yaJIEHHbIE 3epKaJia.

Ha Beimyck Debian yacTo cchlytaroTcs no ero KoJ[oBoMy uMeHu (HanpuMmep, buster, bullseye) Wi
o ero crarycy (Hanpumep, oldstable (cTapsiii cTabMJIBHEIN), stable (cTabMIIBHEIN), testing (Te-
CTHUPYeMBIlT), unstable (HecTabMiIbHbIH)). CCBUIKY Ha BBILYCK 10 KOJOBOMY MMeHH UMEIOT TO IpenMy-
IIECTBO, YTO BBl HUKOTIa HEOXKHUIAHHO 11 ce0s1 He HAYHETE T0JIb30BaThCs HOBBIM BBHITYCKOM. [ToaTOMy
MBI 3/IeCh TaK U JleJlaeM. B 3ToM cJiy4yae BaM, KOHEYHO, MPUAETCSA CAMHUM CJIEAUTH 32 aHOHCAMU HOBBIX
BHITycKOB. Ecyiut BBl OyzieTe cchllaThcs HA JUCTPUOYTUB IO €ro CTaTyCHOMY MMEHH, TO MOCJIe BBIXOJA
HOBOTO BHIITyCKAa BBl IPOCTO YBUAUTE OOJIBIIOE KOJIMYECTBO OOHOBJIEHHBIX TAKETOB.

Debian npenocrassiseT q8a MHGOPMAIMOHHBIX CIIICKA PACCHLIKH, KOTOPBIE IOMOTYT BaM OCTaBaThCs
B Kypce COOBITHI U MOJTyYaTh BaXHYyI0 MH(POpMAIUIO o Bhiyckax Debian:

+ INoanucasmuck Ha MHGOPMAILMOHHEIH CIMCOK pacchlik Debian (https://lists.debian.org/
debian—-announce/), BB OyZeTe MOJIy4aTh YBeOOMJIEHU KaXOblk pas, Kak [IpoekT Debian co-
30aéT HOBBIH BeITyck. HanpuMep, korga bullseye CTAaHOBUTCA U3 test ing, K IpuMepy, stable.

+ TNoanucaBmuch Ha MHGOPMALMOHHEIH CIMCOK pacchiiku Debian mo Bonmpocam 6e3onacHoctu (https:
//lists.debian.org/debian-security-announce/), BB OyJeTe Mojy4aTh YBeJOMJIEHU
KaXxOblil pas, korga [Ipoekt Debian my6ukyio nHdopmimoHHoe coobiieHre 0 6e30macHOCTH.

4.3.1 [o6GaBjieHHEe UHTEPHET-UCTOYHUKOB B APT

ITpu HOBBIX yCTaHOBKax 1o ymosrdanuio APT HacTpoeH Ha ucnosb3oBaHue c1yx6s Debian APT CDN, ko-
Topas JOJDKHA rapaHTHpPOBaTh aBTOMaTHU4eCcKyIo 3arpy3Ky [IaKeToB C cepBepa, pacloyokKeHHOro pAAoOM
¢ BaMHu 1o ceTH. [TockoJIbKy 9TO OTHOCHUTEIbHO HOBaA CJIyk0a, B CTaphIX yCTaHOBKax KOH®Urypanus
MOXeT IO-IIPeXXHEeMY YKa3bBaTh Ha OAWH U3 OCHOBHBIX MHTepHeT-cepBepoB Debian nim ogHo u3 3ep-
kaJ1. Ecyin BHI ellje 3TOro He cJeJiain, peKOMEeHIyeTCs ePEeKII0YUThCA Ha MCIO0JIb30BaHue CJIy k061 CDN
B Bameit koudurypanuu APT.

Yro6sl BocnoJib3oBaThesA cepBrucoM CDN, nobaBsTe CTPOKY, MOJOOHYI0 YKa3aHHON HIXe, B KOHPU-
rypaunuio uctoyHukos APT (pu ycioBUHU, YTO MCHOJIB3yeTCA TOJbKO main U contrib):

deb http://deb.debian.org/debian bullseye main contrib

ITocne TOro, Kak Bbl JOOABMJIM HOBBIM MCTOYHUK, OTKJIIOUMTE IPHCYTCTBOBABIINE paHee CTPOKU
«deby, MOCTAaBUB B Hayaje KaXI0H CTPOKU CUMBOJI peméTKY (#).

OjiHaKo, ecJIM JIydlliye pe3yJIbTaThl [TOJIy4aloTCA IPU UCTIOIb30BAHUY KOHKPETHOrO 3epKasia, 6m3-
KOT'0 K BaM II0 CEeTEBBIM ITapaMeTpam, 3Ta BO3MOXHOCTbH MO-TIpeXHEMY AOCTYIHa.

Anpeca 3epkai Debian MOXHO HaliTH o afpecy https://www.debian.org/distrib/ftplist
(cMoTpuTE paszfden «Cnucok 3epkas Debiany).

Hampumep, monyctum Haubosiee 611M3KUM 3epkasioM Debian siByigeTca http: //mirrors.kernel.org.
Ecnu BBl 06paTuTech K 3TOMY 3epKaJly ¢ IIOMOIIbI0 BeG-Opay3epa, TO BB 3aMETHUTE, YTO OCHOBHBIE KaTa-
JIOTU OpTaHU30BaHEI CJIeAYIOMIM 00pa3oM:

http://mirrors.kernel.org/debian/dists/bullseye/main/binary-armel/...
http://mirrors.kernel.org/debian/dists/bullseye/contrib/binary-armel/...

Yrob6s! HacTpouth APT Ha MCMOJIb30BAaHUE JAaHHOTO 3epKaJia, 100aBbTe CTPOKY, NOAOOHYIO yKa3aH-
HOU Hirke (OIATH XKe, MpeAroJaras, 9YTo UCHOJIb3YIOTCA TOJIBKO main U contrib):

deb http://mirrors.kernel.org/debian bullseye main contrib

BaMeTI/IM, 4TO «dists» }:[O6aBJ'IHeTCH aBTOMATHU4YE€CKU, a MapaMeTPhI IOCJI€ NMEHU BBIITYCKa HCII0JIb-
3YKOTCA OJIA OOIMOJIHEHUA CETEBOIo IIyTHU OO0 peaJibHbIX KaTaJIOr'OB.
OnAth Xe, 1ocJje ,I[OGaBJ'IeHI/IFI HOBBIX UICTOYHUKOB, OTKJIIOUUTE paHee NCIO0JIb3yeMbl€ NCTOYHUKMU.

4.3.2 [MobaBJyieHHe JIOKAJIBHOTO 3epKaJjia B KauecTBe UCTOYHMKA APT

BmecTo ynanéHHBIX (OT cjloBa ”AajibHUI) 3epKaJjl MOXXHO MCIIOJIb30BaTh 3€pKaJjio Ha JIOKAJIbHOM JIUCKe,
M3MEHUB COOTBETCTBYIONUM 06pa3oM (dhaiiibl criicka MCTOYHUKOB APT (A1cK MOXeT OBITh CMOHTUPOBaH
¢ nomopbio NFS).

Hanpuwmep, ecsiu Balle 3epkajio MakeTOB HaXOOUTCA B KaTajiore /var/local/debian/, To ero
OCHOBHBIE KaTaJIOTH OYAyT Ha3bIBaThCSA:
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/var/local/debian/dists/bullseye/main/binary-armel/. ..
/var/local/debian/dists/bullseye/contrib/binary-armel/...

YToOHI aKeT apt MOT MCIIOJIb30BATh 3TOT UCTOYHUK ITAKETOB, J0O6aBbTe B paill sources.list:

deb file:/var/local/debian bullseye main contrib

3ameTum, 4To «dist s» fobaBseTcsa aBTOMaTU4eCcKy, a MapaMeTphl [10cJie UMeHH BhIITyCKa HCII0JIb-
3YIOTCA [JIs1 JOIOJIHEHNA CETEBOIO MMyTHU A0 PeasIbHBIX KaTaJIoroB.

[Tocne Toro, kak BBl JOOABUJIU HOBHIN MCTOYHUK, OTKJIIOYMTE IIPHUCYTCTBOBABIINE paHee perno3uTo-
puu B daiiyax cnucka ucToyHukoB APT, nocTaBuB B Havyajle KaXJOH CTPOKU CUMBOJI PEIETKU (#).

4.3.3 JlobaBijieHMe ONTHUYECKOI0 HOCUTEJIA B KauecTBe UCTOYHUKA APT

Ecnm BB XOTUTe UCNOIb30BaTh mosbko DVD (unu CD, wiu Blu-ray), 3akoMMeHTHpPYIiTe Bce IPUCYT-
CTBYIOIIME BXOXJEHUA BO Bcex (paiijlax crrcka UCTOYHUKOB APT, nocTaBuB B Hayajle KakAOU CTPOKU
CUMBOJI peméTku (#).

YOenurech B TOM, 4TO B (pailyie /etc/fstab ecTh CTPOKA, IO3BOJIANINAA CMOHTUPOBATh KOMIIAKT-
JMCK B KaTasor /media/cdrom. Hampumep, ecim daitjiom yCcTpoHCTBa Ballero NprUBO/ia YTeHNUA KOMIIAKT-
JUCKOB CITyXUT /dev/sr0, To Gailn /etc/fstab JOKeH cogepXkaTh CTPOKY:

/dev/sr0 /media/cdrom auto noauto,ro 0 0

O6partuTe BHUMaHUE HA TO, YTO MeX/y CJIOBaMU noauto, ro B YeTBEPTOM II0JIE CTPOKU He 00JIHCHO
6bimb nNpo6esI0a.

YToOBl MPOBEPUTH, UTO CTPOKa fstab HamMcaHa BepHO, BCTaBbTE€ KOMIIAKT-AUCK B IPHUBO/T 1 BBIIOJI-
HUTE KOMaH/IbI

# mount /media/cdrom # b’’sb’’b’’'tb’’'b’’ab’’ b’’kb’’b’’ob’’b’'Mb’’'b’’ab’’'b’ <+
'ub’’'b’’'ob’’'b’’ab’’ b’’'ub’’b’’'pb’’b’’ub’’'b’’'Mb’'b’’ob’ b’ 'ub’’'b’'tb’'b’'ub’’'b
"'pb’’b’'yb’'b’’eb’'b’’Ttb’’ CD b’’kb’’ b’’Tb’’b’’ob’’'b’'ub’’'b’'kb’’'b’’eb’’ b’
"Mb’’b’’ob’’'b’’ub’'b’’Ttb’ b’ 'ub’ 'b’ "pb’ 'b’’ob’ b’ 'Bb’ b’ "ab’'b’ "ub’ 'b’ 'ub’ 'b’
T ab’

# 1ls —alF /media/cdrom # b’’sb’’b’’Tb’’b’’ab’’ b’’xb’’b’’ob’’b’’Mb’’b’’ab’’b’ <+
'ub’’'b’"ob’’'b’’ab’’ b’’mb’’b’’ob’’b’'ab’’'b’’xb’'b’'ub’ b’ ’ab’’ b’’'nb’’'b’’ob’’
b’’xb’’b’’ab’’'b’’3b’'b’’ab’ b’ 'tb’'b’'vb’’ b’’kb’’b’’ob’’'b’'pb’'b’’ub’’'b’ <+
"eb’’b’’Bb’'b’’ob’'b’'H#b’’ b’’xb’’b’’ab’’'b’’Tb’’'b’’ab’’'b’'nb’’'b’’ob’’'b’’'rb’’ <+
CD-b’’mob’’'b’’ub’’b’’cb’’'b’’xb’’b’"ab’"’

# umount /media/cdrom # b’’'sb’’b’’'tb’’'b’’ab’’ b’’kb’’b’’ob’’b’'Mb’’'b’’ab’’'b’
'ub’’'b’'ob’’'b’’ab’’ b’’pb’’'b’’ab’’'b’’'3b’’'b’'Mb’'b’’ob’'b’’ub’ b’ 'tb’ b’ 'ub’ 'b
"'pb’ b’ 'yb’'b’’eb’’'b’’Tb’’ CD

T11

3aTeM BHITIOJIHUTE KoMaHay

# apt-cdrom add

I Kakgoro kommakT-aucka Debian Binary, uro6s1 fo6aBuTh Bce Aucku B 6a3y JaHHBIX APT.

4.4 QOOHOBJIEHUE IIAKETOB

PexoMeHTyeMBbIi1 cIOCO6 OGHOBJIEHUS ¢ MPEIbIIYIINX BEIMTycKoB Debian — ucmop30BaTh MHCTPYMEHT
yIpaBJjieHUA ITakeTaMu apt.

3AMEYAHUE

BaTbCsl B ckpunTax. B ckpuntax cnepyet ucnonb3oeatb apt-get, KoTopblii umeet

@ apt npefHa3HaveH 41 UHTePaKTUBHOMO UCMONb30BaHNS U HE LOMXeH UCMOoMb30-
CTabunbHbI BbIBOA, NyYlle NOAXOASIWMIA ANs CUHTAKCMYeCKOoro aHanmaa (parsing).
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He 3a06yqpTe CMOHTHPOBATh BCce HEOOXOAUMbBIE pasfiesibl (B IEPBYIO OUYepe/b, KOPHEBOI pasfes U
KaTaJIor /usr) Ha YTEHHE U 3alKch. ITO MOXHO C/IeJIaTh KOMaHAO0

# mount —-o remount,rw /<i>b’’Tb’’b’’ob’’b’’ub’’b’’xb’’b’’ab’’_b’’Mb’’b’’ob’'’'b’ <+
IHbI Ibl !Tbl lbl 'Hb' Ibl Ipbl Ibl ’Ob' Ibl IBbI Ib! Iabl Ib! ,Hb’ Ib! ,Hb, Ib! ,Sb, !</i>

3aTreM HaJl0 MPOBEPUTDH U NEepPenpoBepPUTh, 4TO MCTOYHUKU APT (B daiisie /etc/apt/sources.
list mkarasore /etc/apt/sources.list.d/) cceutaioTes, inbo Ha bullseye, OO Ha stable.
He moJoxHO GBITH MCTOYHUKOB, YKA3bIBAOIINX Ha buster.

3AMEYAHUE

Ctpoku neroyHukos ang CD-ROM yacto cebinatotes Ha «unstable», XOTb 3TO
MOXET NoKasaTbCs CTPAHHbIM, HO UCTIPABNATb UX HE HYXKHO.

4.4.1 3anucek ceaHca

Jlyis 3amucy Bamux JeHCTBUE py OGHOBJIEHUH HACTOATEJIHO PEKOMEH/IyeM HMCIIOJIb30BaTh MpOrpam-
My /usr/bin/script. B aToM ciiyyae, mpyu BOZHMKHOBEHHH KAKUX-JTU00 MpobJieM y Bac OGyAeT XypHas
MIPOM3OLIEAMNX COOBITHI, U €CI HOHAJOOUTCsA, BbI CMOXETe BKJIIOUUTD 3Ty UHGOPMANUIO B OTYET 06
ommbke. YTOOB HaYaTh 3aMKCh, BHITIOJIHUTE KOMaHAY:

# script -t 2>~/upgrade-bullseye<i>b’’mb’’b’’ab’’b’’rb’’</i>.time -a ~/upgrade- <
bullseye<i>b’’mb’’b’’ab’’b’’rb’’</i>.script

i noxoxyto. Ilpu nepesamnycke 3anvcu (HarpruMep, Ipy Iepe3arpyske cCTeMY) UCIOJIb3YyITe Apy-
roe 3HaUYe€HHE BMECTO mar, YTOOBI pa3JIMyaTh MPOTOKOJIMpPYyeMble maru. He pasmerarite (aiis ¢ 3amuchio
BO BPEMEHHBIX KaTaJIorax, TaKUX Kak /tmp U /var/tmp ((aiiibl B 3TUX KaTajgorax MoryT ObITh yAaJe-
HBI IpM OOHOBJIEHNU WJIU Ilepe3arpyske).

3amuch Takke IOMOXeT BaM MMPOYUTaTh MHGOPMALNIO, KOTOpas BHIILIA 3a Ipejessl dkpaHa. Eciu
BBl HaXOJJUTeCh Ilepe] MOHUTOPOM KOMIIBIOTepa MPOCTO MepeKJIIYNTeCch Ha BTOPYI0 KOHcob VT2 (Ha-
xaB Alt+F2) u, BOMAA B CcHUCTeMy, 3amycTUTe less —-R ~root/upgrade-bullseye.script mis
npocMoTpa ¢arina.

[MocJie 3aBepiieHNs OOHOBJIEHUS MOXKHO OCTaHOBUTD Script, HabpaB exit B KOMaHIHOH CTPOKe.

apt Takxe OyZeT perucTpupoBaTh U3MeHeHHble COCTOSIHUA MakeTa B /var/log/apt/history.
log ¥ BBIBOJ TEPMUHAJIA B /var/log/apt/term. log. dpkg, kpoMe Toro, 6yIeT perucTpupoBaTh Bce
M3MeHeHUs COCTOsIHUA NakeTa B /var/log/dpkg. log. Ecim ucnosnbayerces aptitude, oH Takxe GyieT
perucTpupoBaTh U3MeHEeHUsA COCTOAHUA B /var/log/aptitude.

Ecyiu mapamMeTpoM K script ykasath -t, TO BBl CMOXETe BOCIOJIb30BaThCA MPOrpaMMoi scriptreplay
JIJIs1 IOBTOPA BCETO ceaHca:

# scriptreplay ~/upgrade-bullseye<i>b’’mb’’b’’ab’’b’’rb’’</i>.time ~/upgrade- <
bullseye<i>b’’mb’’b’’ab’’b’’rb’’</i>.script

4.4.2 OOHOBJIEHHE cIIMCKAa ITaKeTOB

BO-HepBI)IX, HYXHO OOHOBUTH CITHCOK JAOCTYIIHBIX ITAKE€TOB HOBOT'O BBIITyCKa. 210 JeJjiaercAa KOMaH}IOfIZ

# apt update

3AMEYAHUE

% Monb3oBatenu apt-secure MOryT CTONKHYTLCS C Npobnemamy Npyu UCNoNb30BaHNN
aptitude vnu apt-get. [1ns apt-get moxHo ucnonb3osarts apt-get update --allow-
releaseinfo-change.
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4.4.3 TIIpoBepka NOCTYIIHOI'O IIPOCTPAHCTBA [Jis1 OOHOBJIEHUSA

[Tepen o6HOBJIEHHEM Bcell CHCTeMEl, Kak onucaHo B Pasgen 4.4.5, ybeaurech, UTO y BaC JOCTAaTOYHO
MecTa Ha Aucke. CHauaJjia Bce Hy>HBIe JIJIs YCTaHOBKY MTaKeThl CKAaUMBAIOTCA U3 CeTU U COXPAaHAITCA B
/var/cache/apt/archives (a Ha Bpems CKauMBaHUsA, B TIOAKATAJIOT partial/), HO3TOMY BbI JOJIXK-
HBI [IPOBEPUTH MECTO Ha pa3feJsie, KOTOPHIN COAepXUT /var/, Tak Kak TyAa OyayT BpeMeHHO 3alrcaHbl
3arpy>keHHble IaKeThl AJ1A yCcTaHOBKU. [locsie 3arpy3ku BaM, BEPOSTHO, TOHAAO0UTCSA JOIOJIHUTEJIbHOE
MeCTO B APYrux pasfesax (HaiijioBoil CUCTeMBl AJIs YCTAaHOBKY OOHOBJIAEMBIX NaKeToB (CKOpee Bcero,
OHU cTayii 60JIbllle) U HOBHIX IIaKeTOB, KOTOPEIe OYAyT yCTaHOBJIEHH 13-3a 00HOBJIeHUH. Eciu B cucre-
Me He OyJeT JOCTaTOYHOrO MeCTa, TO B KOHEYHOM CUETe 3TO MPUBEAET K HEeMOJHOMY OOHOBJIEHUIO, UTO
no3JHee OBIBaeT CJIOKHO MCIPaBUTh.

apt oroOpaxaet noapoOHyo0 HHPOPMAIUIO O KOJIMYeCTBe TpebyeMoro MecTa A1 ycTaHOBKU. [lepen
BBHIIIOJIHEHNEM OOHOBJIEHNA BBl MOXeTe YBUIeTh pa3Mep Heo0XOAMMOI0o MecTa, 3alyCTUB:

# apt —o APT::Get::Trivial-Only=true full-upgrade
[T
XXX bllnbllbllablIb!lelIb!leblIb!lTbI!bIIObIIbIIBbII b"Ob"b"Gb"b"Hb"b' (_-,

"ob’ b’ ’Bb’' '’ "ab’'b’'eb’'b’' 'ub’ 'b’ 'Ob", XXX b’ rybl "K' ebh' '’ 'Tbh’'b’ "ab’'bh’
"ub’'b’ ’ob’ 'b’ "B 'b’'ab’'b’ Teb’ b’ 'ub’' 'b’’ob’’ b’'ub’''b’’ob’'b’'’8b’''b’'vb’’'b
"Xb", XXX b’’'ob’’'b’’ab’’'b’’xb’’'b’"’eb’'b’'Ttb’ b’ 'ob’ 'b’ 'Bb’’ b'’ob’'b’’'Tb’''b

’Mb’’D’’eb’ b’ 'ub’ 'b’ "eb’ 'b’ 'ub’ 'b’ 'ob’’ b’’mb’’b’’nb’’b’’sb’’ b’’yb’’b’ ¢
"mb’ b’ ’ab’ b’ 'nb’ 'b’ 'eb’ 'b’ "b’ 'b’ 'ub’ 'b’'gb’’ b’’ub’’ XXX b’’mb’’b’’ab’’b’ +>
'xb’’b’’eb’ b’ "Th’ b’ "ob’ 'b’ "8b’’ b’’Hb’’b’’eb’’ b’’ob’’b’’6b’'b’ub’ b’ ob’’
b’’8b’ b’ 'ab’ 'b’'eb’ 'b’ 'Hb’ 'b’ "ob’ .

b’ ’Hb’ 'b’’eb’ 'b’’ob’ 'b’ '6b’ 'b’ 'xb’ 'b’ "ob’ 'b’ b’ 'b’ 'ub’ 'b’ 'Mb’ 'b’ "ob’’ b’’mb’’b’ +
ob’ b’ 'mb’ b’ 'yb’ b’ 'ub’ 'b’ 'ub’ 'b’ "Tb’ 'b’ 'vb’’ xx.xMb’’Eb’’/yyyMo’'Bb’’ b’ >
"ab’’b’ 'pb’’'b’ 'xb’ 'b’ 'ub’ 'b’ "Bb’ 'b’'ob’ 'b’ "Bb’ " .

b’ ’MIb’ b’ ’ob’ 'b’’cb’ b’ 'nb’ 'b’’eb’’ b’ ’pb’’b’’ab’’b’’cb’’b’’nb’ b’ ’ab’ 'b’ 'xb’ ‘b’ +
ob’’b’'Bb’ b’ 'xb’ b’ 'ub’’ b’’6b’'b’’yb’ b’ b’ ‘b’ ’eb’ b’ 'Tb’’ b’'’ub’’'b’’cb’’
b’’mb’ b’ ’ob’ 'b’ 'ab’ 'b’ 'tb’ 'b’ '3b’ 'b’ 'ob’ 'b’ "Bb’ 'b’ 'ab’ 'b’ 'Hb’ 'b’ 'ob’’ AAAMD’ <>
"Bb’’.

3AMEYAHUE

Ke No NpuyMHaM, onncaHHbIM ganee. B aTom cnydae, 3anyck KoMaHabl OLEHKWN Anc-
KOBOro NMPOCTPAHCTBA HY>XHO NMPOBECTY NOC/E BbINONHEHUS MUHUMANBHOrO 06HOB-
neHuns cuctembl (cM. Pasnen 4.4.4) n 0bHoBneHUs aopa.

3anyck 310l KoMaHabl B HaYane npouecca 06HOBNEHUSI MOXET NPUBOANTD K OG-

Ecsiu BaM He xBaTaeT MecTa Jjig 0OHOBJIEHUs, apt peaynpeauT 00 3TOM:

E: b’’Hb’’'b’’eb’’b’ 'nb’'b’"ob’ b’ 'cb’'b’ " 1b’ 'b’ 'ab’ 'b’ " 1b’ 'b’ ob’ 'b’ 'ub’ 'b’ 'ub’ 'b <=
’,Ob,, bl'CbllblIBb'lblIob'lb1’6b'lb'loblIb'I'H'bI'b'le"b'lobl'blll_‘bllbllobll H
b’’Mb’’'b’’eb’’'b’’cb’’'b’’tb’'b’’ab’’ b’’Bb’’ /var/cache/apt/archives/.

B aToM ciiyuae ocBoGoIUTE MeCTO 3apaHee. Bbl MoxeTe:

* YanuTh makeThl, KOTOpble OBUIM paHee CKavaHbl [JIA yCTaHOBKU (M3 KaTayiora /var/cache/
apt/archives). [Ipu ouncTKe K3IIa AKeTOB C ITOMOIIBI0 KOMaH/Ibl apt clean ypassiorcs Bce
paHee ckayaHHbIEe (AiiJIbl TAKETOB.

* Ypanuth 3a0biThie makeTsl. Ecyiu B buster B mcnosp3oBasiu aptitude wiu apt Iy yCTaHOBKU
[IaKeTOB BPYYHYIO, TO 3TOT (akT ObLI 3allOMHEH, ¥ I03TOMy OyAyT ITOMeYeHBl KaK ycTapeBIINe
TOJIBKO T€e NaKeThl, KOTOphble OBLJIM YCTAaHOBJIEHH TOJIBKO AJIA YIOBJIETBOPEHUSA 3aBUCHMOCTEH U
KOTOpHBIe OoJIbIlle He HYXXHBI, €CJIU MaKeT, KOTOPBIM OT HUX 3aBuces1, ObUT yAaséH. IlakeTsl, ycra-
HOBJIEHHBIE BPYUHYI0, He OyIyT IoMeueHHl Kak ycTapesuire. [ yaajeHUs aBTOMaTU4ecKu ycTa-
HOBJIEHHBIX [1aKeTOB, KOTOPHIe 60JIbllle He MCI0JIb3YI0TCS, 3allyCTUTe:

# apt autoremove
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I'JIABA 4. OBHOBJIEHHE C DEBIAN 10 (BUSTER) 4.4. OBHOBJIEHHE ITAKETOB

Cy1ecTBYIOT U Apyryie WHCTPYMEHTHI I OIpejesieHHsI HeNCIIOJIb3yeMBIX IIaKeTOB, HaIpUMep,
deborphan, debfoster u cruft. He ynanaiite moapsa Bce MakeThl, HAHAEHHbIE TAKUMU UHCTPY-
MeHTamu (B 0COOEHHOCTH, eCJIM IPU 3alyCcKe BBl yKa3aJid apaMeTphl, OTJIMYHBIE OT YMOJTYaTe  b-
HBIX), YTOOBl He YOAJIUTh YTO-HUOYIb HyXHOe. HacToATebHO pekoMeHIyeM Iepe]] yaaJieHHeM
BHUMATEJIBHO NPOCMOTPETH CIHCOK IPeJIOKEHHBIX NAaKeTOB (IPOYecTh OMKCAHUE, TOCMOTPETh
BxopsmIre Gaisibl U pa3Mep).

* YaanuTh NakeThl, KOTOpble 3aHUMAI0T CJIMIIKOM MHOT'O MeCTa 1 B JaHHbIE MOMEHT He HYXXHHI (BB
Bcerjja MoxeTe YyCTaHOBUTh X CHOBa IocJie 06HoBIieHN ). Ecyiu ycTaHoBJIeH nakeT popularity-contest,
TO BBl MOXXETE HCII0JIb30BaTh KOMaHAY popcon-largest-unused /1151 ostydeHNs CICKA HEUCITOJIb-
3yeMBbIX [1aKeTOB, KOTOpble 3aHMMAIOT 60JIbllle BCcero Mecrta. Bel MoxeTe HaliTH MakeThbl, KOTOPLIE
3aHMMaI0T 60JIbIIe BCETO AUCKOBOTO IPOCTPAHCTBA ¢ ToMotbio dpigs (13 maketa debian—-goodies)
Win wajig (3anycTuB wajig size). Takke Bbl MOXETe MMOJIYYUTH CIIMCOK MAKETOB, KOTOPHIE 3a-
HUMalT OOJIbIlle BCETO MECTa, C MOMOLIBI0 aptitude. 3amycrure aptitude B pexume MOJIHO-
(pyHKIIMOHAJIBHOTO TepMUHAJa, Beibepute OkHA — HOBBIN IJIOCKUE CITMCOK MaKeToB, HaxMuTe 1
U BBeJUTE ~1, HAKMUTe S U BBeuTe ~installsize. [locje 3TOro BH NOJIyunTe YAOOHBIN CIIU-
COK, C KOTOPBIM MOXeTe IopaboTaTh.

* Yaanuth nepeBoAs!l U Gaiiibl JJOKaIM3aluy U3 CUCTEMBI, eCJIi OHU HEHYXHBI. BBl MoXeTe ycTaHoO-
BUTHh M HACTPOUTH MaKeT localepurge, KOTOPHIH MOMOXET yAAJIUTh HEHCIIOJIb3yeMble CUCTEM-
HBIE JIOKAJIU. OTO COKPATUT UCIIOJIb30BaHUE AUCKOBOIO IIPOCTPAHCTBa B /usr/share/locale.

+ BpeMeHHO mepeHecTd Ha JPYTyI0 MAIIUHY WJIN YOQJIUTh CUCTEMHBIE )KypHaJIbl U3 /var/log/.

* HcnoJsib30BaTh BpeMeHHBI KaTasor /var/cache/apt/archives: BB MOXeTe HCIIOJIb30BaTh Bpe-
MeHHBIN KaTaJIor IO K31l Ha Apyroi ¢aiiosoi cucteme (USB-HOocuTe e, BpeMeHHO MOKJTI0UEH-
HOM XECTKOM JIMCKe, VXKe UCIOoJIb3yeMol (aiijIoBO CHUCTEME, ...).

3AMEYAHUE

He vicnonbayitte goaitnosble cuctembl NFS, Tak kak npy 06HOBnEHUM MOryT
BO3HMKHYTb Nepebov B paboTe ceTu.

Hanpuwmep, eciii y Bac ectb USB-IUCK, CMOHTUPOBAaHHHIHN B /media/usbkey:
1. Ypanure nakeThl, KOTOpBe ObLIM CKayaHHBI IPU YCTAHOBKE paHee:

# apt clean

2. CkomnupyiiTe katajor /var/cache/apt/archives Ha USB-auck:

# cp —ax /var/cache/apt/archives /media/usbkey/

3. CMOHTUpYITe BpeMeHHBIH KaTasor Kalia:

# mount —-bind /media/usbkey/archives /var/cache/apt/archives

4. Tlocsie 0GHOBJIEHUSI BOCCTAHOBUTE OPUTHMHAJIBHBIN KaTajior /var/cache/apt/archives:

# umount /var/cache/apt/archives

5. Ynmanute ocraBmmuiica /media/usbkey/archives.

MozxHo co3aaTh BpeMeHHBII KaTaJIor Kalia B Jii0001 ¢ailjioBoli crucTeMe, yxke CMOHTHUPOBAHHOM B
CHCTeMe.

* BERIOJIHUTH MUHHUMAJIbHOE 00HOBJIeHHE crcTeMbl (cM. Pazgen 4.4.4) uin yacTUYHOe OOHOBJIEHE,
a 3aTeM IOJIHOe OOHOBJIeHUe. [Tocjie YyacTUYHOro OOHOBJIEHUA MOXHO OYUCTUTH K3III MAaKETOB U
MPUCTYIIUTD K IOJTHOMY OOHOBJICHUIO.

3amertuM, uTO Jjig 6e30macHOro yaajieHHs [akeToB peKoMeHAyeTcs B ¢ailjax crnycka MCTOYHUKOB
APT umcnpaBUTh UCTOYHUKHU OOpAaTHO Ha buster, kak o6bscHsAeTcs B Pazgen A.2.
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4.4.4 MuHHUMaJIbHOE OOHOBJIEHHE CHUCTEMBI

BAXHO

@ Ecnu BbinonHsieTe o6HOBNEHME yaaneHHo, noMHuTe o Pasnen 5.1.22.

B HeKOTOPHBIX CJTyYasx BHINOJHEHUE cpa3y OJIHOTO OOHOBJIeHU (KakK OMKCAaHO Jajiee) MOXeT IpuBe-
CTU K yJajieHnio O00JIBIIOr0 YHCJIa TaKeTOB, KOTOPhIE BBl XOTUTE OCTaBUTh. [I03TOMY MBI peKOMeHIyeM
MPOU3BOAUTH OOHOBJIEHNE B []BE CTaAUN — CHavajia MMHHUMaJIbHOe OOHOBJIEHUE, YTOOBI pa300paThCs C
KOH(JIMKTaMH, a 3aTeM NOoJIHOoe 0OHOBJIeHNe, Kak onucaHo B Pa3fgen 4.4.5.

JJ1s1 3TOro cHavajia BHIIIOJIHUTE:

# apt upgrade --without-new-pkgs

OTO mpUBEeAET K OOHOBJIEHNUIO TOJIBKO TeX MaKeTOB, KOTOpble MOXHO OOHOBUTDH 0e3 HE0OXOAUMOCTU
yaaeHusa Wil yCTaHOBKHU APYTUX IaKeTOB.

MuHnManbHoe 0OHOBJIEHHE CHCTEMbI TakXe MOXeT OKa3aThCs IIOJIe3HBIM, eCJIM B CHCTeMe MaJio
CBOOOJTHOTO MecTa 1 N0JIHOe OOHOBJIEHNE 3allyCTUTh 13-32 3TOI0 HEBO3MOXHO.

Ecnm ycraHoBJIeH nakeT apt-1listchanges, TO OH IOKa3biBaeT BaxHy10 MHGopManuo 06 oGHOB-
JIieMBIX [TaKeTax B MelKepe MocJjle 3arpy3Ku NakeToB (IpyU HACTPOMKax 0 yMOI4aHuo). [jid Bexoaa
13 MeiaKepa U NpoOJIKEHNA OOHOBJIEHUA HAXMUTE ( HOCJIE IPOYTEHMS.

4.4.5 OOHOBJIEHHE CHUCTEMBbI

ITocJie BeIIOJIHEHUA NpeabIAyIUX MAaroB Teepb MOXHO IIPUCTYIIUTD, CO6CTB€HHO, K 0OHOBJIEHMIO. BHI-
IMOJTHUTE KOMaHAYy:

# apt full-upgrade

ODTa KoMaH[Aa MPoU3BeAET MOJIHOe OOHOBJIEHNE CUCTEMBI, yCTaHOBUB NTOCJIeJHUE JOCTYNHbIe BEPCUN
BCeX [TaKeTOB U pa3peluB BceX M3MeHUBIINecs MeXy BbIITycKaMu 3aBucuMocTy. [Tpy Heo6XoaquMocTH
OyyT yCTaHOBJIEHBI HOBBIE MMakKeThl (OOBIYHO, 3TO HOBblE Bepculr OUOJIMOTEK WJIM MleperMeHOBaHHbIE
[IaKeTHl) Y yAaJieHbl BCe BRI3BIBAIOIIME KOH(MDIMKTE yCTapeBIlre MaKeThl.

ITpu o6GHOBIIeHUM ¢ Habopa KOMHaKT-AKuckoB, DVD munu auckoB Blu-ray cucrema HecKOJIBKO pas
NIOIIPOCUT Bac BCTABUThH B NIPHBOJ COOTBETCTBYIOMIMI ANCK. BO3MOXHO, BaM NpUAETCA BCTaBIIATh OAUH
U TOT e JUCK HeCKOJIbKO pa3. DTO BBI3BAHO TeM, UTO B3aMMOCBsS3aHHbIE TAKeThl MOT'YT HaXOAUTHCA Ha
Pa3HBIX AUCKAX.

HosBrle Bepcun yxe yCcTaHOBJIEHHBIX [TaKETOB, KOTOPbIe HeJlb3sl 0OOHOBUTh He MeH:AA COCTOSAHUA JIpy-
I'UX [IAKeTOB, He 6YIyT YCTaHOBJIEHH! (IporpaMMa BeIBeZIeT coobIieHe, yTo naket 3adukcuposaH, «held
backy). PazpemuTts cutyaruo MOXHO, 100 OTMETHB TaKOH MakeT Kak MOJJIeXaliil yCTaHOBKE C I10-
Mo1pio aptitude, TG0 BHINOJIHUB KOMaHAYy apt install maxer.

4.5 Bo3MoxHbIe Ipo6JIeMbl BO BpeMs 00HOBJIEHUA

B cienyronieM pasjesie onycaHbl U3BECTHbIE IPOGJIEMBI, KOTOPHIE MOTYT BO3HUKHYTh IPY OGHOBJIEHUU
1o bullseye.

4.5.1 Dist-upgrade 3aBepmiaercs ¢ omu6koil «He ygajsioch BHINOJIHUTDH OIlepa-
THUBHYI0O HACTPOUKY»

B HeKOTOpHIX ciyvasx koMaHaa apt full-upgrade moxet 3aBepmUTHCA € OMUOKOM HOCTIE CKAYMBAHUS
[IAKETOB:
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E: b’’Hb’’'b’’eb’’ b’’yb’’'b’’ob’’'b’’ab’’'b’’ab’’'b’’ob’’'b’’cb’’b’’vb’’ b’’Bb’’'b’
‘vlb’ 'b’'nb’ 'b’’ob’'b’'ab’'b’ 'Hb' 'b’ 'ub’ 'b’ 'tb’ 'b’ 'vb’’ b’’ob’’b’’'nb’’'b’’eb’’'b
"'pb’'b’’ab’'b’'tb’ b’ 'ub’ 'b’ "Bb’ 'b’ 'ub’ 'b’ 'yb’''b’ '©ob’’ b’'’ub’’'b’’ab’’'b’’cb’’
b’’tb’’b’'pb’’b’’ob’’'b’ "&b’ 'b’ 'kb’ 'b’'yb’’ «<i>b’’mb’’'b’’ab’’'b’’xkb’’'b’’eb’’'b’
‘T’ ’'</i>». b’’'IIb’’'b’’ob’’'b’’ob’'b’'pb’'b’’ob’ b’ ’6b’ b’ 'ub’'b’’eb’ b’ "#b"’ ",
b’’'cb’’b’'Mb’’b’’ob’’'b’ b’ 'b’'pb’'b’’ub’'b’'tb’'b’’eb’’ b’’Bb’’ man 5 apt. &
conf b’’ob’’ APT::Immediate-Configure.’.

<+
<o
P
<+

Ecsm aT0 mpousonuio, 3amycrure apt full-upgrade -o APT::Immediate-Configure =0 a1 mpozgoJi-
XeHUs 0OHOBJIEHUS.

JIpyroe BO3MOXHOE pellieHue 3Tok Mpo6JIeMbl: BpeMeHHO Jo0aBbTe NCTOUYHUKMY, U Ui buster, u ay1s
bullseye B daiisibl ciricka uctouynrkoB APT u BeimosiHeHue apt update.

4.5.2 OxunaemMsle yaajleHUs

B mporecce oGHoBIeHMs 110 bullseye MmoxeT moTpe6oBaThCA yAaIUTh HAKeThl B cricTeMe. TOYHBIN CIIH-
COK TNAKeTOB Oy[eT 3aBHCETh OT HabOpa YCTAaHOBJIEHHBIX B CHCTEMeE MAaKeTOB. B JaHHOM [OKyMeHTe
JaHbI 001IIKe COBETH 00 yAaeH!H, HO eCJIM Y BaCc UMEIOTCS COMHEHUsA, TO Mepe]] TeM KaK IPOOOJIKUTD,
peKOMeHyeTCsl TIPOBEPUTh BCe MaKeThl, KOTOPHIE MpeAjiaranTcsa K yaajieHnio. JIomoIHUTEIbHY0 HH-
dopmarmio 06 ycrapepumix nakerax B bullseye cm. B Pasgen 4.8.

4.5.3 KoH(JIUKTHI WIH 3aIUKJINBAaHUE B TPeOOBAHUAX NMpeaBapUTEIbHOM yCTa-
HOBKHM

WHoraa HeoOXOAUMO aKTUBU3UPOBATh mapameTp APT: :Force-LoopBreak B APT njA BpeMeHHOTO
yIajeH!s aKkeToB [IepBOY HEOOXOAUMOCTH, €CJIM BO3HUKaeT ITUKJINYecKas 3aBUCUMOCTh ITpY KOHQJIINK-
Te/TpebOBaHUU TpeBapUTEJILHON yCTaHOBKHU. I[Iporpamma apt coobmut o6 3TOM U MpeKpaTuT 00-
HoBJIeHHe. YUToObl pemuTh 3Ty IpobjieMy, cjlefyeT ykKa3aTb B KOMaHOHOH CTpoke apt mapameTrp —o
APT: :Force-LoopBreak=1.

Bo3MoxHa cuTyarys, Korjia CTpyKTypa 3aBUCUMOCTEH B cricTeMe MOXeT ObITh HaCTOJIbKO HapylleHa,
4YTO NOTpedyeTcA pyvyHOoe BMeIaTeabcTBO. OOBIYHO 3TO AejlaeTcs ¢ MIOMOIIBI0 apt 1iu

# dpkg —-—remove <i>b’’ub’’b’’Mb’’b’’ab’’_b’’nb’’b’’ab’’b’’xb’’b’’eb’’b’’Ttb’’'b’
Tab’’</i>

YTOOBI yAaJInuThb ((HPO6J'IEMHLIE)) IMaKeThI NJIN

# apt —-f install
# dpkg —--configure —--pending

B upe3BBIYaliHBIX CJIyYasx BaM MOXeT IOTpeGoBaThCsA INPUHYAUTESIbHASA [lepeyCcTaHOBKa KOMaH 0N
TAMna

# dpkg —--install <i>/b’’mb’’b’’yb’’b’’Tb’’'b’’bb’’/b’’xb’’/b’’ub’’'b’’'Mb’’'b’’ab’’_b <+
"ab’ b’ ’ab’'b’ kb’ 'b’'eb’ 'b’ 'Ttb’'b’ "ab’’ .deb</i>

4.5.4 ®aiinoBble KOHPJIUKTHI

[Ipu OGHOBJIEHUH C KYHUCTOTO» buster KOHGIMKTOB ¢GaiijioB OBITh HE JOJKHO, HO OHH BIIOJTHE BO3MOXHBI,
€CJIM y Bac yCTaHOBJIeHH HeodwuIimanbHbele agantanuu (backports). Ilpu koHduKTe daiaoB NOABIIA-
I0TCA OMUOKHU:

b’’Pb’’b’’ab’’b’’cb’ b’ 'mb’ 'b’'ab’ 'b’ 'xb’ 'b’ "ob’ 'b’ "8b’ 'b’ 'mb’ 'b’ "Bb’ 'b’ 'ab’ 'b’
’eb’ b’ 'Tb’ b’ 'cb’'b’ "ab’’ <1i><b’’mb’’b’’ab’’b’’kb’’b’’eb’’b’’tb’’-foo></i> <
(b’ ’ub’’b’’3b’’ <1i><b’’¢b’’b’’ab’’b’’#b’ b’ 'ub’’-b’’mb’'b’’ab’'b’'xb’ 'b’ +
'eb’ b’ ’Th’ b’ 'ab’ ' ~foo></i>)

dpkg: b’’ob’’b’’mb’’b’ 'ub’ b’ '6b’ b’ 'xb’ b’ ’ab’’ b’’mb’’b’’pb’’b’’ub’’ b’’ob’’b’ ¢
"6b’ 'b’ 'pb’ b’ "ab’ 'b’ '6b’ 'b’ "ob’ 'b’ "Thb’ 'b’ 'xb’ 'b’'eb’’ <1i><b’’mb’’b’’ab’’b’ +>
'xb’’b’’eb’'b’ 'Tb’ ' ~foo></i> (--install):

b’’mb’ b’ ’ob’ b’ 'mb’ 'b’ 'ub’ 'b’ "Th’ 'b’ 'xb’ 'b’ 'ab’’ b’’'mb’’b’’eb’ b’ 'pb’ b’ 'eb’ b’
’sb’’b’’ab’’b’ 'mb’ b’ 'ub’ b’ 'cb’ b’ ’ab’'b’"Tb’ 'b’ b’ «<1i><b’’ub’’b’’Mb’’'b’ ¢
"ab’’-b’’xb’’b’’ab’ 'b’ 'xb’ 'b’ ob’ 'b’ 'rb’ 'b’ 'ob’ '~b’ "tb’ 'b’ 'ob’ '~b’ '¢b’ 'b’ +>
rab’ b’ "Hb’ 'b’ 'ab’ 'b’ Tab’ ' ></i>»,
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b’’xb’’b’’ob’’b’’Tb’’b’’ob’’'b’'pb’ 'b’'ub’ 'b’'#b’’ b’’yb’’'b’’'xb’’'b’’eb’’ b’'’ub’’'b’ +
"Mb’’'b’’eb’’'b’’eb’'b’ b’ 'b’'cb’’'b’’ab’’ b’’Bb’’ b’'’mb’’b’’ab’’'b’’'kb’’'b’’eb’’
b’’tb’’b’’eb’’ <1i><b’’mb’’b’’ab’’b’’xb’’'b’’eb’’'b’’tb’’-bar></i>

dpkg-deb: subprocess paste killed by signal (Broken pipe)

b’'Ib’ b’ 'pb’’b’'ub’’ b’’ob’’'b’’6b’’'b’'pb’’'b’’ab’’'b’’6b’’'b’’ob’ b’ ’'tb’’'b’'xb’’'b’
"eb’’ b’’cb’’'b’’'nb’'’'b’’eb’ b’ "ob’ b’ 'yb’ b’ 'ob’ 'b’ 'mb’ b’ 'ub’ 'b’ 'xb’’ b’’'nb’’
b’’ab’’b’’xb’’b’’eb’’b’’tb’’'b’’ob’’'b’’Bb’’ b’’'ub’’b’’pb’’b’’ob’’'b’ 'ub’’'b’
"3b’’b’’ob’'b’'mb’'b’'ab’'b’'ub’’ b’’ob’’'b’'mb’’'b’’ub’’'b’’6b’'b’'xb’’'b’'ub’’:

<1i><b’’mb’’b’’ab’’b’’xb’’b’’eb’’'b’’tb’’-foo></1i>

KoHdnukT ¢aiiyioB MOXHO NONBITAaThCA pa3peliuTh IPUHYAUTEIbHBIM ylajleHueM IlakeTa, yKa3aH-
HOT'O B nocstedHeli CTPOKe COObIIeH s 06 ommoKe:

# dpkg —-r ——force-depends <i>b’’'ub’’b’’'Mb’’b’’ab’’_b’’'nb’’b’’ab’’b’’kb’’'b’’eb’'’'b’ <
ITbI Vbl !abl l</i>

[Tocsie ucnpapjieHUs OMIMOOK BBl MOXeETe IPOAOJIKUTH OOHOBJIEHUE, IIOBTOPUB paHee OIUCaHHbIE
KOMaHAbI apt.

4.5.5 H3MeHeHHe HACTPOEK

Bo Bpemsa oOHOBJIeHUA cucTeMa OyZeT 3aJaBaTh BOIIPOCHL O HACTPOIKe WJIM lepeHacTpolike HeKOTO-
pBIX nakeToB. Eciiu Bac cripocAT, Hy’KHO JIU 3aMeHUThb KaKoi-To (aliy B kaTajore /etc/init.d uim
/etc/manpath.config, Bepcuei, NpeJoCTaBJIeHHON CONPOBOXAAOIIMM [1aKeTa, OOBIYHO cjieAyeT OT-
BETUTH «Ja», IOCKOJIbKY MHave OyAeT HapylleHa I[eJIOCTHOCTh CUCTeMEl. BBl Bcerga cMoXxeTe BepHYTb
cTapble HaCTPOHMKH, TOTOMY 4TO mpeAbaymye daiiibl HACTPOUKMU OyJyT COXpaHEHHl C pacmipeHneM
.dpkg-old.

Eciu BB He 3HaeTe, 4TO JiesiaTh, 3alMIINTEe UMs MakeTa wiau ¢aiiyna u pasbepurech ¢ nMpobdaeMoit
nosgHee. MHQoOpManuio, BEIBOJMBIIYIOCA Ha 5KpaH BO BpeMsi OOHOBJIEHHs, BB CMOJKeTe HaliTu B (aiise
3aMucu MporpaMMEHl script.

4.5.6 HVi3MeHeHHe KOHCOJIHM ceaHca

Ecu BHI BHEITIOJIHAETE 0OHOBJIEHNE Yepe3 JIOKAJIbHYI0 CUCTEMHYI0 KOHCOJIb, TO MOXeTe OOHapyXUThb, YTO
B HEKOTOPEIe MOMEHTHI BO BpeMsA OOHOBJIEHUA KOHCOJIb IEPeKJII0YaeTcs Ha APYTYIO U BB NOTEPAIU BU3Y-
aJIbHBIF KOHTPOJIb HaJ IpolieccoM 06HOBJIeHMsA. HanpuMep, 3TO CIIyUYUTCA B CUCTeMax ¢ rpadpuyeckum
nHTep@delicoM Ipu Mepe3anycke MeHeaxepa SKpaHa.

YToOBl BOCCTAHOBUTh KOHCOJIb, HA KOTOPOM 3amyIeHo oOHoBJyieHue, HaxMute Ctrl+ Alt+F1 s
nmepexoja o6paTHO Ha BUPTYaJIbHBIN TepMuHas 1 (ecsi BbI BUAUTE rpadruecKruil 5KpaH BX0/]a B CUCTe-
My) miau ucmosb3yiite Alt+F1 (ecsu BB BUAMTE JIOKAJIBHYIO KOHCOJIb B TEKCTOBOM peXuMe). Bmecto
F1 maxmMute QyHKLMOHAJIbHYIO KJIaBUIIy ¢ HOMEpPOM BUPTyaJIbHOIO TepMHUHAja, B KOTOPOM 3aImyiie-
HO oOHOBJIeHUe. Takxke BB MOXXeTe HCI0b30BaTh Alt+ cTpesika BieBo win Alt+ cTpesika BpaBo [Jis
MepeKTIoUeHA MeXIy TepMUHa/IaMU B TEKCTOBOM peXHMe.

4.6 OOHOBJIEHME ANpPa U COIyTCTBYIOIIUX ITaKETOB

B sTOM paz[esie onrcaHo Kak OOHOBUTD sIPO M YKa3aHbl NOTeHI[MAJIbHbIE IPOGJIEMEI, CBA3AHHBIE C STHM.
BBl MOXeTe yCTaHOBUTBh OOUH U3 MAaKeTOB 1linux-image—*, npefocrasyeHHbx Debian, niu ckommnu-
JINPOBATh AAPO U3 UCXOJHOTO KOJIa CAMOCTOATEIBHO.

3ameTtuM, 4TO 6oJIbIIasA YacTh MH(pOpMAIMU pa3fesia OCHOBaHA Ha IPeANoJIoKeHUH, YTO BEl OyaeTe
WICIIOJIb30BATh OJJHO U3 MOAYJIbHEIX sifep Debian BMecTe ¢ initramfs—tools u udev. Eciu Be OyneTe
HCITOJTh30BAaTh CBOE COOCTBEHHOE AP0, KOTOpOMY He Tpebyertcs initrd, wim BH MCHOJIb3yeTe APYrou
reHepatop initrd, To HekoTopas uHbopManua MoxeT ObITh JJIA Bac HecyllleCTBeHHaA.

4.6.1 YcraHoBKa MeTalakeTa Aapa

ITpu BemosniHenuu full-upgrade c buster go bullseye HacTosiTesIbHO pekoMeHyeTCsA YCTAaHOBUTH MeTa-
nakert linux-image-* (ecsiu BB He cieJ1ajii 3TOTO paHee). DTOT MeTamnakeT Oy1eT aBTOMAaTUYECKH 3arpy-
XaTh 60Jiee HOBYIO BEPCHIO s/Ipa BO BpeMsI yCTaHOBKKM OOHOBJIEHHs. BBl MOXeTe MPOBEPUTD, YCTAHOBJIEH
y Bac 3TOT MeTalaKeT WJIM HET, C IIOMOIIBIO CIIEYIOIIEN KOMaHIbI:
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A

# dpkg -1 ”linux—-image*” | grep "“ii | grep -i meta

Ecou B pe3yJibTaTe BBl HUYEro He YBHUAEJM, TO BaM HYXHO YCTAHOBUTH HOBHII MmakeT linux-image
BPYUHYI0, JTUOO YCTaHOBUTH MeTamnakeT linux-image. YToObl yBUIETh CIHUCOK JOCTYIHBIX METAMNAKETOB
linux-image, BHIIOJTHUTE:

# apt-cache search linux-image- | grep -1 meta | grep -v transition

Ecsu BB He 3HaeTe KaKol NakeT BHIOpaTh, 3allyCTUTE uname —r U NOMIIUTE MaKeT C TOX0XUM NMe-
HeM. Hanpumep, ecjiv B yBUAENN «4 . 9. 0—8—amd64», TO pEKOMEHyeTCA YCTaHOBUTh IAKeT 1 inux-image-amd64.
Takxe MOXXHO KCII0JIb30BaTh KOMaHAY apt, 4TOOB MOCMOTPETH MOAPOOHOE ONMCaHUe KaXAoro makera,
YTO MMOMOXeT BaM BBIOpaTh HanuboJiee NOAXOAANIMI TaKeT U3 JOCTYNHbIX. Hanpumep:

# apt show linux-image-amdé64

3areM BaM cJlelyeT MCIOJIb30BaTh KOMaHAy apt install ajA ero ycraHoBku. Korna HoBoe Anpo
OyJeT yCTaHOBJIEHO, BaM cJieiyeT Nlepe3arpy3uTh Bally MallliHy, YTOOHB! ITOJTyYUTh BCE IIperMyIecTBa
HOBOMU Bepcuu sapa. Tem He MeHee, o3HaKOMbTech ¢ Paznen 5.1.24 1o BBHINOJIHEHUS MEPBOU Nepe3a-
I'PY3KHU Nocjie 0OHOBJIEHUA.

Jna nro6amuyx npukitodenns B Debian ects iérkuii cnoco6 cobpath AOpO caMOCTOATEBHO. Y CTaHO-
BUTe nakeT linux-source. J[1a cOOPKU ABOMYHOrO MakeTa MOXHO HCIOJIb30BaTh Nejib deb-pkg U3
makefile. lomosiHuTeBHYI0 MHPOPMAaIUIO MOXHO HaiTH B Debian Linux Kernel Handbook (https://
kernel-team.pages.debian.net/kernel-handbook/)u3nakera debian-kernel-handbook.

Ecyiii BO3MOXHO, peANIOYTUTEJIbHEN OOGHOBJIATD AAPO OTAEJIBHO OT OCHOBHOM onlepauuu full-upgrade,
yTOOBI YMEHBIIUTD LIAHCH IOJIYYUTh BpEMEHHO He3arpyxaeMy cucTeMy. 3aMeTUM, YTO 3TO HyXHO BBI-
MOJIHATD TOJIBKO IOCJIe Npoljecca MUHUMAaJIBHOTO 0OHOBJIEHNs, ONNMCAaHHOTO B Pazgen 4.4.4.

4.7 TloaroroBKa K cJeAyIoIlieMy BBITYCKYy

I[J'[H IMOATOTOBKHU K CJIEAYIOLIEMY BBIIIYCKY IIOCJIE OOHOBJIEHUSI MOXHO caesiaTb HECKOJIBKO BeIlIefI.

* Ypanute ycTrapeBlire U HeHCIIOJIb3yeMble ITaKeThl, Kak 3TO onucaHo B Pasnen 4.4.3 u Paszgen 4.8.
ITpoBepbTe, kakue (aiiyibl HACTPOEK OHM MCIO0JIb30BAJIM U NOAyMakTe HaJ BBIYUCTKOHN IIaKeTOB
BMecTe ¢ ux ¢daiiyiamMu HacTpoiiku. Takxke cMm. Pasgen 4.7.1.

4.7.1 BplYMCTKA yAAJI€HHBIX TIAKETOB

Kak mpaBuio, peKoMeHyeTcsl BEIYUCTUTD YOAJIEHHbIE ITAKeTH. DTO OCOOEHHO CIPABeIJINBO B CJIydae,
ecJIi OHM ObLIN yAaJIeHsl IpY 0OHOBJIEHUM 60Jiee paHHETro BEITycKa (Harp., Ipy o0HOBJIeHUH Ao buster),
WJIA eCJIM OHU OBLTM MpeAOoCTaBJIeHBl TPETHHMU JIMIIAMU. B yacTHOCTH, cTaphie clieHapud init.d MoryT
BBI3BIBATh MPOGJIEMEL.

[IPEJOCTEPEXEHUE

@ BblunweHne nakeTos, Kak Npaemio, NPUBOAUT TAKXKE Y K BbIUMLLEHMIO ChaiNoB Xyp-
HanoB, BO3MOXHO BaM noTpebyeTcs caenatb UX pe3epBHble Komuu.

Crefyomyie KOMaHbl 0TOOpaXaloT CIHCOK BCeX yAAJIEHHBIX MAaKeTOB, YbM (palisibl HACTPOMKHU BCE
€lllé oCcTalTCs B cucTeMe (ec/ii TaKOBhIE MMEIOTCS):

# dpkg -1 | awk ’'/“rc/ { print $2 1}’

OTH makeThl MOTYT OBITh yJaJIEHBI C MIOMOIIBI0 KOMAaHAH apt purge. J[omycTUM, BB XOTUTE BBIYU-
CTHUTDb BCE 3TU IIAKETHI 3a OAMH pa3, AJI 3TOr0 MOXHO HCIIOJIb30BAaTh CJIEAYIOIYI0O KOMaHOY:
# apt purge $(dpkg -1 | awk ’'/“rc/ { print $2 }’)

Ecnu BbI ucniosib3yere aptitude, BBl MOXeTe HCIOJIb30BaTh CJIeyIomiye ajJbTepHaTUBL [IPUBeIEH-
HBIM BBIIIle KOMaHAaM:
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# aptitude search ’'~c’

# aptitude purge

’

~c’

4.8 YcrapeBuue MakeTbl

BMecTe ¢ mosiBJleHMeM MHOXeCTBa HOBHIX IakeToB, U3 bullseye 610 yjajieHO JOBOJIBHO MHOTO TMa-
KETOB, KOTOPHIEe BXOAWJIU B buster. JI7iA TaKUX yCTapeBIIHNX MAaKeTOB BO3MOXXHOCTHA OOHOBJIEHUSA HET.
Huuto He MemraeT BaM IIPOJOJDKATh I10JIb30BAThCA YCTAPEBIIMMU MTaKeTaMU, HO NMPUGJIM3UTEJIBHO Ye-
pe3 rof nocJie Bexoma bullseye ITpoekt Debian 06bIYHO IpekpamiaeT BHIIYCKATh OJ1A HUX UCIPABIEHUA
6€30MacHOCTU®, ¥ OKa3bIBaTh JPYTYK CBOEBPEMEHHYIO MOAEPKKY. PEKOMEHyeTCsa 3aMEHUTh UX Ha
JOCTyNHBle aJlbTepHaTHUBHEIE IIaKeTH! (eCIi TaKOBble NMeI0TCs).

[TakeT MoxeT OBITh YAAJIEH U3 UCTPUOYTUBA [0 MHOTMM NPUYMHAM: pa3paboTka mporpaMMbl IIpe-
KpallleHa, TakeT HeMHTepeceH HUKOMY 13 pa3paboTunkoB Debian, nporpamma BeiTecHeHa pyroii, 60-
Jiee QYHKIIMOHAJIBHOW MIPOrpaMMON HJIM BepCHel NMpOorpaMMBl, TakeT COAEPXKUT OIMMOKH, M3-3a KOTO-
PBIX IIOKA He MOXeT OBITh BKJIIOUEH B bullseye. B mocjieqHeM ciiydae makeT MOXeET OBITh JOCTYIIEH B
«HecTabMJIbHOIY BeTBU NUCTPUOYTHBA.

Hexoropsle nHTepdelickl ynpaBjeHUs akeTaMM IIPefOoCTaBJIAIT IIPOCThle CIOCOOB MOMCKa yCTa-
HOBJIEHHBIX [TAKETOB, KOTOPbIe 0OJIbIIE HE JOCTYIHB HY B OJHOM M3BECTHOM PENno3uTOPUH. TeKCTOBBIHI
M0JIb30BATENIbCKUE MHTepdelic aptitude orobpaxkaeT ux B KaTeropuu «YcrapeBlrie M JIOKAJIBHO CO-
3[aHHble ITaKeTbl», U OHU MOTYT OBITh IIOKa3aHbl U yAaJieHbl U3 KOMaHAHOH CTPOKU Tak:

# aptitude search ’'~o’
# aptitude purge ’'~o’
B cucreme orciexuBanusA ommook Debian (https://bugs.debian.org/) 3a4acTyi CONEpPXKUT-
¢s JOMOJIHUTEIbHASA MHOpMaIUs 0 MpUYNHAX yaajleHus nmakera. [IpocMOTpUTe apXyUB COOOIIEHU 06
ommbKax MHTEPECYIOIIEro Bac MakeTa, a TAaKXKe apXMBUPOBAaHHBIE OITMOKY Ha 1iceB 10-nakeT ftp.debian.org
(https://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=ftp.debian.org&archive=yes).
CnHcoK ycTapeBIIMX MAKeTOB JJiA BeITycka Bullseye MoxHO mpocMoTpeTh B Pasgen 5.3.1.

4.8.1 IlepexoaHsble MaKeThI-IIyCTHIIIKHA

HekoTopele makeThl U3 buster, Bo3aMoxxHO, 6b1JT1 3aMeHeHHBI B bullseye BpeMeHHbIMU GUKTUBHBIMU Ta-
KeTaMU, KOTOphIe sBJIAIOTCA IMYCTBIMU 3allOJTHUTEJIIMU, IIpelHa3HAauYeHHBIMU JJIA yIpOoIleH!s 00HOB-
seHuii. Eciy, Hanpumep, NpUJIoXKeHHe, KOTOPOe paHee ObLJIO OJHUM IaKeToOM, OBLJIO pa3/iesieHO Ha
HECKOJIbKO, MOXeT OBITh MPeOCTaBJIEH EPEXOHEIN MaKeT ¢ TEM JXe UMEHEM, UTO U § CTaporo makera,
Y C COOTBETCTBYIOIIMMHU 3aBUCUMOCTSIMH, YTOOBI BRI3BATh YCTAHOBKY HOBHIX. [TocCsIe 3TOro N3G TOYHBIN
(pUKTHUBHBIN TaKeT MOXHO 6e30MmacHO yAaJnTh.

B onucaHusaxX NepexoHBIX aKeTOB-IIYCTHIIEeK 0OBIYHO YKa3aHOo UX Ha3HaueHHe. OJIHAKO OHU HeoJ-
HOPOJHEI; HalpUMep, HEKOTOPbIe MAKETHI-(IIYCTHIIIKNY MpeJHa3HaYeHbl JJIA COXpaHEeHUs YCTaHOBJIEH-
HBIX, YTOOBI MCITOJIH30BATh MOJIHEIE HaGOP MPOrpPaMMHOTO 0GeCIeueH s TN OTCJIEXUBAThH TEKYIIYIO I0-
CJIEHIOI0 BEPCUI0 KaKOH-JIN00 nporpaMMel. [yis1 oGHapyXeHMsA IepeXOqHBIX TAKETOB-IIYCTHIIEK MOXET
npuroautbes deborphan ¢ mapameTpom --guess-* (Hanpumep, —-guess—dummy).

SV npu nosesiennu HoBoro Bhmycka Debian. OGHYHO MOAEPXKKY MOJIy4aloT OJHOBPEMEHHO He 6oJiee BYX CTaGMIIbHBIX
BBIITYCKOB.
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I'staBa 5

Yto HyxHO 3HaTh 0 bullseye

WHorna m3MeHeHUsA, BHECEHHBIE B HOBBIN BBINTYCK, IIPUBOAAT K MOOOYHBIM 3¢ @deKTaM, KOTOPHIX HeJlb-
31 n3bexath 0e3 MOABJICHUA OMMOOK rfe-TO emié. DTOT pa3fesl ONMChIBaeT MPOoOJIeMBl, KOTOPHIE yXe
M3BeCcTHbI HaM. [IpounTaiiTe TakXxe CIUCOK M3BECTHBIX OMIMOOK, COOTBETCTBYIOIIYIO TOKYMEHTAIUI0 Ha
MaKeThl, OTYETH 06 omubKax U ApyTryio nHGopMaluio, ykazaHHylo B Pazgen 6.1.

5.1 KoukperHsle maru oo6HoBJIeHU AJis bullseye

B manHOM pasjeJie ONMCHIBAIOTCA MIary oOHOBJIeHU ¢ buster no bullseye

5.1.1 ®@aiinoBas cucrema XFS GoJiblie He ogiep>KUBaeT napaMmerpsl barrier/nobarrier

U3 datinosoii cucteMsl XFS Oblia yaasieHa nofgAepXKa IapaMeTpoB MOHTUPOBaHUA barrier Unobarrier.
PexoMeH[iyeTcs IpoBepUTh /etc/fstab Ha Hajauuue JI0O0T0 M3 KIIIOUEBBIX CJIOB M YAAJIUTh ero. Pas-
JIeJIbl, UCIOJIb3YIOLIHE 3TH MapaMeTphl, He OYAYT HOJK/II0YEeHbL.

5.1.2 H3meHeH popmar pa3esia 6e30I1acHOCTHU

Jnsa bullseye pazzes 6e30macHOCTH Teneph Ha3bBaeTcsi bullseye—security BMECTO codename/updates.
HyxHo ucnpaBuTth daiiisl uctounnkoB APT npu oOHOBIEHUM.
Crpoka c pa3fesioM 6e3onacHoCcTy B HacTpoiikax APT OyneT BHITJIANETh Tak:

deb https://deb.debian.org/debian-security bullseye-security main contrib

Ecnn Hactpoiiku APT Taxoke BKJIIoYaeT 3akperieHue (pinning) uian APT: :Default-Release, 370,
BEpPOAATHO, NOTpe0yeT KOPPEKTUPOBOK, TOCKOJIbKY KOAOBOE UMsA apXuBa 0e30macHocTy OoJibllle He COB-
najiaeT ¢ KOJAOBBIM MMeHeM OOBIYHOrO apxuBa. [Ipumep paboueil cTpoku APT: :Default-Release
s bullseye BRITJIAIUT CJIeAYIONMM 00pa3oM:

APT::Default-Release " /”“bullseye (|-security|-updates)$/”;

KOTOPBIN UCIOJIb3YeT NMOAMEPXKY peryJIApHbIX BeipaxeHuii B APT (BHyTpH /).

5.1.3 Ilo ymoJryaHUIO AJIsA X3IIMPOBAHUA MAPOJIEd UCIOJIb3yeTcs yescrypt

X311 mapoJIs Mo YMOJTYAHUIO JJIS1 YYeTHBIX 3aMKCell JIOKAJIbHOU cucTeMBbl n3MmeHeHa (https://tracker.
debian.org/news/1226655/accepted-pam—140-3-source—into—unstable/) c SHA-512 Ha
yescrypt (https://www.openwall.com/yescrypt/) (cmotrpute crypt(5) (https://manpages.
debian.org//bullseye/libcrypt—dev/crypt.5.html )). OXxugaercs, 4To 3TO 0OeCHeUyuT Io-
BBIIIIEHHYI0 3alIMTY OT aTak C M0JA00pPOM IapoJid Ha OCHOBE CJIOBapA KaK C TOYKMU 3peHHs MPOCTpPaH-
CTBEHHOU, TaK U BpeMeHHON CJIOXKHOCTU aTaku.

YToO6Bl BOCIIOJIB30BATHCSA MIpEUMYI[eCcTBaMU 3TON YJIy4llleHHOM cHUCTeMbl 0e30I1acHOCTU, M3MeHHUTe
JIOKaJIbHBIE MTAPOJI; HAallpUMep, UCIOIb3yiTe KoMaHay passwd.

Crapsle napoJsm OyAyT IPOAOIKATh paboTaTh, UCHOJIB3YS TOT X3III APOJIA, KOTOPHIE UCIOIb30BaJICS
IJIS UX CO3JaHUA.
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Yescrypt He noanepxuBaercsa Debian 10 (buster). B pe3yapTate daiiibl maposieii shadow (/etc/
shadow) He MOryT 6BITH CKOIMPOBAHEI U3 crcTeMsl bullseye o6patHo B cuctemy buster. Eciu atu daii-
JIbl GYAyT CKONMMPOBAHBI, IAPOJIH, KOTOPHIE ObLIN U3MeHEHH B cucteMe bullseye, He GyayT paGorats B
cucteme buster. AHaJI0TMYHO, X311M NapoJiell Hesb3s ckonupoBarth u3 bullseye B buster.

Eciiu TpebyeTcs COBMECTUMOCTD X3IIei maposieil mexay bullseye u buster, uamenure /etc/pam.
d/common-password. HaliiuTe cTpoky, KOTOpas BBHIJIAAUT CJIeyIOMUM 00pa3oM:

b’’'ob’’'b’"ab’ b’ ’pb’'b’'ob’ b’ 'nb’'b’ "vb’’ [success=1 default=ignore] pam_unix.so <>
obscure yescrypt

U 3aMeHUTe yescrypt Ha shab512.

5.1.4 [ua nopaepxku NSS NIS u NIS + TpeOyioTcAa HOBbIe ITAKeThI

[Tonaepxxka NSS NIS u NIS + nepeHeceHa B OTJieJIbHEIE IAKETHI IO Ha3BaHUeEM libnss-nisu libnss—-nisplus.
K coxasneHuo, glibc He MOXeT 3aBHUCETh OT 3TUX [IAKeTOB, IO3TOMY Telepb OHU TOJIBKO PEKOMEeHY-
I0TCA.

[TosToMy B cucteMax, ucnossdywomux NIS miam NIS +, pekomeHayeTcA NpoOBepUTh IPABUJIBHOCTD
YCTAHOBKU 3TUX [TaKeTOB MocJjie 0OHOBJIEHUA.

5.1.5 O6pa6oTtka ¢pparmenToB ¢aiiyioB HacTpoiku B unbound

Kimnent DNS unbound uameHus cnoco6 obpabdoTku dhparmeHToB daiiyia HacTpoiiku. Eciu ucmnosis-
3yeTe OQUPEKTUBY include: A 06beAUHEHNs HECKOJBbKUX (pparMeHTOB B [JOMyCTUMYI0 HaCTpPOMKY,
To ciaenyet npouutath daiit NEWS (https://sources.debian.org/src/unbound/bullseye/
debian/NEWS/).

5.1.6 YcrapeBaHue mapamerpa rsync

[TapaMeTp rsync —-—noatime OB eperMMeHOBaH B ——open-noatime. Crapas ¢gopma GoJiblile He
noaAepXuBaeTCsA; ecid e€ UCIoJib3yere, To nocMotpute daiti NEWS (https://sources.debian.
org/src/rsync/bullseye/debian/rsync.NEWS/). A NpoIeccoB Nepejavyn JaHHBIX MeXy CH-
cTeMaMy, Ha KOTODHIX 3alylleHbl pa3Hble Bepcuu Debian, MoxeT noTpe6oBaThesi OOHOBJIEHHE HA CTO-
poHe buster 1o Bepcun rsync u3 penosuropus backports (https://backports.debian.org/). B
BepCHUH rsync B IepBOHavYaIbHOM BHIITycKe bullseye Taxke 6b1a OTMeHeHa ofepxka ——copy—-devices
B IIOJIB3Y ——write-devices, HO Bepcus 3.2.3-4+debl1ul (Bxitouena B Beiyck bullseye 11.1) otme-
HAET 3TO ycTapeBaHUe U NOJJepXuBaeT 0b6a BapraHTa.

5.1.7 O6pa6oTka nqonosiHeHNH Vim

JlonosHeHMsA A1A v im, KOTOPBIE paHee peJoCTaBJIAINCh vim—-script s, C IOMOIIBIO BCTPOEHHON QYHK-
LMOHAJIBHOCTHU «TakeTay Vim, a He vim-addon-manager. [losgp3oBaresnam Vim cieayet MOATOTOBUT-
cs nepe]i oOHOBJIeHUEM, cjefysi MHCTpykKuusaM B (daiiie NEWS (https://sources.debian.org/
src/vim-scripts/bullseye/debian/NEWS/).

5.1.8 OpenStack u cgroups vl

Jna OpenStack Victoria (BemymenHoro B bullseye) TpeGyercs cgroup Bepcuu 1 it obecriedeHus Ka-
yectBa obcimyxuBaHus (QoS) yerpoiict. ITockosbky bullseye Takke mepexoguT Ha HCIIOIb30BaHUE
cgroupv2 mo ymosuaHuio (cm. Pasgen 2.2.4), nepeBo sysfs B /sys/fs/cgroup He GyAeT BKJIIOYATh
dynkuuu cgroup v1, Takue Kak /sys/fs/cgroup/blkio, u B pesyibrare cgereate -g blkio:foo 3a-
BepmnTcA omubKoi. [y y3yioB OpenStack, Ha KOTOPBIX BEITOJIHAETCA nova—compute WM cinder—volume,
HaCTOATEJIbHO peKoOMeHayeTcA J00aBUTh NapaMeTphl systemd.unified_cgroup_hierarchy=false

U systemd.legacy_systemd_cgroup_controller=false B KOMaHAHON CTPOKe sA/Ipa, YTOOHI Ie-
peornpenenuTh 3HaYeHNE [0 YMOJTYAaHUI0 Y BOCCTAHOBUTH CTApYI0 Nepapxuio cgroup.
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5.1.9 ®@aiinsl nosmtuku API OpenStack

Cnenys pekoMeHmanusaM aBTopoB (upstream), OpenStack Victoria, BeimymeHHsii B bullseye, mepexiro-
yaeT API OpenStack Ha ucnoss3oBanue HOBoro ¢popmara YAML. B pe3ypTaTe GOJIBIIMHCTBO CEPBHUCOB
OpenStack, sBxmouas Nova, Glance u Keystone, noxoxe, He paboTaioT co BceMu nosutukamu API, ABHO
MpONUCaHHBIMU B (aiiyiax policy. json. Takum 06pa3oM, makeTHl Tellepb NOCTABJIAITCA C KATaJI0roOM
/etc/PROJECT/policy.d, cogepxamuM dain 00_default_policy.yaml, B KOTOPOM BCe MOJIU-
TUKU 110 YMOJTYaHUI0 3aKOMMEHTHPOBAHBI.

Yrtobwl cTapeiii aiyt policy.json He paboras, maketsl Debian OpenStack Temeps mepenMeHo-
BBIBAIOT 3TOT ¢aiii B disabled.policy.json.old. B HEKOTOPHIX ciaydasx, KOraa HUYEro JIydilero
HeJib3s OBLJIO cAejIaTh K MOMEHTY BhIycKa, ¢paiyi policy . json gaxe mpocrto yganaaerca. [lostomy ne-
pen oOHOBJIEHHEM HACTOSITEJIBHO PEKOMEH/IYeTCsl CO3/]aTh PE3EPBHYI0 KOMUI0 (PaiioB policy. json
BalllUX pa3BepThIBaHUM.

Bosiee noapo6Has nadopmanus JOCTyIHa B aBTOPCcKoM (upstream) fqokymenTtanuu (https://governance.
openstack.org/tc/goals/selected/wallaby/migrate-policy-format-from-json-to-yaml.
html).

5.1.10 Bpewms npocrtosa sendmail Bo BpeMsa o6HOBJIeHUA

B orTimune OT OOBIYHBIX OOHOBJIEHMH sendmail, BO BpeMs oOHoOBJieHUA buster o bullseye ciyx6a
sendmail 6yzmeT ocraHoBJIeHa, 4TO MpuBeeT K 60JblIEMy BpeMeHH MPOCTosA, YeM 00br9HO. Ob1ue pe-
KOMeH/Jalluy 10 COKpallleHUI0 BpeMeHM IPOCTOA NpuBeeHkl B pasfesie Paznen 4.1.3.

5.1.11 FUSE 3

Hexkoropsle nakeTsl, BKjIo4as gvis—fuse, kio-fuse U sshfs, nepexmounnncs Ha FUSE 3. Bo Bpems:
0OHOBJIEHUA 3TO NpUBeJeT K yCTaHOBKe fuse3 U yJajleHuio fuse .

B HEeKOTOPBIX UCKJIIOUUTEJIbHBIX CJIy4yasx, HallpuMep, PU BHIIOJHEHUN 0OHOBJIEHNS IIyTeM BBINOJI-
HeHUsA TOJIbKO apt-get dist-upgrade BMecTo pekoMeHAyeMbIX IIaroB o6HOBJIeHUs U3 I'y1aBa 4, make-
ThI, 3aBUCAIME OT fuse3 MOryT OBITh COXpaHeH BO BpeMs 0OHOBJIeHUs. [IOBTOpHOe BHIIIOJIHEHUE INa-
roB, onucaHHbIX B Pasnen 4.4.5, ¢ nomompio apt u3 bullseye vim nx oGHOBJIeHNE BPYYHYIO TIO3BOJIUT
YCTPaHUTH 3TO.

5.1.12 ®aii1 napamerpoB GnuPG

HaunHas ¢ Bepcun 2.2.27-1, HaCTpOMKHU [J1A KaXXO0r0 I0JIb30BaTe isA B Habope GnuP G OBLIN OJIHOCTHIO
M3MeHeHH Ha ~/ . gnupg/gpg.conf, a ~/ .gnupg/options 6oJblle He ucHob3yeTcs. [loxanylicta,
nepeuMeHyHTe Qaiis, ecsii HEOOXOUMO, UJIU ITlepeMeCcTUTe ero CoOAepXXUMOoe B HOBOE MECTO.

5.1.13 Linux 1o yMoJIYaHUIO HOAAEePKUBAET UCIOJIb30BaHUE MOJIb30BATEJIbCKUX
MNPOCTPAHCTB UMEH

Haumnas ¢ Bepcuu Linux 5.10, BceM NOJb30BaTesIAM 110 YMOJIYAHUIO paspellieHO CO3A4aBaTh MOJIb30-
BaTeJIbCKHE IIPOCTPAHCTBa UMeH. DTO MO3BOJIUT TaKUM IIporpaMMaM, Kak BeO-Opay3epsl 1 MeHeaKephl
KOHTelHepoB, co3/aBarh 0oJiee orpaHrUYeHHbIE U30JIMPOBAHHBIE Cpellbl JJI1 HeHa[eXXHOTo Uil MeHee
HaJIeXHOro KoAa 6e3 HeoOXOJUMOCTH 3aMycka OT UMeHH root MM NCIOJIb30BAHMS IIOMOIHUKA setuid-
root.

B npenpinymem cranmapTte Debian nmo ymosuanuio sta ¢GyHknuA Oblla orpaHUYeHa MpoLiecCaMH,
3anyILieHHbBIMY OT UMEHU M0JIb30BaTesIA root, IOCKOJIbKY 3TO BHI3BIBAJIO OoJIblie MpobseM ¢ 6e30MmacHo-
CThI0 B Afape. OQHAaKo, IO Mepe TOTrO Kak peanu3anusa 3Tol GyHKIMM cTtana 6osee 3¢PeKTUBHON, MBI
Tellepb YBEPEHHI, UYTO PUCK e€ BKJIIOUEHNs llepeBellBaeTcs [IperMyllecTBaMy 6e301acHOCTH, KOTOphle
OHa IIpefloCcTaBJIAeT.

Ecnm npennountaeTe OrpaHUYUTh UCIIOIb30BaHUe 3TON GYHKINMY, 3afaiiTe sysctl:

user.max_user_namespaces = 0

O6paTuTe BHUMaHME, YTO NMPYU HAJTUYNUU 3TOTO OTPAaHUYEHUS pa3/IMYHbIe GYHKI[UY pabovero cTojia u
KOHTeliHepa He OyyT paboTaTts, BKJItouas BeO-0pay3epsl, WebKitGTK, Flatpak ¥ MUHUATIOPHI GNOME.

Cnemuduunbiii Ansa Debian sysctl kernel .unprivileged_userns_clone=0 UMeeT aHAJIOTHUY-
HbBIN 3 PeKT, HO ycTape.
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5.1.14 Linux 1o yMOJIYaHUIO OTKJIIDYEHBI HEIPUBUJIETHPOBaHHbBIE BbI30BbI bpf()

Hauwnnas c¢ Bepcun Linux 5.10, Debian mo ymMoyiyaHMI0 OTKJTIOYAET HENPUBUJIETPOBAHHbIE BEHI3OBHI
bpf(). OfHaKO MOXHO M3MEHUTH 3Ty HACTPOUKY MO3XKe, ecu notpebyercs, 3anucaB 0 wiu 1 B sysctl
kernel.unprivileged_bpf_disabled

Ecnm npennountaere, 4ToOB HeIIPUBUJIErIPOBaHHBIE BBI30BH bpf() ocTaBavich BKIIOUEHHBIMU, YCTa-
HoBUTe sysctl:

kernel.unprivileged_bpf_disabled = 0

[MpuyrHB U3MEHeHUA HAcTpoek Mo yMosyaHuio B Debian cmoTpute omumbky 990411 (https://
bugs.debian.org/990411) and 3anpoca Ha U3MeHeHHUe.

5.1.15 redmine orcyTcTByeT B bullseye.

[TakeT redmine He mpenaocTapsieTcsa B bullseye, Tak kak OBLIIO CIMIIKOM MO3AHO MEPEXOAUTH CO CTa-
poli BepcuM rails, KOTopas HaXOQUTCS Ha 3aBeplialoleil cTaauy NoAAepXKKY (ToJIyyaeT UCIpaBJieHns
TOJIBKO JIJIs CEPhE3HBIX OIHOO0K 6e30nacHOCTH), Ha Bepcuio u3 bullseye. Pazpa6otunku Ruby Extras
BHUMATEJIbHO CJIEIAT 32 OOHOBJIEHUSIMU U BBITYyCTAT Bepcuio yepe3 backports (https://backports.
debian.org/), Kak TOJBKO OHA OyJeT BBINTyIIeHA W y HUX NOSABATCA paboume makeTsl. Ecim He mo-
XKeTe JOXIAThCsA, [IOKA 3TO MPOM30IeT, pex/ae yeM 0OHOBJIATH, MOXHO UCIO0JIb30BaTh BUPTYAIbHYIO
MallVHY WA KOHTEWHEeP Mo yIpaBJieHrneM buster, YTOGB M30JIMPOBATH 3TO KOHKPETHOE MPUJIOXKEHHUE.

5.1.16 Exim 4.94

IMoxauyiicta, pacemoTtpute Bepcuio Exim B bullseye kak cepvé3roe o6HOBIeHne Exim. OH BBOAUT KOH-
LEMI1I0 NCKaXeHHBIX JaHHBIX, CUUThIBa€MbIX 13 HeHaJ|eXKHbIX NCTOYHUKOB, TaKUX KaK, HallpuMep, OT-
IpaBUTeJIb WIKM MOJIy4yaTesb cooOleHns. DTU UCKaXeHHBle JaHHble (Hanpumep, $local_part Wim
$domain) HeJb3s UCIOJIb30BaTh, CPeIU MPOYEro, B KauecTBe MMeHM (arina, kaTajora Wil KOMaH/BL

OTO Hapywum paboTy HaCTPOeK, KOTOphIe He OBl 0OHOBJIEHBI COOTBETCTBYIOIMM 00pa3oM. CTapble
daiinel koHuryparuu Debian Exim Takxe He 6yayT pabotaTh 6e3 n3MeHeHHI; He0OX0AUMO YCTaHO-
BUTbH HOBBIE HACTPOMKHU C O0beJUHEHHBIMU JIOKAJIbHBIMY NU3MEHEeHUAMU.

TunuuHele IprMepsl HEPabOTOCIIOCOOHOCTH BKJIIOYAOT:

» Otmpaska 1o afpecy /var/mail/$local_part. Hcnomnp3yiiTe $local_part_data B coueTa-
HUU ¢ check_local_user.

* C IOMOIIIBIO

data = ${lookup{S$local_part}lsearch{/some/path/$domain/aliases}}

BMECTO

data = ${lookup{S$local_part}lsearch{/some/path/$domain_data/aliases}}

Ju1s daiina ncepJoHNMa BUPTYaJIbHOI'O JOMeHa.

OcHoBHasA cTparerusa paboThl C 3TUM HM3MeHeHNeM 3aKJII0UaeTCsA B MCIOJIb30BaHUU pe3yJibTarta Io-
HCKa MpHU JlajibHen e 06paboTke BMeCTO UCXOMHOTO (MpeJoCTaBJIEHHOTO Y/IaJIeHHO) 3HAYEHUS.

YToOHB! yIIPOCTUTh OOHOBJIEHHE, IOABUJIACh HOBASA OMIUA OCHOBHOHN KOHGUTypalyuy, Mo3BoJIA0Ias
BPEMEHHO MOHU3UTH yPOBEHD OMIMOOK taint o YpPOBHA mpeaymnpexaeHui (warning), mo3BoJisAs CTapOu
koHpurypanuu paborath ¢ 60Jiee HOBBIM Exim. UToObI 1CIIOJIb30BaTh 3Ty QYHKIMIO, J06aBbTe

.ifdef _OPT_MAIN_ALLOW_INSECURE_TAINTED_DATA
allow_insecure_tainted_data = yes
.endif

B KoHOQurypanuio Exim (Hampumep, B /etc/eximd4/eximd.conf.localmacros) neped oOHOB-
JleHreM U NpoBepbTe (aiiy xKypHajla Ha Hajuuue taint npeaynpexieHnil. OToO BpeMeHHOe pellleHue,
KOTOpOe yXe IIoMeueHO JJiA yAaJieHus [IpU BHeApeHUM.
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5.1.17 IIpoBepka ycrpoiicTBa SCSI sABJifdeTca HeJleTepMUHHUPOBAHHOM

W3-3a nuameHeHnuii B sifjpe Linux mpoBepka ycTpoiicTB SCSI 6oJiblile He sBjisieTCs JeTepMUHUPOBAHHOM!.

OTO MOXeT OBITh ITPO0JIEMOI [IJ1A YCTAHOBOK, KOTOPHIE 3aBUCAT OT MOpPsAAKa IIPOBEpKU Arcka. B aTowm co-

obmieHue u3 cnrcka paccsiku (https://lore.kernel.org/lkml/59eedd28-25d4-7899-7c3c-89fe7fdd4
acm.org/) NpeAaramTCs ABe BO3MOXHBIE aJbTEPHATUBHI, WCIIOJIb3YION[UE CCHUTKM B /dev/disk/

by-path nim npaBujo udev.

5.1.18 rdiff-backup TpebGyeT oJHOBpeMeHHOr0 OOGHOBJIEHH: cepBepa U KJIMEHTA

CerteBoi1 mpoTOKOJI Bepcuii 1 u 2 rdi f f-backup HECOBMECTUM. DTO 03HAYAET, YTO HAZO UCIIOIb30BATh
oAHYy U Ty xe Bepcuio (1 wim 2) rdi f f-backup JIOKaJIbHO U yJaeHHO. [TocKkoJIbKY buster mocrapiseT-
cs c Bepcueii 1.2.8, a bullseye — ¢ Bepcueii 2.0.5, 06HOBJIEHUE TOJTBKO JIOKAJIBHOMN CUCTEMBI UJTH TOJIBKO
yaaneHHo# cucteMsl ¢ buster Ha bullseye npuBefieT K pas3phiBy CBsA3M rdi f f-backup MeXay HUMHU.

Bepcus 2.0.5 rdi f f-backup gocTymHa B apxuBe buster-backports, cmotpute backports (https://
backports.debian.org/). DTO HO3BOJIAET MOJIH30BATEIIAM CHAYaJIa OOHOBUTH TOJIbKO HMakeT rdi f f-backup
B CBOUX cucTeMax buster, a 3aTeM camocTosATeIbHO OOHOBUTH cucTeMsI 10 bullseye B yno6Hoe a1 Hux
BpEM.

5.1.19 IIpo6seMbl ¢ MUKPOKOAOM mpoueccopa Intel

[TakeT intel-microcode, KOTOPHI B HacTosIlee BpeMs AocTyneH B bullseye u buster-security (cm.

DSA-4934-1 (https://www.debian.org/security/2021/dsa-4934)), cOOepXuT ABe N3BECTHHIE
cyliecTBeHHbIe omMOKu. [[71s1 HeKoTOphIX mporeccopoB CoffeeLake 3To 0GHOBJIEHNE MOXET IIPUBECTU K

rmoJioMKe ceTeBbIX MHTepdericoB (https://github.com/intel/Intel-Linux-Processor-Microcode—-Date
issues/56), UCHOJB3YOMNX firmware—-iwlwifi, U AJIs HEKOTOPHIX mporeccopoB Skylake RO/DO B

cucTeMax, UCIMOJIb3YIOLUX OUYeHb ycTapesliee BcTpoeHHoe [TI0/BIOS, cucrema MoXxeT 3aBucaTh IIpU 3a-

rpy3ke (https://github.com/intel/Intel-Linux-Processor-Microcode-Data-Files/issues/

31).

Eciu oTiioxunu o6HoBJieHNe ¢ Bepcuu DSA-4934-1 uz-3a 1106011 U3 3THUX NpobJieM WM Y Bac He
BKJIIOUEH apxXuB 6e30MacHOCTH, UMeTe B BUIy, YTO OOHOBJIEHHE NakeTa intel-microcodeB bullseye
MOXeT IPUBECTH K 3aBHCAHMIO Balllell CUCTEMBI IIPU 3arpy3ke WM cjaomarh iwlwifi. B 3Tom ciyyae BBl
MOXeTe BOCCTAHOBUTHCS, OTKJTIOUMB 3arpy3Ky MUKPOKO/IA MPU 3arpy3Ke; CMOTPUTE MHCTPYKIMHU B DSA,
KOTOpBbIE TAKXE HAXOOATCA B intel-microcode README.Debian.

5.1.20 Oo6HoBeHMs, BKovaomue libgelc2, TpebyloT AByX 3amycKoB

[TakeTsl, KOTOPHIE 3aBUCAT OT 1ibgclc2B buster (Hampumep, guile-2.2-1ibs), MOTYT GBITH OTJIO-
XeHbl BO BpeMs MEPBOro MOJIHOTO 0OHOBJIeHUs J0 bullseye. IToBTOpHOE 0GHOBJIEHHE OOBIYHO pelaeT
npobsiemy. [IpuyrHa npobJiemsr B omubke #988963 (https://bugs.debian.org/988963).

5.1.21 fail2ban He MOXeT OTHPaBUTH JIEKTPOHHOE NMMCHMO, UCIIOJIb3Y s mail u3
bsd-mailx

[Taker fail2ban MOXHO HACTPOUTH [JIs OTHPABKU yBeJOMJIEHUI 10 3JIeKTPOHHOMU moute. [[jiA 3TOrO
HICIOJIb3YyeTCs KOMaHAa mail, koTopas nmpegocTaBisieTcsi HeCKOJIbKMMU nakeTamu B Debian. O6HOBIIe-
HUe IJIs1 CUCTeMBI 06e30macHOCTH (Heo6X0AUMOe Il CUCTeM, HCIOJIB3yImux mail u3 mailutils),
BBITYIIIeHHOE HEIIOCPeICTBEHHO Iepe] BrmyckoM bullseye, Hapymiio 3Ty GyHKINOHAIBHOCTD IJIA CH-
cTeM, B KoTopex mail npefocrasisieTcss bsd-mailx. [Tosp3oBaTesnu fail2ban B coueTaHuy ¢ bsd-mailx,
KOTOpBIe XOTAT fail2ban OTHPABJIATH 3JIEKTPOHHYIO MOYTY, JOJIKHBEI JIMOO MEPEKIIOYUTHCA Ha YTO-

TO ApPYyroe NpeocTaBiisiionee mail, 1160 BpyYHyI0 OTKAaTUTh UCXOHBIN KOMMUT (https://github.
com/fail2ban/fail2ban/commit/410a6ce5c80dd981¢c22752da034f2529b5eee844) (KOTOPHIA
BCTaBUJI CTPOKY "—E ’'set escape’” B HECKOJIBKMX MecCTaxX B /etc/fail2ban/action.d/).

5.1.22 Bo BpemMs 00HOBJIEHHA HOBbIE NOAKJIIOYeHU 110 SSH HEBO3MOXXHBI

Xots cymiecTByoie coequtenus Secure Shell (SSH) noJyokHBI TpooskaTh paboTaTh mocjie 0GHOBITE-
HUA B OOBIYHOM peXHMe, 13-3a HeOJIarONpUATHBIX OOCTOATEBCTB EPUO]], B TeUYeHHE KOTOPOT'0 HOBEIE
SSH-coeniuHeHus He MOTYT OBITh YCTAHOBJIEHBI, OKa3bIBaeTcs OoJiee UINTEIbHBIM, YeM OObluHO. Eciu
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0OHOBJIeHMeE BHIIOJIHAETCA 10 SSH-coeAnHeHNI0, KOTOpOoe MOXeT ObITh IIpepBaHO, peKOMeHayeTcs 00-
HOBUTb openssh-server nepef NOJHBM OOHOBJIEHHEM CHCTEMHL.

5.1.23 Oo6HoBeHHe Open vSwitch Tpebyer namenenus interfaces(5).

O6HOBJIeHNE openvswitch MOXeET He IPUBECTH K BOCCTAHOBJICHHUIO MOCTOB IOCJIe 3arpy3ku. O6xos-
HOH Iy Th 3aKJII0YaeTCA B CJIeAyIOIeM:

sed —-i s/”allow-ovs/auto/ /etc/network/interfaces

[Moapo6Hee cm. ommdka #989720 (https://bugs.debian.org/989720).

5.1.24 To, 4yTO cJenyeT cAesaTh nocje OOHOBJIEHH U [0 Nlepe3arpy3Ku

Korna OyneT 3aBepilieHO BBHINOJIEHHME KOMaHAB apt full-upgrade, «bopMasibHas» npoueaypa oo-
HOBJIEHUs OyneT 3aBepiueHa. [y o6HoBIeHNs o bullseye He TpeGyeTcs BBRIIOJHATD KaKUX-JINOO cre-
[[HaJIbHBIX IeIICTBUI 10 BHINOJIHEHUA [lepe3arpys3KHu.

5.2 DJJieMeHThl, He OrpaHUYMBaIOLIMEC IPOLecCCOM OOHOBJIEHUA

5.2.1 OrpaHuyeHus nogaepXKu 6e30MacHOCTH

Jlo1a HekoTOphIX MakeToB Debian He MoXeT rapaHTUPOBATh KaKOM-TM00 MUHUMAJIBHOU MOAAEPKKU KC-
mpasJieHui 6e3onmacHocTH. O TaKMX NakeTax HAIMCAHO B CJIEAYIOIUX pa3feiax.

3AMEYAHUE

[MakeT debian-security-support NOMOraeT OTCNEXUBaTb CTaTyC NOAAEPXKKM
6e30MacHOCTY YCTaHOB/IEHHbIX MaKeToB..

5.2.1.1 CocrosHue 6e30macHOCTH Be6-6pay3epoB U UX ABMKKOB OTPUCOBKH (rendering engines)

B Debian 11 BKk/II0UeHO HECKOJIBKO Gpay3epHBIX IBIXKOB (browser engines), B KOTOPBIX OCTOSIHHO Ha-
X0oOAT 60JIBIIOe KOJIMYECTBO YA3BUMOCTel 6e30acHOCTH. BRICOKUI yPOBEHD YIPO3 U YaCTUYHOE OTCYT-
CTBUE aBTOPCKOM NOJIEPXKKU B BHJe AOJITOCPOYHBIX BETOK OUYeHb 3aTPYAHAIOT MOJANEPXKY 3TUX 6pa-
y3epOoB U JIBIXXKOB C IIOMOIIBIO ITIepeHoca McIpaBJieHnil 6e30MacHOCTU B cTapble Bepcuu. Takxke n3-3a
B3aUMO3aBHCUMOCTU OHUOJIMOTEK HEBO3MOXHO IPOM3BECTU 0OHOBJIeHNE 10 HOBBIX Bepcuii. Takum obOpa-
30M, Gpay3epsl, CO3/JaHHbIe, HAaIpUMep, Ha ABrkKax webkit u khtml!, Bxmouens B bullseye, Ho Ha Hux
He pacHpoCTpaHAeTcs Moanepxka 6e3onacHocTy. DTU Opay3epsl He cJleJyeT UCIIOIb30BaTh HA HEHAAEeX-
HbIX BeO-caiiTax. Ha mBrxku webkit2gtk u wpewebkit noamepxka 6e30MacHOCTHA pacnpocmpaHsaemcs.

[ TUNMYHOTO MCHOJIb30BaHUs Beb-Opay3epa pekomeHayem Firefox win Chromium. OHu 6yayT
MOAAEPKMUBATHCA B aKTYaJIbHOM COCTOSHUU IyTeM cOOPKU TeKylux BeiyckoB ESR s crabusbHOrO
(stable) Bbimycka. (IpyM. Tep.: HACTOATEIFHO peKoMeHyt0 Firefox, oH 0GHOB/IAETCA 3HAYNTEJIBHO JTyY-
me Chromium) Ta xe crpaTterus 6yaer npumeHeHa u K Thunderbird.

5.2.1.2 OpenJDK 17

Debian bullseye nocrapisieTcs ¢ Bepcuel paHHero foctyna OpenJDK 17 (caedyromen oxXugaeMo Bep-
cuell OpenJDK LTS mocjie OpenJDK 11), 4TOOBI n36eXaTh JOBOJIBHO YTOMHTEJIBHOIO IIpoliecca Ha-
yaJibHOU 3arpy3ku. [Imanmpyercs, uto OpenJDK 17 mosiyuut o6HOBJIeHUe B bullseye no ¢puHampHON
BEPCHU, aHOHCUPOBAaHHON Ha OKTAOph 2021 rofa, 3a KOTOPHIM MOCJIeAYIOT OOHOBJIEHNA 6e30MacHOCTU
o Mepe HeoOXOOUMOCTHU, HO TOJIb30BaTeJIAM He CJIeyeT OXUAATh MOsBJIEHUs OOHOBJIEHUI IJIS KaXk-
JI0r0 eXeKBapTaJIbHOro OOHOBJIEHNA 6€30MaCHOCTHU.

13Tu JBUXKHU TOCTABJIAIOTCA B HECKOJIBKUX PA3/IMYHBIX MCXOJHbIX MAKETaX, U 3TO KACAETCS BCEX MaKeTOB, KOTOPhE UX TO-
cTaByLI0T. [Ipo6iieMa Takxke paclpocTpaHseTcs Ha MeXaHU3MBI BeO-OTPUCOBKH, SBHO He YIOMAHYTHIE 3/1eCh, 3a UCKIIIOUEHHEM
webkit2gtk u HOBOrO Wpewebkit.
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5.2.1.3 Ilaketsl Ha ocHOBe GO

Hudpactpykrypa Debian B HacTosmee BpeMs nMeet npobiieMbl co cO0PKOI MaKeTOB THUIOB, KOTOPHIE
cUCTeMaTHYeCKU KCIIOJIb3YIOT CTaTUYecKoe cBA3bIBaHMe. J[o buster 3To He 6BLIO peasbHOM TPo6IIEMOT,
HO C pOCTOM 3KocucTeMbl GO 3TO O3HayaeT, YTO Ha MakKeThl Ha ocHoBe GO OyZeT paclIpOCTpPaHAThCA
orpaHnuyeHHas noAfepkka 6e30macHOCTU OO TeX MOp, oka nHpacTpyKTypa He OyAeT yjIydlleHa JJid
obecrieueHHs UX OOCIyXMBaHUA.

Eciu ny1s 6ubsnmoTek pa3paboTku Go TpeOyloTcsA OOHOBJIEHUS, OHU MOTYT MOCTYIATh TOJIBKO B pe-
T'YJIAPHBIX KPYIIHBIX BBIIYCKaX, KOTOpPBbIe MOTI'YT BEIXOAUTD PeIKO.

5.2.2 [loctyn k npuiaoxenuio Hacrpoiiku GNOME 6e3 HCIIOJIb30BaHUA MBIIITH

Be3 yka3zaTesIbHOTO YCTPOMCTBA HET MPSAMOTo cliocoda U3MeHUTh HaCTPOUMKU B MpuJioxeHuu "HacTpoii-
ku GNOME”, npenocrasisieMoM gnome-control-center. B kauecTBe 06X0AHOTO IyTH MOXHO IIe-
peiiT OoT 6GOKOBOI MaHeJIN K OCHOBHOMY COAEPXXUMOMY, ABAKABl HaXkaB Ha CTPEJIKy BIpaBo. UTOOH
BEpHYThCA K OOKOBOII MaHe M, BB MOXeTe HayaTh MoucK ¢ nomoirsio Ctrl +F, BBecTu uTo-1160, 3aTeM
HaxaTbh Esc, 4TOOB OTMEHUTH MOUCK. Tenepb MOXKHO MCIIOJIb30BaTh CTPEJIKY BBEPX U CTPEJIKYy BHU3
1A HaBUTanuu Mo 60KoBoi naHe . HeBo3MOXHO BRIOpaTh pe3yJIbTaThl IOKCKA C IOMOIIIBI0 KJIAaBUATY-

PBL

5.2.3 TIlapMeTtp 3arpy3kKku rescue HeJOCTyNeH 0e3 nmapoJis root

B cBA3u ¢ peasmzanmell sulogin, MCIOJIb3yeMOM HauwHas c buster, Ajs 3arpysku ¢ mapaMeTpoM
rescue Bcerga TpedyeTcs mapoJis root. ECJi OH He yCTaHOBJIEH, 3TO JE€JIaeT PEXHUM BOCCTAHOBJIEHUS
IpakTU4eCKH HeJOCTYIHBIM. OHAKO 3arpy3Ka Mo-MpexXHeMy BO3MOXHA C MCII0JIb30BaHUEM MTapamMeTpa
Aapa init=/sbin/sulogin --force

Y106l HACTPOUTH Systemd Ha BBITIOJTHEHNE aHAJIOTUYHBIX TEMCTBUI BCAKUI pa3, KOrJa OH 3arpyxa-
€TCs B aBapUUHBIN peXUM (Takke U3BECTHBIN Kak OAMHOYHBIN pexxum: cmoTpuTe systemd(1) (https:
//manpages.debian.org//bullseye/systemd/systemd.1.html)), 3anycrure sudo systemctl
edit rescue.service u coznaiiTe cieqynommi air:

[Service]
Environment=SYSTEMD_SULOGIN_FORCE=1

Bo3MoxHO, Takxke (M1 BMECTO 3TOr0) 65110 OBl ITOJIE3HO C1eJIaTh 3TO A MOAYJIA emergency . service,
KOTOPBIH 3aITyCKaeTCs agmomamuyiecku B cIydae orpefesieHHbIX omnbok (cM. systemd.special(7) (https:
//manpages.debian.org//bullseye/systemd/systemd.special.7.html)), WK €CJI B KO-
MaHJHYIO0 CTPOKY sApa iobaBjieH emergency (HallpuMep, ecjii cucTeMa He MoXeT ObITh BOCCTaHOBJIe-

Ha C [TOMOIIBI0 PeX1Ma BOCCTAHOBJIEHUS).

[TpuumHb 1 06CcyXAeHue nocaecTBUi 1A 6e3onmacHocTu cMoTpute B #802211 (https://bugs.

debian.org//802211).

5.2.4 32-0utHble rocresble Bepcuu Xen PV He noanep>xuBalTcs

Anppo Linux (HaunHas ¢ Bepcuu 5.9) Gosipllle He nojiiepkrBaeT 32-0UTHbBIE BUPTYyaJibHble MAIIUHBL xen,
ucnosb3ylomue pexuM PV (https://wiki.xenproject.org/wiki/Virtualization_Spectrum).
Takue BUpTyaJbHbBle MalIHBI HEOOXOAUMO ITpeobpa3oBaTh B apxuTeKTypy 64-6utHoro IIK.

[TpoBepuTh, B KAKOM peXUMe 3alylleH rocTeBoi cepep Xen (BHYTpU BUPTYaJIbHON MaIIMHBI) MOX-
HO TaxK:

$ cat /sys/hypervisor/guest_type
PV

Ha BupTyasibHBIe MalHbL, KOTOpPble BO3BpallaloT, HapuMep, PVH miu HVM, 3TO He BjusAeT.

5.3 YcrapeBaHue U HeleJIecOOOpa3HOCTh

5.3.1 3aciyxusamuiye BHUMAaHUsA yCTapeBllne IaKeThl

Huxe MPUBOUTCS CIMCOK 3aC/yXHBAKOIINX BHUMaHUA yCTapeBIIMX MakeToB (omucaHue cMm. B Pas-
nei 4.8).
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B cnmcok ycTapeBIINX AKETOB BXOSAT CJIeAyIOINe TaKeTHI:
+ TTaker 11i1lo 6bu1 yoasieH us bullseye. I[IpeemunkoMm lilo B kauecTBe 3arpy3uuka fABJseTCA grub?2.

+ [lakeT ynpaBjieHUs cnyickamu paccbuiku Mailman Bepcuu 3 ABjifgeTcs e QUHCTBEHHOMN JOCTYITHOM
Bepcuell Mailman B 3ToMm Bhimycke. Mailman Ovl1 pa3fesieH Ha pasjinYHble KOMIIOHEHTHI; s-
PO AOCTYIHO B MakeTe mailman3, a MOJHBIN HaOOP MOXHO MOJIyYUTh C ITIOMOIBI0 MeTamnakeTa
mailman3-full.

Vcrapesmmas Bepcus Mailman 2.1 6osbiie HefocTynHa (paHblie 3TO ObUT HaKeT mailman). OTa
BETKA 3aBUCHUT OT Python 2, KoTopsIii 6oJibllie He JOCTymeH B Debian.

WHcTpyKnyy 1o 0OHOBJIEHUIO, TIOXKAJIYHCTa, CMOTPUTE B pasfesie JOKYMEHTAIUs IO MePeHOCY
npoekTa. (https://docs.mailman3.org/en/latest/migration.html)

« Anpo Linux GoJibllie He mOAAepXkuBaeT isdn4linux (i4l). CiegoBaTesibHO, COOTBETCTBYIOIINE
NOJIb30BaTeJIbCKUe MaKeTHl isdnutils, isdnactivecards, drdsl U ibod ObUIM yAajieHBl U3
peno3uTopus.

* VcrapeBmue 6ubsmoreku libappindicator GoJibllle He MpegOCTaBJIAITCA. B pe3yJsibTaTe CBA3aH-
Hble TTakeThl libappindicatorl, libappindicator3-1 u libappindicator-dev 6oJblie
HenocTynHel. OXuJaeTcs, 4yTO 3TO MpHBeleT K olMOKaM 3aBUCHUMOCTEN AJiA CTOPOHHEero Ipo-
rpaMMHOro ofbecIieueHus, KOTOpoe Bce eme 3aBucut oT libappindicator g obecneueHus moa-
JIepXKH CUCTEMHOT'O Tpesl U UHIUKATOPOB.

Debian ucnosb3yeTr 1libayatana—appindicator B kauecTBe npeemHuka libappindicator. Tex-
HUYeCcKyIo MHPOpMaIuo cMOTpUTe B 5ToM 00bABIeHnu (https://lists.debian.org/debian-devel/
2018/03/msg00506.html).

 Debian GoJibliie He pefocTaBiisgeT chef. Ecou Bol ucnosibdyete Chef fy1a ympasyieHus koHGUry-
parueii, Jy4dmmM crioco6oM oOHOBJIEHUs], BEPOSATHO, Oy/1eT epexo]] Ha KUCII0JIb30BaHNe ITaKeTOB,
npenocraniisieMbix kommanuer Chef Inc. (https://www.chef.io/).

[MogpobHyto uHpopmanuio 06 yaajieHnu CMOTPUTe B 3ampoce Ha yaaneHue (https://bugs.
debian.org/cgi-bin/bugreport.cgi?bug=963750).

+ Cpok ci1yx0sI Python 2 yxe ncTek, 1 HUKaK1UX OOHOBJIEHU! JJIA CCTeMBl 6e30I1aCHOCTH OH TI0JIy-
yaTh He OyaeT. OH He NOAAEPKUBAETCA AJ1A 3aIycKa MIPUJIOKEeHUH, a MaKeThl, MCIOJIb3YIOLIIeE €T0,
6o nepeBeAeHsl Ha Python 3, 6o yganens.. OgHako Debian bullseye no-mpexHeMy BKIIOYaeT
Bepcuio Python 2.7, a Taxxe HeGOJIBIIIOE KOJIMYECTBO NHCTPYMEHTOB Ui c6opku Python 2, Takux
Kak python-setuptools. OHH IPUCYTCTBYIOT TOJIBKO IOTOMY, YTO TPEOYIOTCS JIsI HECKOJIBKUX
MpoLeccoB cOOPKY MPUJIOKEHU, KOTOPHIE ellje He OblI nepeBeAeHsl Ha Python 3.

+ IMakeT aufs—dkms He ABJseTCA yacThio bullseye. BosbmuHCTBO NoJib30BaTesiell auf s—dkms JOIK-
HbI UMETh BO3MOXHOCTh MEPEKJTIOUNTRCA Ha overlayfs, KOTOPHIE 06ecreuynBaeT aHaAJIOTUYHYIO
(pyHKIMOHABHOCTD MpU MOAAepXkKe sgpa. OQHAKO BO3MOXHA ycTaHOBKa Debian B daiiyoByio
cucTeMy, KOTOpas HecoBMecTHMa C overlayfs, HampuMep, xfs 6e3 d_type. Ilonp3oBaTenam
aufs—-dkms peKOMeHyeTCsA MepeiTH ¢ aufs—-dkms nepeld o6HOBJIeHHEM 10 bullseye.

+ JlucrieT4yep ceTeBBIX MOJKIIIOUEHNH wicd GoJiblie He 6yeT JOCTYIleH ocje 0OHOBJIeHNs, I03TO-
My, 4TOOBI M30exaTh ONACHOCTU MOTepU MOAK/IIOYeHHs, I0JIb30BaTe/IAM peKOMeHAyeTcs nepen
00HOBJIEHEM [IePEeKJIIOUNTHCA Ha aJIbTEPHATUBHBIN BapUaHT, TaKOH Kak network-manager WA
connman.

5.3.2 Ycrapepmue koMnoHeHTHI bullseye

B ciienyiomnieM Boimycke Debian 12 (komoBoe uMs bookworm) HeKOTOpBIe BO3MOXHOCTH ycTapeu. [10J1b-
30BareisIM TpebyeTcs MepeiTH Ha KCIOJIb30BaHNe APYTUX aJIbTEPHATUB, YTOOH n36exaTsh npobyeM ¢
oGHoBJIeHeM 1o Debian 12.

V3MeHeHUs1 KOCHYJIUCH CIIEAYIOIUX BO3MOXKHOCTEH:

+ Hcropuueckue 060cHOBaHM KOMIOHOBKY (layout) ¢daiiyioBoii crcteMsl ¢ KaTajioraMu /bin, /sbin
U /1ib OTZEJIbHO OT UX SKBHMBAJIEHTOB B /usr CEro/IHs 60JIbIle He IPUMeEHSI0TCs; cM. Freedesktop.org
kpaTtkoe cofepxanue (https://www.freedesktop.org/wiki/Software/systemd/TheCaseForTheUsrMer«
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Debian bullseye craner nocyienHelt Bepcueri Debian, nommepxuBaroieii He-00beIUHEHHYIO KOM-
MaHOBKY UST; IJIA CCTEM C yCTapeBIllei KOMIIOHOBKO, KOTOpbIie ObLIN OOHOBJIEHBI €3 mepeycTa-
HOBKH, CYIIIECTBYET IaKeT usrmerge, MO3BOJIAIONINI IIPY XeJIAHUH BHIIOJHUTE peoOpa3oBaHUe.

+ bullseye — 3710 mocyeguuii penu3 Debian, B koTopsiii fo6asieH apt-key. Ynpasienue kiodyamu
JOJIKHO OCYyIIEeCTBJIATHCA Ty TeM Jo0aBJieHUA GallyloBB /etc/apt /trusted.gpg.d B ABOUYHOM
dopmare corsacHo gpg --eXport ¢ pacumpeHueM .gpg, uin B popmare ASCII ¢ pacmupenuem
.ascC.

[Lnanupyercs 3ameHa apt-key list 1A pyyHoro ucciaeoBaHus CBA3KHM KiIoyeli, HO paboTa ele
He HayaJack.

+ CepBepHbie yacTu 6a3bl JaHHBIX s1apd slapd-bdb(5) (https://manpages.debian.org//bullseye/
slapd/slapd-bdb.5.html), slapd-hdb(5) (https://manpages.debian.org//bullseye/
slapd/slapd-hdb.5.html)uslapd-shell(5) (https://manpages.debian.org//bullseye/
slapd/slapd-shell.5.html) ygajswoTcsa U He 6yayT BkimoueHs B Debian 12. Ba3sl gaHHBIX
LDAP, ucnosis3yiolye cepBepHbie YacTu bdb uin hdb, JOJIKHB OBITh ITlepeHeCceHbl Ha CEPBEPHYIO
yactb slapd-mdb(5) (https://manpages.debian.org//bullseye/slapd/slapd-mdb.5.
html).

Kpome Toro, cepBepHsie uyactu slapd-perl(5) (https://manpages.debian.org//bullseye/
slapd/slapd-perl.5.html)uslapd-sql(5) (https://manpages.debian.org//bullseye/
slapd/slapd-sqgl.5.html) ycTapeju u MOTYT OBITh y/1aJIeHbl B Oy AYIIUX BBITYCKaX.

ITpoext OpenLDAP He nmoaaepXHUBaeT ycTapeBllNe cepBepHble cucTeMbl. [loanepxka 3THUX cep-
BepHEBIX cucTeM B Debian 11 ocymiecTsiisieTcs 10 Mepe BO3MOXHOCTH.

5.3.3 O6opyaoBaHue, KOTOpOe 00Jibllle HE MOAIePKUBAETCS

Jlis psima ycTpolcTB Ha 6ase armel, KOTOpBIe mMojiiepxuBaivich B buster, Debian 6osbiie He MoXeT
cosaaBaTh TpebyeMoe Anpo Linux M3-3a anmnapaTHBIX orpaHudYeHuil. HemonaepkuBaeMBIMH yCTPON-
CTBaMMU SABJIAIOTCS:

* QNAP Turbo Station (TS-xxx)
« HP Media Vault mv2120

[Mosib30oBaTesIAM 3THX IIaTPOpM, KOTOpHIE, TEM He MeHee, XOTAT Nepeiitu Ha bullseye, ciemyer
BKJTIOYMTh UCTOYHUKU buster B APT. Ilepen oGHOBIeHHEM ciieiyeT Ao0aBUTh daiii HacTpoek APT, co-
JepXKaiuii:

Package: linux-image-marvell
Pin: release n=buster
Pin-Priority: 900

[Nognepxka 6e30nacHOCTU AJIA 3TOM KoOHGUrypaiuu 6yaeT geiicTBoBaTh TOJIBKO A0 OKOHYAHUA CpOKa
cJTyx0bI buster.

5.4 MW3BecTHBIE cepbe3Hble OIIUOKU

Xots Debian BeIycKaeTcs, KOT[Ia OH FOTOB, 3TO, K COXAaJIEHHUIO, HE O3HAYAET, YTO U3BECTHBIX OLMIMOOK

HeT. B pamkax mpoliecca BBIITycKa BCe OIIMOKY CTelleH! CEPbe3HOCTH Serious Wiy Bhlllle aKTUBHO OTCJIe-

KHUBaIOTCA KOMaHAOM pa3paboTurKoOB, IO3TOMY 0030p 3Tux omubok (https://bugs.debian.org/
cgi-bin/pkgreport.cgi?users=release.debian.org@packages.debian.org;tag=bullseye-can-d
KOTOpbIe ObLIN IIOMeUYeHH KaK UTHOpPUpPYEMBIE B MOCJIeJHEN YacTy BHITycKa bullseye, MOXxHO HaiiTu B

Cucreme oTcnexuBaHus omubok Debian (https://bugs.debian.org/). Cienywoimue omubKu BIIU-

sy Ha bullseye Ha MOMEHT BBIITyCKa U 3aCJIyXKUBAIOT YIIOMUHAHUA B 3TOM JOKYMEHTE:
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HoMep omubKu ITakeT (MCXOQHOTO KOAA HJIH Onmcanye
p JBOMYHBI)
ca-certificates-java:  /etc/ca-
22981 h : . ifi .d/jks-
9 98 (https://bugs ca-certificates-java certificates/update.d/jks
debian.org/922981) keystore He OGHOBJIAET
/etc/ssl/certs/java/cacerts
990026 (https://bugs. cron cron: CokpallleHHasA KOAUPOB-
debian.org/990026) ka B MAILTO npuBoauT k c6010
991081 (https://bugs. _ . girl.2-diodon-1.0 otcyTcTBy-
debian.org/991081) girl.2-diodon-1.0 IOT 3aBUCHMOCTHU
python-pkg-resources: moxa-
990318 (https://bugs. python-pkg-resources Jy#cTa, moGaBbTe OrpaHu-
debian.org/990318) YeHUs [Ji1 HeBEepPCHOHHBIX
nakeToB python
E-2021-32
991449 (https://bugs. . ucnpasuth - CVE-2021-32749
, fail2ban HapyleHne pabOThl CUCTEM C
debian.org/991449) . .
mail u3 bsd-mailx
mariadb-server-10.5: po-
990708 (https://bugs. mariadb-server—10.5,gald rgf[_ei\/[bl c oOHOBJIEHHEM H3-3a
debian.org/990708) HepewnoyeHus galera-3 ->
galera-4
g+ +-10: noxHas ommubKa cer-
2 : .
980‘} 9 (https://bugs srcigee—10 MEHTaLUU B PEXUMe C+ ?|-17
debian.org/980429) B append_to_statement _list_1
(tree-iterator.c:65)
980609 (https://bugs. . .

: -1 i386-cpuinfo.h
debian.orq/980609) src:gcc-10 otcyTcTByeT i386-cpuinfo
984574 (https://bugs. gcc-10-base: l:IO)I(aJIYI/ICTa,
debian.org/984574) gcc-10-base nobaBbTe Breaks: gcc-8-base

’ (<< 8.4
git-el,elpa-magit: He
yaaercs YCTaHOBUTD:
/usr/lib/emacsen-
984931 (https://bugs. git—el common/packages/install/git
debian.org/984931) emacs najgaer B
/usr/lib/emacsen-
common/lib.pl ctpoka 19,
<TSORT > crtpoka 7.
987264 (https://bugs. git—el git-el: He yZaeTcs yCTaHOBUTH
debian.org/987264) C TIOMOIIbI0 Xemacs21
debium.org 391082 | 9r1-2gta-1.0 o
948739 (https://bugs. rted gparted He HOJDKEH MacKUpO-
debian.org/948739) gparte BaTh MOJYJIU .mount
gparted DOJDKEH TPedIOXKHUTH
984714 (https://bugs. gparted exfatprogs u BepHYTh (QUK-
debian.org/984714) caluo, KoTopasd OTKJIOHsAEeT
exfat-utils
968368 (https://bugs. | . ifenslave: Hacrtpoiika bond-
. ifenslave master He II03BOJIAET JOOABUTH
debian.org/968368) .
nHTepdetic B bond
ifenslave: coeguHeHme He
990428 (https://bugs. | . paboraer B bullseye (c wuc-
. ifenslave
debian.org/990428) [I0JIb30BaHUEM HaCTPOKU
bond-slaves)
debian.org/991113) P pam. : P
HBII KaTajior
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4/css/bootstre

s/bootstrap*.c

HoMep omu6K ITakeT (MCXOQHOTO KOAA HJIH Onmcanye
p JBOUYHBI)
libgl1-mesa-dri:
si_texture.c:1727
9895?45 (https://bugs. src:llvm—toolchain—11 si_texture_transfer map - He
debian.org/989545) yaajiochk co3faTh BPEMEHHYIO
TEKCTYpPY Uil COXpPaHEHUsA JI0
KOMUPOBAHUA
mdadm --examine B chroot 6e3
982459 (https://bugs. mdadm MOAKJTIOUeHuA /proc,/dev,/sys
debian.org/982459) NpUBOAUT K IIOBPEXIEHUIO
($aitsoBON CHCTEMEBI XOCTa
981Q54 (https://bugs. openipmi openipmi: OTCyTCTByeT 3aBU-
debian.org/981054) cumocTh ot kmod
948318 (https://bugs. openssh-server: He ymnmaercs
, openssh-server nepe3amyctuTh sshd mocye 06-
debian.org/948318)
HOBJIEHUA A0 Bepcuu 8.1pl-2
procps: yopaHa HacTpOMKa Ie-
991151 (https://bugs. procps pesarpysku U3 clieHapus UHU-
debian.org/991151) qUajusanuy, 4YTO HapyLIUIo
paborty corekeeper
989103 (https://bugs. . pulseaudio perpeccupoBas B
1 .
debian.org/989103) pulseaudio HacTpolike control =Wave
984580 (https://bugs. . libpython3.9-dev: oTcyTcTByer
debian.org/984580) 1ibpython3.9-dev 3aBUCUMOCTD OT zliblg-dev
openjdk-11-jre-headless:
. 3amyck  java B gemu
zz(k)i%:n Or(kl/tgtg%s4.l/7/)bugs " | src:gemu s390 Beigaer SIGILL C
o9 [linux-vdso64.s0.1 + 0x6{8]
_kernel_getcpu + 0x8
npepeiBaercsa ¢ pulse-audio B
859926 (https://bugs. , KayecTBe BbIXOJa IIpU 3alycke
h- h
debian.org/859926) speech-dispatcher speechd-up U3 cucTeMbl WHU-
I[aIn3anun
squid-deb-proxy: memoH He
2501 : . -
93 50 (https://bugs src:squid-deb-proxy 3anycxaeTCH 13-3a TOro, 4TO
debian.org/932501) daitn  conf He pasperieH
apparmor
tpm2-abrm He J0JI-
991588 (https://bugs. tom2—abrmd KeH KCIIOJIb30BaTh
debian.org/991588) P Requires = systemd-udev-
settle.service B cBoeM unit
libjs-bootstrap 4: HepaboTato-
e CUMBOJIMYECKUE CCHLUIKU:
991939 (https://bugs. L . .
debian.org/991939) libjs-bootstrap4 _/isr/share/]avascrlpt/bootstrap
../../../nodejs/bootstrap/dist/cs
src:wine: dh_auto_clean yna-
991822 (https://bugs. src:wine JiAeT HecBsA3aHHbIe (daiiibl 3a
debian.org/991822) ) mpefejiaMu MCXOJHOTO Koja
makera
xen-hypervisor-4.14-amd64:
988477 (https://bugs. src:xen xen dmesg nokassiBaeT (XEN)
debian.org/988477) ’ AMD-Vi: IO_PAGE_FAULT Ha
yCTpoOlicTBe sata pci
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I'JTIABA 5. YTO HY2>KHO 3HATD O BULLSEYE 5.4. U3BECTHDBIE CEPbE3HBIE OILIIMBKH

IMakeT (MCXOQHOI'O KOAA HUJIHA

o Onucanue
JIBOMYHBIN)

Homep omubku

xfce4-settings: 4epHbIN 3KpaH
991788 https: .

. (https://bugs xfced-settings nocJjie IIPHUOCTAHOBKU pabOTHI
debian.org/991788) MpY 3aKpBITUM U ITIOBTOPHOM
OTKPBITUM KPBIIIKYU HOyTOYKa
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I'staBa 6

IonmosinuTesIbHasA HHPOpMALUA O
Debian

6.1 Yto enié MOXXHO MPOYUTATH

[TomuMmo 3To¥ MH(pOpPMAIU O BHITyCKe U PYKOBOJCTBA 10 YCTAaHOBKe, CYyIIeCTBYeT JOKyMeHTalusA 1o
Debian, paspa6aTsiBaemas IpoekToM JoKyMeHTHupoBaHus Debian (DDP), 1e/1bi0 KOTOPOT'O ABJISETCSA CO-
3[jaHH€e BBICOKOKAYeCTBEHHOM JJOKyMEHTAIHU AJIA MMoJib3oBaTesell U pa3paborurkoB Debian. B cocras
3TOM JOKyMeHTaI[U BXOJUT clipaBOYHUK Debian, pykoBoicTBO HOBOro conpoBoxariero Debian, Ya-
BO o Debian u mHOroe gpyroe. ITosHyo0 uH@OpMAIHIO O JOCTYIHON JOKyMEHTAIMH MOXHO IIOCMOT-
peTb Ha BeO-caliTe mpoekTa JoKyMeHTUupoBaHudA Debian (https://www.debian.org/doc/) uDebian
Wiki (https://wiki.debian.org/).

JokymeHTanus 0 KOHKPeTHHIM IIaKkeTaM yCTaHaBJIMBaeTCA B KaTajor /usr/share/doc/naxer.
TaM MOXeT HaxoJuThcsa MHGOpPMaIUsa 006 aBTOPCKUX MpaBax, cnenuduyHas s Debian uadopmanus
U JOKyMeHTalus U3 OCHOBHOI BeTKU pa3paboTKH.

6.2 EcJyu Hy>XHa IIOMOIIb

IMosp3oBartesniu Debian MoryT BocnoJib30BaThCsl MOMOIIBIO, COBETAMHU M HOANEPKKOH U3 Pa3HBIX UCTOY-
HUKOB, HO K HUM cJleflyeT IipuberaTtb TOJIbKO B TOM CJIy4yae, ecjii BaM He yJajoch HalTH OTBeTa B AO-
CTYIHOU JOKyMeHTaluu. JJaHHBIN pa3des COOePKUT KpaTKoe OIKCaHue JOTOJIHUTEIBHBIX ICTOYHHUKOB
IIOMOIIY, KOTOPBIE MOT'YT OKa3aThCs NOJIE3HBIMU JJI HOBBIX IojIb30Bareseil Debian.

6.2.1 Crnucku paccbUIKM

OCHOBHOM UHTEpeC [JIA [T0JIb30BaTesiel Debian npeACcTaBIAI0T AaHTJIOA3BIYHBII CIMCOK pacchuiky debian-
user, uiu cnvicku debian-user- s3ex v debian- s35m¢ I IPYTUX A3BIKOB. J[JIA PyCCKOTO I3BIKA 3TO CIMCOK
debian-russian. MHdoOpMaIHio 0 crnyckax pacChlJIKA M O TOM KaK Ha HUX MOAIMKCATBCA CM. Ha https:

//lists.debian.org/. [loxasnyiicTa, nepeq TeM, KaK OTIPaBUTh BOIPOC B CIKCOK PaCCHUJIKU, IIO-
WIUTe OTBeT Ha Hero B apxuBax. IIpocuM Takxe NpuAepXuBaThCs OOIIENPHUHATEIX HOPM IIOYTOBOIO
JTHKeTa.

6.2.2 IRC

Joa mogaepxxku nosb3oBareseil Debian ects IRC-kaHau, pazMeménaeiil B IRC-cetrt OFTC. UTo6b BOUTH
Ha KaHaJI, coeIUHUTeCh ¢ cepBepoM irc.debian.org ¢ momorgsio cBoero yio6umoro IRC-kiiMeHTa v Ipuco-
eIMHNUTECh K KaHaJIy #debian. [IJiA pyCCKOA3BIYHBIX [TOJIb30BaTe el CyecTByeT KaHaa #debian-russian
B TOM Xe€ CEeTH.

[TpocuM Bac cjieoBaTh MpaBUJIaM MOBEJIEHN Ha KaHAJIe W YBaXaTh APYTUX MoJib3oBaresei. [Ipa-
BMJIA TMIOBeeHMA Ha KaHaJle omucaHbl B Bk Debian (https://wiki.debian.org/DebianIRC).

Bosiee nogpobHyto nadopmaiio o6 OFTC MoXHO moJjiyuuTh Ha BeO-caiite ceTu (http://www.
oftc.net/).
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I'JIABA 6. [JOIIOJIHUTEJIbHAA ... 6.3. KAK COOBIIAUTDH Ob OIIIHBKE

6.3 Kak coobmuTtb 00 ommubke

MBI IpUJIOKMIIA HEMAJIO YCUJINHI, YTOOH cAeaTh Debian onepaiioHHOI cCTEMOI BEICOKOTO KauecTBa,
OHAKO 3TO He 03HauaeT, YTO IIOCTaBJieMble HAMU ITaKeTHl COBCEM He cojiepXaT HUKakux omunbok. Ta-
KOM MOJIX0]] corjiacyetcs ¢ dumocodueit «oTKphITON paspaboTku» Debian. MbI mpeiocTaBisieM HalllUM
0JIb30BATEJIAM MOJIHYI0 HHPOPMALHI0 000 Bcex OOHAPYXEHHBIX OMMOKax C MOMOIIBI0 Halllell CUCTe-
MBI OTCJIexuBaHusA omnbok (BTS). Bel MoxxeTe o6paTuThesA K Hell 1o afipecy https://bugs.debian.
org/.

Ecyu BB 0OHapyXUTe OMNOKY B JUCTPUOYTHBE UJIN KaKOM-TO U3 €T0 [IaKeTOB, OXaJIyICcTa, COOOIIN-
Te 0 Hel, YTOOHI B OyIyLIUX BEITyCKaxX OHa ObUla ucnpasiieHa. UToOw coobuuTh 06 omubke, Tpebyercs
pabourii apec 3JIeKTPOHHOM MOYTHL. DTO HEOOXOJUMO JIJIs1 TOTO, YTOOBI MBI MOTJIU OTCJIEXXHUBATh OIINO-
KU, a pa3paboTurKy MOTJIU CBA3BIBATHCSA C OTIIPABUTEIIAAMU OTYETOB 00 OmMMOKax, ecyIiv UM IOHaJo0uTCs
JOMOJIHUTeIbHAsA NHbOopMaIusl.

OtnpaBuTth coobijeHre 06 OmubKe MOXHO C MOMOIIBI0 IPOrpaMMbl reportbug mniu BpyuHy0 1o
3JIEKTPOHHOM NouTe. Bojiee moApoOHy0 MHPOPMAIIUIO O CUCTEME OTCJIeXMBaHUA OMMNOOK U O TOM, KaK
€€ KCII0JIb30BaTh, MOXHO IIPOYMTATh B CIIPABOYHOI JOKyMeHTanuu (OHa JOCTyIHa B KaTajore /usr/
share/doc/debian nocse yCTaHOBKY ITaKeTa doc—-debian) WM Ha caliTe CUCTEMEBI OTCJIEKUBAHNA
omnbok (https://bugs.debian.org/).

6.4 Kaxk noMmoub Debian

Yrto6s1 moMoub Debian, He Hy)kHO OHITH 3KcrepToM. [ToMoras MmoJib30BaTesIM B PellIeHUH UX MpoGjieM
B cryckax pacchiku (https://lists.debian.org/), BH yXe [IoMoraeTe coobuiecTBy. BolsaBieHue
(a Takxke pemieHue) npobseM, CBA3aHHBIX C pa3pabOTKOM AUCTPUOYTHBA, yyacTue B 0OCYXAEHUSX B
CIUCKaX PaCChUIKU AJ1A pa3paboTunkoB (https://lists.debian.org/), Takxe BecbhMa BaxkHo. UTo-
OBl IOMOYB IOJIJIepXaTh BhHICOKOe KayecTBO Debian, ormpasssiite coobmenus 06 ommokax (https:
//bugs.debian.org/) u noMoraiTte pa3paboTylKaM OTCJIEXHBAaTh U HCHPaBJIATh ux. [Iporpamma
how—-can-i-help moMoXeT BaM HaUTU NOAXOMAIIME OMMUOKN M3 CUCTEMBI OTCJIEXXUBAHUA OIMNOOK,
HaJl KOTOPHIMHU BBl MOXeTe ropaboTtats. Eciii BB XOpOIIO BjiajieeTe A3BIKOM, TO MoOXeTe 0oJiee ak-
THUBHO TIOMOYBb B HamucaHuM HokymeHTaruu (https://www.debian.org/doc/vcs) WM NepeBo-
ne (https://www.debian.org/international/) cyliecTByIoIlel JOKYMeHTalX Ha Balll pOTHOMN
A3BIK.

Ecom Bl MoxeTe yaenuTs Debian Gosbliie BpeMeHH, MOXHO B3ATHCA 32 CONPOBOXIEHUE KaKOM-
HUOYAb cBOOOHOI mporpaMmbl Free Software. B wacTHOCTH, MOJIe3HOM OblyIa OBl MOJIEpKKa MaKe-
TOB, KOTOPBIE KTO-TO 0COOEHHO X0TeJ Obl BHAeTh B Debian. ITogpo6Hy0 MHGOPMAIIUI0 MOXHO HAaUTHU
Ha cTpaHuIle Tpebyomux JopaboTKy 1 IJIaHupyeMbIx nakeToB (https://www.debian.org/devel/
wnpp/). Eciu BaM nHTepecHa Kakas-To creljrduyieckas rpynmna noJjib3oBaTesieii, BO3MOXHO, BBl 3aX0TH-
Te y4acTBOBATh B OJTHOM U3 JJOUePHUX NPOeKTOB (https://www.debian.org/devel/#projects)
Debian. Cpenu Hux nepeHoc Debian Ha gpyrue apxutektyphl u Debian Pure Blends (https://wiki.
debian.org/DebianPureBlends).

B moboM ciiydae, ecsiu BBl yuyacTByeTe B paboTe coobiiectBa CBoboaHoro [10 B kauecTBe M0J1b30-
BaTeJid, IpOrpaMMHUCTa, HcaTesIsa WK [lepeBoAurKa, Bbl yke noMoraete CBO6G0AHOMY IIPOrpaMMHOMY
obecrnieyeHno. Takoe ydyacTre NPUHOCUT YIOBOJIBCTBHE U PafOCTh, a TaKXe JAaéT BO3MOXHOCTh ITO3Ha-
KOMUTHCS C HOBBIMH JIIOJIbMU U IPUIAET BaM Te CaMble TEIJIbie YyBCTBA U TIEPEXUBAHUS.
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I'staBa 7

I'nmoccapun

ACPI

yCOBepIIEHCTBOBAHHEIN UHTepdelic HaCTPONKU U yIpaBjeHNs NUTaHUueM
ALSA

nepeioBas 3ByKOBas apxuTekTypa Linux
BD

nuck Blu-ray
CD

KOMMaKT-IqUCK
CD-ROM

JOCTYIHBIN TOJIBKO JJIs YTeHUsA KOMIIaKT-ANCK
DHCP

MIPOTOKOJI AMHAMHUYECKON KOHpUrypanuu y3sia
DLBD

JBYXCJIOUHBIN JucK Blu-ray
DNS

cucreMa JOMEHHBIX UMEH
DVD

1udpoBOIi MHOTOLIEJIEBOU AUCK
GIMP

pactpoBuiii rpadudeckuil pegakrop GNU
GNU

GNU He Unix
GPG

cBoOoAHAA anbTepHaTHBa Habopy xpunrtorpadudeckoro I10 PGP
LDAP

06J1erYéHHBIN IPOTOKOJI JOCTyNa K KaTajgoraM
LSB

Habop cranmapToB Linux
LVM

MeHe[Kep JIOTUYeCKUX TOMOB
MTA

AQreHT MEPEChIJIKU IMOYThI
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TJIABA 7. TJIOCCAPHH

NBD
ceTeBoe 6JI0YHOE YCTPOVICTBO
NFS
cereBas ¢aiioBasd cucreMa
NIC
IJTaTa ceTeBoro nHTepgerica
NIS
cereBas MHOpMAIMOHHAA CJIyk0a
PHP
PHP: npenpolieccop runeprexkcra
RAID
M30BITOYHBIN MacCHUB HE3aBHUCHUMBIX XKECTKUX AVICKOB
SATA
IprcoeHeHNe TI0 MPOABMHYTON TEXHOJIOTUH II0 IocjieJoBaTeJIbHOMY UHTepdeiicy
SSL
YPOBEHb 3alUIIEHHBIX COKETOB
TLS
3aM[UIIEHHBINA TPAHCIIOPTHHIN YPOBEHb
UEFI

Unified Extensible Firmware Interface (YHuGUUUPOBAaHHBIN paclIMpsAeMbIil UHTEphENC MUKpPO-
porpamMmm)

USB

yHUBepcasbHas IocjieoBaTebHaA MIHA
UuID

YHUBEPCAJIbHBIN YHUKAJIBHBIN UAEHTUPUKATOP
WPA

3amumeéHHBIN gocTym K Wi-Fi
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IIpunoxenue A

IToaroroBka cucreMsl buster k
OOHOBJIEHUIO

B 3TOM IpuIOKEeHUU COMepXUTCA MHGOpMaIUA 0 TOM, Kak mnepel oOHoBieHreM J0 bullseye ymocro-
BEPUTHCA, YTO Bbl MOXETE YCTaHABJINBATh UJIN OOHOBJIATH MaKeTHl buster. 3To MoOXeT l'IOHa,Z[O6I/ITbCH B
HEKOTOPBIX CJIy4yasx.

A.1 OOHOBJIeHHe cucTeMbl buster

B 0CHOBHOM, 3TO OGHOBJIEHHE HIYEM HE OTJINYAeTCs OT BCEX MPEBIYIINX OOHOBJIEHUH buster, KOTOpbIe
BHL flejiayi. EMMHCTBEHHOE OTJIMYKE COCTOUT B TOM, YTO CHaYasia HaZo yOeUThCs, YTO BAIIU CIIHICKU
MIaKeTOB BCE eIlé cojiepkaT CChUIKM Ha MaKeThl buster, Kak omricaHo B Pasges A.2.

Ecyiu BBl OOHOBJIAETE CHUCTEMY C cepBepa-depkasia Debian, To aBTomMaTruuecku OyneT BBHIIOJIHEHO
OoGHOBJIEHME JI0 TIOCJIeTHEr0 BhITycka buster.

A.2 [IIpoBepka criMcka UCTOYHUKOB APT

Ecyin B kako#-1160 cTpoke B hatiyiax ciricka ncToyHUKOB APT (cM. sources.list(5) (https://manpages.
debian.org//bullseye/apt/sources.list.5.html)) MUMeeTCs CChUIKA HA CTAOUIBHBINA JUCTPU-
O6yTuB («stabley), TO OHa yka3biBaeT Ha bullseye. DTo MOXeT OGHITh HE TO, UYTO BBl XOTUTE, €CJIM BhI [TOKA
He FOTOBHI K OOHOBJIeHUI0. ECJTH BH yXXe 3anmycTuyii apt update, To elé He MO3JHO BCE OTMEHUTD, MTPO-
CTO BBHINIOJIHUB MHCTPYKIIMIO, IPUBEEHHYI0 HIXKeE.

Ecsu BBI ycniesii yCTaHOBUTH MakeTsl u3 bullseye, To oco6oro cMbiciia B yCTaHOBKe NMAaKeTOB U3 buster
yXe HeT. B 3TOM ciTydae BaM cjiefyeT pelinTh — JOBOJUTH O KOHIIA OOHOBJIEHUE WU HeT. BepHyThcs
K VCII0JIb30BaHUIO CTApBIX BEPCUI MaKeTOB BO3MOXHO, HO 3Ta Mpoliefypa BHIXOAUT 32 PaMKU JaHHOTO
JOKyMeHTa.

Kak cyneprnonszosatens (root), OTKpOITe HYXHBIH (aiiy cnrucka ucTouHukoB APT (Hampumep,
/etc/apt/sources.list) Cc MOMOIIBIO BaIIETO JIIOOMMOr0 TEKCTOBOTO pPeAaKToOpa U IMPOBEPhTE BCE
CTPOKHU, HaYMHamwIuecsa ¢ deb http:, deb https:, deb tor+http:, deb tor+https:, URIs:
http:,URIs: https:,URIs: tor+http: WM URIs: tor+https:, Ha HaJW4YUeE cJIOBa «stabley.
[Tpu HaxoXAeHUU, 3aMeHUuTe stable Ha buster.

Ecyii BBl HAJIU CTPOKHU, HauuHamwImecs ¢ deb file: mam URIs: file:, TO BaM IpUIETCA ca-
MOCTOATEJIBHO MPOBEPUTD, KaKKe MaKeThl XPaHATCA B YKa3aHHOM KaTajiore — buster vu bullseye.

BAXHO

Ecnun Bbl UcnpaBnTe Takylo CTPOKY, TO BaM MpUAETCS CHOBA 3anyCTUTb KOMaHmy
apt-cdrom. He Gecnokoitecb, €Ciiu UCTOYHMK cdrom ccbinaetcs Ha Hectabunb-
HbIli («unstable») BbiMyck. Kak aT0 HY CTPaHHO, Tak U AOMXHO ObiTb.

: He ucnpasnsiite CTpoku, HaYmHarowmecs ¢ deb cdrom: uAM URIs: cdrom:.
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IIPUJIOKEHHUE A. TIOAI'OTOBKA CHUCTEMHI ... A.3. YJJAJIEHHUE YCTAPEBIIIHX ®AHJIOB ...

Ecsnu BBl BHecsIu Kakue-HUOYb N3MeHeHNs, coxpaHuTe $aii 1 BHIIOJHUTE KOMaHIy

# apt update

AJIA 0OHOBJIEHUs CIMCKA ITaKETOB.

A.3 Ypanenue ycrapeBmux ¢ailJioB HaCTPOUKU

ITepen o6HOBIeHNEM cucTeMbl 10 bullseye, pekoMeHayeTca yaaauTh U3 CUCTEMBI cTapble ¢aiiibl Ha-
cTpoek (Takue Kak * .dpkg-{new, old} B /etc.
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ITpuyioxenue B

JIroay, ydacTBOBaBIINE B CO3MaHUU
MHQOpPMAaIIUM O BBIIIyCKEe

MHoro JIo[ieil moMoraJjio Ipy co3qaHuM MHGOPMAaIMU O BHITYCKE, BOT TOJIBKO HEKOTOPhIE U3 HUX:

Adam D. Barratt, Adam Di Carlo, Andreas Barth, Andrei Popescu, Anne Bezemer, Bob Hilliard,
Charles Plessy, Christian Perrier, Christoph Berg, Daniel Baumann, David Prévot, Eddy Petrisor, Emmanuel
Kasper, Esko Arajarvi, Frans Pop, Giovanni Rapagnani, Gordon Farquharson, Hideki Yamane, Holger
Wansing, Javier Fernandez-Sanguino Pena, Jens Seidel, Jonas Meurer, Jonathan Nieder, Joost van Baal-
Ili¢, Josip Rodin, Julien Cristau, Justin B Rye, LaMont Jones, Luk Claes, Martin Michlmayr, Michael
Biebl, Moritz Miihlenhoff, Niels Thykier, Noah Meyerhans, Noritada Kobayashi, Osamu Aoki, Paul
Gevers, Peter Green, Rob Bradford, Samuel Thibault, Simon Bienlein, Simon Paillard, Stefan Fritsch,
Steve Langasek, Steve McIntyre, Tobias Scherer, victory, Vincent McIntyre u W. Martin Borgert.

OTOT JOKyMeHT ObLI IlepeBeJ€H Ha MHOTHe A3blku. Cnacubo nepeBogumkam!

[TepeBox Ha pycckuii: Cepreii AnémuH, FOpuii Kossnos, JleB Jlam6epoBMuxaui ViBaHoBuu Cyxuues
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[IpeaMeTHBIN yKa3aTeJib

A
Apache, 4

B
BIND, 4

C
Calligra, 3
Cryptsetup, 4

D
DocBook XML, 2
Dovecot, 4

E
Exim, 4

G

GCG, 4
GIMP, 4
GNOME, 3
GNUcash, 4
GnuPG, 4

I
Inkscape, 4

K
KDE, 3

L
LibreOffice, 3
LXDE, 3
LXQt, 3

M
MariaDB, 4
MATE, 3

N
Nginx, 4

(0)
OpenJDK, 4
OpenSSH, 4

P

packages
apt, 2, 15, 27
apt-listchanges, 19
aptitude, 12, 18, 22
aufs-dkms, 32
bazel-bootstrap, 6
bsd-mailx, 29
ca-certificates-java, 34
chef, 32
cinder-volume, 26
connman, 32
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cron, 34
cups-browsed, 4
dblatex, 2
debian-goodies, 18
debian-kernel-handbook, 22
debian-security-support, 30
doc-debian, 38
docbook-xsl, 2

dpkg, 2

drdsl, 32

exfat-fuse, 6
exfat-utils, 6
exfatprogs, 6

fail2ban, 29, 34
firmware-iwlwifi, 29
fuse, 27

fuse3, 27

gcc-10-base, 34
girl.2-diodon-1.0, 34
girl.2-gtd-1.0, 34
git-el, 34

glibc, 26
gnome-control-center, 31
gparted, 34

grub2, 32
guile-2.2-libs, 29
gvfs-fuse, 27
how-can-i-help, 38
ibod, 32

ifenslave, 34
initramfs-tools, 10, 21
intel-microcode, 29
ipp-usb, 4, 5
isdnactivecards, 32
isdnutils, 32

kio-fuse, 27
libappindicator-dev, 32
libappindicatorl, 32
libappindicator3-1, 32
libayatana-appindicator, 32
libgelce2, 29
libjs-bootstrap4, 35
libnss-nis, 26
libpam-chroot, 34
libpython3.9-dev, 35
libsanel, 5

lilo, 32

linux-image-*, 21
linux-image-amd64, 22
linux-source, 22
localepurge, 18
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