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Release-Notes for Debian 13 (trixie)

The Debian Documentation Project <https://www.debian.org/doc>.
Last updated on: 2025-04-04

000000000000 000000000 DO Free Software Foundation D 0D OO0 GNUOOODOO
gbooooboooobobooobooboooobooooboobooooboon

gboboboobooboboboboooobgboboboboboboboboobobobooba
gbooobooboobooooboboobboooboobbooboooGNUODODOODoDooboobbooDbooo

JddooDoObOo00oobOOooooDbOOoGNU OO0 oDoOo0ooDoOooooDoOoooooooooooa
0000 Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA O OO
goooooooog

The license text can also be found at https://www.gnu.org/licenses/gpl-2.0.html and /usr/share/
common-1licenses/GPL-2 on Debian systems.
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You can get the most recent version of this document from https://www.debian.org/releases/trixie/releasenotes.

ub: bDodboooboobooobooboobooboobooboobbobbobbonbobo
gbogbooboboboboobooboobooboboon

Debian 0 1000000000000 OO000O0O0 (OOOOO0ObookwormOOOOOO0OO0OOO0)O0000O
goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
oooooobooobooboobooogbD bbeckwormJOOOODODODOOOOOODOOOODOO

11 000000000000 oog

gboooobooooboobooooboboooooboooboobobooooboboooobooboon
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Nevertheless, if you think you have found a bug (incorrect information or information that is missing) in this
documentation, please file a bug in the bug tracking system against the release-notes package. You might first
want to review the existing bug reports in case the issue you've found has already been reported. Feel free to add

additional information to existing bug reports if you can contribute content for this document.

We appreciate, and encourage, reports providing patches to the document's sources. You will find more information

describing how to obtain the sources of this document in Sources for this document.


https://www.debian.org/releases/trixie/releasenotes
https://bugs.debian.org/
https://bugs.debian.org/release-notes
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12 000000000000000O000O

We welcome any information from users related to upgrades from bookworm to trixie. If you are willing to share
information please file a bug in the bug tracking system against the upgrade-reports package with your results.

We request that you compress any attachments that are included (using gzip).
0000ooo0d0ooooOooooo0oUoooDoOooooDooooooDoooooDon

» The status of your package database before and after the upgrade: dpkg's status database available at /var/
lib/dpkg/status and apt's package state information, available at /var/lib/apt/extended_states.
You should have made a backup before the upgrade as described at D 0 O 0 DO 0O OO0 OOOOOOO
000 00O, but you can also find backups of /var/1ib/dpkg/status in /var/backups.

escript000000000O00O0O0O0DOOODOODOOOOOOO0 ODOOOO0OO

e /var/log/apt/term.log 0 00 apt 00O 0O OO /var/log/aptitude O 0O 0O aptitude 00O 0O

ob: DobooooboooooboooobooobooooooboboboobobooboboboobooDboo
gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
gboooooboooooo

13 00000000

The source of this document is in reStructuredText format, using the sphinx converter. The HTML version is
generated using sphinx-build -b html. The PDF version is generated using sphinx-build -b latex. Sources for the
Release Notes are available in the Git repository of the Debian Documentation Project. You can use the web
interface to access its files individually through the web and see their changes. For more information on how to

access Git please consult the Debian Documentation Project VCS information pages.

4 010 0000
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The Wiki has more information about this topic.

21 0000000000 DOOO

Debiantrixie 00 000000000 ODOOOOOOODOOOODOOOOOO
e 32-bit PC (1386) and 64-bit PC (amd64)
¢ 64-bit ARM (arm64)
* ARM EABI (armel)
* ARMvV7 (EABI hard-float ABI, armhf)
* 64-bit little-endian MIPS (mips64el)
¢ 64-bit little-endian PowerPC (ppc64el)
¢ 64-bit little-endian RISC-V (riscv64)
* IBM System z (s390x)

You can read more about port status, and port-specific information for your architecture at the Debian port web

pages.

22 0 000000DOODOOODOOOO
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obooooo)ooobooobooobooooboobooobood (bookwormOOOOOOO 16% 000
gosooo)oooooooooobooooooobooooobobooobooboboooboobooboooboo
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2.2.1 Official support for riscv64
This release for the first time officially supports the riscv64 architecture, allowing users to run Debian on 64-bit
RISC-V hardware and benefit from all Debian 13 features.

The Wiki provides more details about riscv64 support in Debian.

222 00000000DODOODODODOOOO
Debian DO 0D OODO0OO0DOO0ODOOO0ODOOOOODLOOODOOODOOODOOOOODOOODOOODOOODO
GNOME 43, KDE Plasma 5.27, LXDE 11, LXQt 1.2.0, MATE 1.26, Xfce 4.180 00000
oboooobooooobOooboooobobooooobobooobobooog:

e LibreOffice 0 740000000000000O0O0

* GNUcashO 4.1300000000000000

goboboboobooobooobuoobuoobobobobobooboobooboobon:

6 020 Debian13 00000
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ooooo 12 (bookworm) OO O 0O0O0O0O 13 (trixie) 0000000
Apache 2.4.62 2.4.63
Bash 5.2.15 5.2.37
BIND DNS Server 9.18 9.20
Cryptsetup 2.6 2.7

Emacs 28.2 30.1

Exim default e-mail server 4.96 4.98

GNU Compiler Collection as default | 12.2 14.2
compiler

GIMP 2.10.34 3.0.0
GnuPG 2.2.40 2.2.46
Inkscape 1.2.2 1.4

the GNU C library 2.36 241
Lnx OOOOODOOO 6.10000 6.12 series

LLVM/Clang O OO OO0ODO

13.0.1, 140 @CO00O)00O0O
15.0.6

19 (default), 17 and 18 avail-
able

MariaDB 10.11 11.4
Nginx 1.22 1.26
OpenJDK 17 21
OpenLDAP 2.5.13 2.6.9
OpenSSH 9.2pl 9.9p1
OpenSSL 3.0 34
Perl 5.36 5.40
PHP 8.2 8.4
Postfix MTA 3.7 3.10
PostgreSQL 15 17
Python 3 3.11 3.13
Rustc 1.63 1.85
Samba 4.17 4.22
Systemd 252 257
Vim 9.0 9.1

22. 0000O0OOOOOOOOOOO
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Debian Installer D0 O 0 Debian OO0 00000000000 D0DOOOO0OO0O0O0ODOOOO0OODOO
obooooboooobOooboooobobooooobooooobooboooobooboooooobon
obooooooobooooooDo

Images of the installer for trixie can be found together with the Installation Guide on the Debian website (https:

/Iwww.debian.org/releases/trixie/debian-installer/).

0000000000 0Debian 00O DVDOODO (Ch/lu-ray) 0 1 0000000000000 0OOO0OO

/doc/install/manual/language/index.html

You may also want to check the errata for debian-installer at https://www.debian.org/releases/trixie/

debian-installer#errata for a list of known issues.

31 0000000000ooooo

There has been a lot of development on the Debian Installer since its previous official release with Debian 12,

resulting in improved hardware support and some exciting new features or improvements.

If you are interested in an overview of the changes since bookworm, please check the release announcements for
the trixie beta and RC releases available from the Debian Installer's news history.

32 000000000000

The cloud team publishes Debian trixie for several popular cloud computing services including:
00000000000 (AWS)
* Microsoft Azure

* OpenStack

oooo0 (Plain VM)

obooouobobod clowd-initd00o0o0ooOobooooobooooooboooobooboon
U0 grvbO00O000O00O0DOO0ODOOOOOOOOOOOOODOOODOOODOODOOODOOOOOOn
obooooobooooboobooooboboooooboooboobooboooobobobooobooboon
obooooooobooooooo
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The cloud team will provide updated images until the end of the LTS period for trixie. New images are typically
released for each point release and after security fixes for critical packages. The cloud team's full support policy

can be found here.

More details are available at https://cloud.debian.org/ and on the wiki.

33 0000000000000000

Multi-architecture Debian trixie container images are available on Docker Hub. In addition to the standard images,

a "slim" variant is available that reduces disk usage.

Virtual machine images for the Hashicorp Vagrant VM manager are published to Vagrant Cloud.

10 030 00000000000
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oboboobobooobobormxieD DD OOODO ODOOOOOOODOODODODODODODODOOO
gbooouobooobooboobooooboboooooboooboooboobooooboboooobooboon
gbooooboooobOoboooobobooobooboooonoobo

411 000000000 O0OODOoDOobOobOoboooOg

ooooooobooooooboooobobooooobooboobooboooobobobooooDboo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooooboooobooboooobobooooobooooobooboooobooboooooobon
obooooobooooboboooobooo

The main things you'll want to back up are the contents of /etc, /var/lib/dpkg, /var/lib/apt/
extended_states and the output of:

$ dpkg --get-selections # (the quotes are important)

If you use aptitude to manage packages on your system, you will also want to back up /var/lib/aptitude/
pkgstates.

The upgrade process itself does not modify anything in the /home directory. However, some applications (e.g.
parts of the Mozilla suite, and the GNOME and KDE desktop environments) are known to overwrite existing user
settings with new defaults when a new version of the application is first started by a user. As a precaution, you may
want to make a backup of the hidden files and directories ("dotfiles") in users' home directories. This backup may

help to restore or recreate the old settings. You may also want to inform users about this.

gbbooooooboooooooooooooooooooooooboobboobbooboddrootd
obOoo0oo0oobo0db0 subO suwdoOOOOOOOOOODOOOOODOOOOODOO

gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo
gbooooboooooboooobooo
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obobo0oooobOoboobooboobobooobooboobobooooobOOobOobo0oooonbOOn ssh
goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo
gboooboobooobooboboooogn

oboooboboooboooboooooboonD /hemeODOOOOOOOOODOOOOODOOOODOOO
gooooooooboo

trixieDOOOOOOO0OOO0OO0OO0O0OOO0O0OO00O00O000O0000O000O00O00OO0O0bOO00O0O0
oboooooboboooooboooobooboooooboobooon

413 0 000DO0OO0ODOOOOO

gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
gbooooboooobooboooobobooooobooooobooboooobOobooooooboon
oboooobobooooboobooooboboooobooboooobOoboooooboon

gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
gbobooboooooboooboob @wooobo)obooooobooooobooobooobooboooaon
oboooobooooboobooooboboooooboooooboOobobooobobooooooon
goooooobooooboobooogobobooooobooboooboboooobobobooobooDboo
oooooooo!

If the system being upgraded provides critical services for your users or the network?, you can reduce the downtime
if you do a minimal system upgrade, as described in Minimal system upgrade, followed by a kernel upgrade and
reboot, and then upgrade the packages associated with your critical services. Upgrade these packages prior to
doing the full upgrade described in Upgrading the system. This way you can ensure that these critical services are

running and available through the full upgrade process, and their downtime is reduced.

414 00000

Debian DO OO0DODO0OOOO0O0DDOOOOO0ODOOOOO0ODOOOOOOOOODOOOOOODODOO0
obooooboooobooboooobobooooobooooobooboooobooboooooobon
oboooooboooobooboo

gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
gboooobooboobobooooboboooboobobooobobooooaon

sshoooooooooooooobooooooooboooboooooboboboooooboboo
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ldebconf 00 0000000000000 DODOOOOOOOOOOOODODODODODOODOOOOOOOOOO0g
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20:DNSO DHCPOODODODODOOOOOODOOOOOO0DO00DOODHCPOOOODODOOOO0DODOO0DOON
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For emergency recovery we generally recommend using the rescue mode of the trixie Debian Installer. The ad-
vantage of using the installer is that you can choose between its many methods to find one that best suits your
situation. For more information, please consult the section "Recovering a Broken System" in chapter 8 of the
Installation Guide (at https://www.debian.org/releases/trixie/installmanual) and the Debian Installer FAQ.

If that fails, you will need an alternative way to boot your system so you can access and repair it. One option is
to use a special rescue or live install image. After booting from that, you should be able to mount your root file
system and chroot into it to investigate and fix the problem.

intrd 00 0000000000000

initramfs-tools 1000000000 inird 0000000000000 O000000imicd000000
oboooobooooboobooooboboooooboooooboOobobooobobooooooboon
gbooooobooooobooboooobobooboooobooboobooboooo

gbbooooooobooooooooboooboobooboobod/devhoboooooooooooono
0b0oooObO0o0oboOobo0ooboo0o0oOobooOn (cat /proc/modules)ddmesgO0 00 0O0OOOO0OOO
oooooobooboooobotooddmesg 00000000 oooobobobooooboOon
gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
O0000OOOecho SROOCTOOOOODOOOOODODOOOODO

0b00o0boooboob0odbbexit0000oooooooooobooobboobbooooobooooon
gobgooooboobooboobooboboboobooboobooboboboboboobooboo
D00 mirdDO0000D0000DOO0O0O00ODOO

systemd 00 0000000000000

O00systemd 00000000000 OOOCODO0ODOOOOOOOOOODOOOOODOOO0O rootdO
ooodoodoooooooOoooDooDooDooooooooooooooooooooooooa
[0 systemd.unit=rescue.target 0 0000000 OOOOOOOOOOOO

0000000 000d0oooooboonobn systemd.unit=emergency.target D000 QOdQOdOdd
OdoooooboooodO reot0 0000 OOOODODODOOOOODOOODOOO root0OOOOooOng
00000000 o000oo0o0oo0ooDo0bOo0oo00o0oo00ooDoooDooooooDoooDOooog:

# mount -o remount,rw /

U00000000D0D debug-shell.serviceO OO systemdd "OO000000O00OO0OO"DOOO
oooooooboooboooooooooooooooobooooo0 w900 reot 0o
0000000000 000DO0O0000D000 systemd.debug-shell=10000000000000
000 systemctl enable debug-shell 0000000000 @OODOOOCOOOOODDOOOOOO
ooooooooo)d

systemd DO 000000000 0COO0O0O0OO0OODOODOODODODOOAO Freedesktop.org I Diagnosing
BootProblems 0O O0O00O0O0O0O0O0O0OO

}000000000000000 panic=0 000000000000 00O0

41, 0000000000 13
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415 0000000000000 0O0O0DOO

O O: If you are using some VPN services (such as tinc) consider that they might not be available throughout the

upgrade process. Please see Prepare for downtime on services.

ooodobooooboobo0obo0o0boo0bob0o0b0ooDbO0odDbscreen00oooooooogonO
gobooooobooooboooboooooooobo0obobooooboooboooooOooboOooobooo
gbobooobooobooboooobooboboooboobooboobooOooboooboobooobooon

micro-evtd 1 000000000000 watchdogOD OO OODOOOOOO0O0O0OO0OOOOODOOODODOO
000 watchdogO OO OUOOOOOOODOOODOOOODOOODOOODOODOODOODOODOOOO
goo:

# service micro-evtd stop

# /usr/sbin/microapl -a system_set_watchdog off

4.2 "OO"O Debian 0O 00000

o00o0ooDo0o000oooDoo0o0ooobODoO0o"™oD"00DbO0Ob DebianODOOOOODDODOOO
UO0o0ob0OoO0OoAPTOODOO bookworm OO O OOOOODOOOOOOOCODODOOODOODOOOOOO
oboboooboooboooboooobobooboobooobooOooooooboooboooboOoooooon
gobooooooooooobobooooboobooboooobooooboobo

APTOODOODODOOODODOOODODOODOODOODOODOOODOODDOODOOOOODOODOOO
00 /etc/apt/sources.list OO OO /etc/apt/sources.list.d/ 000 0000O0O0OOOOOOOO0O
00000000000 sourceslistS ) DD OO00O0OODOOOOOOOOOODONO source-list0O0O0OO
00000000 000oo0ooDo0obO0o0obO0o0oo0oooooooooooboOoooa

4.2.1 Debian 12 (bookworm) D 0 OO0 000000

12 (bookworm) D0 0000000000000 OO0O0DOO0O0O0ODO0Debian00O0O00OOOOOOODOO
googooooo:

$ cat /etc/debian_version

Please follow the instructions in the Release Notes for Debian 12 at https://www.debian.org/releases/bookworm/
releasenotes to upgrade to Debian 12 first if needed.

14 O 4 0 Debian 12 (bookworm) D 0 0 OO OO QO OO
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422 000000000 OO0OOODOODOODOOOO

This procedure assumes your system has been updated to the latest point release of bookworm. If you have not

done this or are unsure, follow the instructions in bookworm 0 O O OO O OO OO O O,

4.2.3 Debian Backports

Debian Backports allows users of Debian stable to run more up-to-date versions of packages (with some tradeoffs
in testing and security support). The Debian Backports Team maintains a subset of packages from the next Debian

release, adjusted and recompiled for usage on the current Debian stable release.

bookworm-backports 0 OO0 OO0 0000000 wixieOOOOOOOOOODOOOOOOOOOOOO0O0OO
oboooboooboooboobooDoOoooooog"0obDO"bookwormOOOOODOOODOOODO trixie
ooboooboooboobooob0ooboooo0obOo0booO0o0obDbOOob0OOODO backports O
gbooooboobooboboooobooooboooooobooog

0O O : While regular Debian Backports are supported, there is no clean upgrade path from sloppy backports

(which use APT source-list entries referencing bookworm-backports-sloppy).

As with Unofficial sources, users are advised to remove "bookworm-backports" entries from their APT source-list
files before the upgrade. After it is completed, they may consider adding "trixie-backports" (see https://backports.

debian.org/Instructions/).

For more information, consult the Backports Wiki page.

424 O00000O0OOODOOODOO

You should make sure the package database is ready before proceeding with the upgrade. If you are a user of another
package manager like aptitude or synaptic, review any pending actions. A package scheduled for installation or
removal might interfere with the upgrade procedure. Note that correcting this is only possible if your APT source-
list files still point to "bookworm" and not to "stable" or "trixie"; see APT source-list 0 0 OO OO0 OO,

425 000000000O00OOOO

It is a good idea to remove obsolete packages from your system before upgrading. They may introduce complica-

tions during the upgrade process, and can present security risks as they are no longer maintained.
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426 DebianO D OO0 00000000 OOO

Debian OO0 0000000000000 O0O0O0O0O0O aptO00 apt-forktracerJ00O0O 200000
obobooooobD 100% 0000000b0oboboobo0 @:apt000ooboobOob0oboboon
O000000 Debian 00000000000 OO0OOOO0OODOOODOODOOOOOOOOOO)O

$ apt list '?narrow(?installed, ?not(?origin(Debian)))’

$ apt-forktracer | sort

427 000000O00DOOOODODOOO

A previous upgrade may have left unused copies of configuration files; old versions of configuration files, versions
supplied by the package maintainers, etc. Removing leftover files from previous upgrades can avoid confusion.

Find such leftover files with:

v v

# find /etc -name '*.dpkg-*' -o -name '*.ucf-*' -o -name '*.merge-error'

4.2.8 non-free J 0 000 00O O non-free-firmware 0 OO0 000

If you have non-free firmware installed it is recommended to add non-free-firmware to your APT sources-list.

4.2.9 proposed-updates [ (1[0 0[O

APT source-list 1 0 0 O 0O proposed-updates D0 0000000000000 O0O0O0OOOOCOOOO
gboboboboaoboooboobuoobobobobboboobooboobuooboboooboaoboa
googoobooon

4210 0O0OO00DOOO

00000 DebianOOOOOOOO0OO0OOO0OOO0DOOODOOOOOOOOO0ODOOODOOOOOOOOOO
oooobooboob00obooobo0obobobo0obD0oob00oDO0o0oDOn APT source-list DD OO0
Debian OO0 0O00O0000000O0DODDOOOOOO0OO0O0O0000O0O0ODODODOODODOOO trixie
oboooboobO0ooooboobobobooboooboobOOobooODbebianODO0O0O0O0OO0OO0OOOODOOO
oboooooooboooooobobn

Some users may have unofficial backported "newer" versions of packages that are in Debian installed on their
bookworm system. Such packages are most likely to cause problems during an upgrade as they may result in file
conflicts*. Possible issues during upgrade has some information on how to deal with file conflicts if they should

occur.

4Debian 000000000000 DOODOODOODOODOODONOOOOODONODONOONDONODONOOODO0ONONONO0NOn
gooooOooooOoOo0oooOo0oO0oooOoOoO0oooOoOoOoOooooon
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4211 APTO pin0 0000000

0oo00o0oOooOoOO0o0ODOO0o0oDoOoooOOoooOOoooOO0o@obooobO)yooooooOoooOoooad APT
0dodo0oOo0oDoooOdooooodoodooooDoooooooooDoooooooDoooooonoa
O 0O(/etc/apt/preferences OO0 O /etc/apt/preferences.d/ 00 000O00OO0O)APTO pinO OO
0000000000000 0OD0OU0ODOAPTO pin00000D0ODOO0ODOOODODO Oapt_preferences(5)
oooooo

4212 gpgv 00000000000 O0000000
APTO wixie OO DD DODODODODODOOODOOOOOODODODODO gpgvOODODO0O 20000000000

epgvl 00 00000ODODODOOOOOOOOO00OOOOO0O0O0OOODOOOODDODODOOODODDOOOO
gboogoboobgooobobooboboboobobobobobobooboboobobobon:

# apt install gpgv

4213 00000O0OO0ODOOOOOOO

ooooooooboooboobooobooboboooboobooooooobooobooobooooobooooo
gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
(Half-Installed) 0000000000000 (Failed-Config)JODOOOO0O0O00O0DDOOOOOOOOO
ooo:

$ dpkg --audit

aptitude 00000000 O0O0OCODOOOOCOOODOOOOCOOODOOOOOOOOOOOODOOO

$ dpkg -1 | pager

goo

Tt

# dpkg --get-selections > ~/curr-pkgs.txt

gobobodab aetbdbodgnboooogn

# apt list --installed > ~/curr-pkgs.txt

oboobooobooooooo hedOObO0OO0OOO0OO0ODOOO0OOOOOOOOCODOOODOOODOOOOOO
obooooobD hdODODOOO0OO0OODOOOOOODOOOOODOD

$ apt-mark showhold

goboboooooooobbobooooooobobOooooo0ooobooooooobobooO0gOn epoch
oboooooboobooobooboboooboobooooobob heldOODOOOOODOOOOODOOOOO

apt 0000000 "hold"OO0OO0D0OOOOODOODOOODODOOODOOOOOO
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# apt-mark hold package_name

Replace hold with unhold to unset the "hold" state.

If there is anything you need to fix, it is best to make sure your APT source-list files still refer to bookworm as
explained in APT source-list 0 00000000,

4.3 APT source-listC 00000

0000000000000 0APT O source-list 0 000 (/etc/apt/sources.list OO0 /etc/apt/
sources.list.d/ 0000000 ) 0O |RELEASENAME| O OJ OO O |[OLDRELEASENAME | O OO OO OO0O
ooooo

APT will consider all packages that can be found via any configured archive, and install the package with the
highest version number, giving priority to the first entry in the files. Thus, if you have multiple mirror locations,
list first the ones on local hard disks, then CD-ROMs, and then remote mirrors.

non

A release can often be referred to both by its codename (e.g. "bookworm", "trixie") and by its status name (i.e.
"oldstable", "stable", "testing", "unstable"). Referring to a release by its codename has the advantage that you will
never be surprised by a new release and for this reason is the approach taken here. It does of course mean that you
will have to watch out for release announcements yourself. If you use the status name instead, you will just see

loads of updates for packages available as soon as a release has happened.

Debian O ODebian DD OO0 O0O00O00O0O00O000OO0O0ODOOODOOODOOOOOOO 20000000
gboooooboboooooboon:

* By subscribing to the Debian announcement mailing list, you will receive a notification every time Debian

makes a new release. Such as when "trixie" changes from e.g. "testing" to "stable".

* By subscribing to the Debian security announcement mailing list, you will receive a notification every time

Debian publishes a security announcement.

431 APTOO0ODODOOODOOOOOOO

goboooooooooooooooooooooboooooobooOoooobooOooobobooooobooooon
00000000000 Debian APTCONOODOODOOOODOO APTOOOOOODOODOOOOOOO
oboooobooooboooo0ooboooboob0oobogDbo DbebianOOO0DOOODOOODOODOOOO
bobooboobooboooboobooboobooooboobooooobooboOooboAPTOOODOOO
CDNOOOOOooOooooboobooooboboooog

CONUOOOD0OO0OO0O0oOOoDbooooD APTOODOODOOODOO0DOO0 10000000000 (maind
contrib00000000OO0OO0O0):

deb https://deb.debian.org/debian trixie main contrib
0000000000000 "deb" 000000000000 BUOOOOOOOOODOOOOOO

gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooooboobooooboooon
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Debian mirror addresses can be found at https://www.debian.org/mirror/list.

00000000000 DebianOO0O0O http://mirrors.kernel.org 00 0000000000000
00000000000 0000000000oO0o0 00000 oO 000000 oooOooOoooOoa

http://mirrors.kernel.org/debian/dists/trixie/main/. ..
http://mirrors.kernel.org/debian/dists/trixie/contrib/...

oooboobOobOobOoDOo APTOOODOODOODOOOOO 1IDODOODOO0OOD0O0 (HO00main0O
contribO0000O00O0O0OO0OO0O):

deb http://mirrors.kernel.org/debian trixie main contrib

"dists" 000000000000 000000O0DOOOO00O00000O0oOoODOOOO0O0O0O0Oooooo
gbooooboooooboooooooo

gboboboboobooboobuooboobobbobooobooboobooboboaboo

432 APTOOODODOOODOOOOOOO
HTTPOOOOOOOOOOOOODOOODOOOOOO0OOO0OO0O@OObOOONFSODOOoDOoobog)oo
O000000000APTsource-list 00000000000 O0O0O0OO0OOOOOO

gbooobobgboobd /var/local/debian/ 000000 O0O0OOOOO0O0O0OODOODOOOOO
gooooao

/var/local/debian/dists/trixie/main/...
/var/local/debian/dists/trixie/contrib/...

O0D0 apt0000000ODODO0O sources.list00O000O00O0O0OO
deb file:/var/local/debian trixie main contrib

"dists"000000D000C0O0O0000O000O0ODOOOO00000O0OODOOO0O0O0O0O0O00oO0oo
gboooooboooooboooooooon

000000000000 O0APTsource-list 000000000000 O0OO0OODOODOODOODOOO
Ud@@oobobooooobooooo

433 APTOOOOOOOOOOODO

DVD (U CDOBlu-ray 0O D0) OO O00OD0OOO0OO0OO0ODOODO APTsource-listD0 00000000
ooooooboooobob»noboobobooooobooogooo

CD-ROMOOOOOO0OO00DODOO /media/cdromJ00000000D0DOOO0O0O0ODO /etc/fstab
obooobooobOoboooboobobonogd /dev/sr0O CD-ROMOOOOODOO /etc/fstab0 000
goooboooobooo

/dev/sr® /media/cdrom auto noauto,ro 0 O
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04000000 ncauto,ro0 00000000 0O0O0O0OCODOOOOOOOO

oboobooboobobooboobooooocecbboobooboboobooboooooboonoo

# mount /media/cdrom # this will mount the CD to the mount point
# ls -alF /media/cdrom # this should show the CD's root directory
# umount /media/cdrom  # this will unmount the CD

googooboood

# apt-cdrom add

0 0ODebian Binary CD-ROM OO 0000000000 OCOOOOO CDOOOOOOOO ApTODOOO
oooooooooboo

44 DO 00O0D0OOO0OODOOO

Oo0oo0O0O0OD0O0O00000000 apt000000 Debian 0000000000 D0ODOOOOOOOO

gbd: aptdbgobgoboobgobgbobooboboobbooboobboobooboooboabod
gbooooboooobooboooobOobn apt-get00o0oooan

oboobooboboooooooboobo@uboboobo0o0obobo0 /usr0000000O0) 0O read-write
gobobooobooboobooboobobboobooboobooboobobooooboo

# mount -o remount,rw /mountpoint

O 00O(/etc/apt/sources.list 0 /etc/apt/sources.list.d/000000000)APTOOOOOO
000 "tixie" O "stable" 000 0000000000000 O0O0O0O0O0O0OOODOODODOOOObookworm
0o0o0oo0o0oooooooooooooooog

O0: CO-ROMUOOOODO "wnstable" OO0 000000000 ODOOODOOOOOOOODOOODOOO
ooooooooDoo*0o0ooo=*o

441 0OO0O0O0OO0OO

gboooooboooboodgbod/usr/bin/script00000000O0O0O0OOOOOOOOOOOO
gbooooboooobooboooobobooooobooooobooboooobOobooooooboon
oboooobooooboobooooboboooooboooooboOobobooobobooooooboon
goooooooo

# script -t 2>~/upgrade-trixie-step.time -a ~/upgrade-trixie-step.script
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or similar. If you have to rerun the typescript (e.g. if you have to reboot the system) use different step values to
indicate which step of the upgrade you are logging. Do not put the typescript file in a temporary directory such as

/tmp or /var/tmp (files in those directories may be deleted during the upgrade or during any restart).

The typescript will also allow you to review information that has scrolled off-screen. If you are at the system's
console, just switch to VT2 (using A1t+F2) and, after logging in, use

# less -R ~root/upgrade-trixie.script
to view the file.
00000000000 script000000O0O0DO0O000000 exit0O0O0QoooOOOOd

apt 0 /var/log/apt/history.log0 0000000000 0OO0O0OO /var/log/apt/term.log 000
O00oO00oOooooo

script 0 0000000000000 O00O0D00DO0OO scriptreplay000000000000O
goooboooobooo

# scriptreplay ~/upgrade-trixie-step.time ~/upgrade-trixie-step.script

442 0 0000O0OOODOO

goboobooobooboobooboobobbobooboobooboboboboboobobooboo
gbooooboooood

# apt update

O0¢: aptsecure 0000 aptituded apt-get 000000000000 DOOODOOODOOODOOOO
apt-get U 0 O O apt-get update --allow-releaseinfo-change 0O OO OOOODOOO

443 000000O00DODOO0ODODOOOOOOOOOODODOO

You have to make sure before upgrading your system that you will have sufficient hard disk space when you start
the full system upgrade described in Upgrading the system. First, any package needed for installation that is fetched
from the network is stored in /var/cache/apt/archives (and the partial/ subdirectory, during download), so
you must make sure you have enough space on the file system partition that holds /var/ to temporarily download
the packages that will be installed in your system. After the download, you will probably need more space in other
file system partitions in order to both install upgraded packages (which might contain bigger binaries or more data)
and new packages that will be pulled in for the upgrade. If your system does not have sufficient space you might

end up with an incomplete upgrade that is difficult to recover from.

aptodboodgbobooboboobboobobobobobobobobooboobuooboobooboaonoa
goboboobooboobooboobobbooboobooon
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# apt -o APT::Get::Trivial-Only=true full-upgrade

[ ... 1]

XXX upgraded, XXX newly installed, XXX to remove and XXX not upgraded.
Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

O O : Running this command at the beginning of the upgrade process may give an error, for the reasons described
in the next sections. In that case you will need to wait until you've done the minimal system upgrade as in Minimal

system upgrade before running this command to estimate the disk space.

gobgboooboooboobuoobuoobobbteptdbogboobobobobbooboabg

E: You don't have enough free space in /var/cache/apt/archives/.

gobooooboooooooooooooooboboooooooboooooobooooooooboooooooonn

s 000000000000 (/var/cache/apt/archives )OO ODOO0OO0OOOOOOOOOO
OOapt cleanO0 O OO0 O00000O0OO0OOOOOOOODOOOODDODOOOOOOOOOOOO
Joddoooooooooon

- J0D000D000DO0O0OD0O0ODOOObOOOObeckwormOOOODODOOOD0OOODOOODOOODOO
U0 aptitude apt 0000000000000 O0DOOOOOOODOOOOOOOOOOOOOO
obooboooboooobooooboooboobooobooooboobbooooOoooboooobooaoon
obobooboobooooooooboooobooboboboboboboboooooooooooo
ooboboboboobooboooobooooboooboobobobooDooDooobooooobooo
gboboobOobooooboboobooboboooooboboooboobooboooboOoboog:

# apt autoremove

00000o0oOoO0ObDOO0O00000deborphan O debfosterOcruft 1000 O0O0O0O0OOOOO0O
000000DO00o00o00o00o0bD0obOO0oooDooDoooOOob0ob0obOobOOooooDooDoog
000o0oDOoo0o0oo0o00o0o0bOobO0obOOooDooo0bO0obO0ObOobOobOOooDODOooDooDoonoa
0 @doobooooopoooo)yboooOoooOooDooooooooooooag

* Remove packages that take up too much space and are not currently needed (you can always reinstall them
after the upgrade). If you have popularity-contest installed, you can use popcon-largest-unused to list
the packages you do not use that occupy the most space. You can find the packages that just take up the most
disk space with dpigs (available in the debian-goodies package) or with wajig (running wajig size).
They can also be found with aptitude. Start aptitude in full-terminal mode, select Views > New Flat
Package List, press 1 and enter ~i, then press S and enter ~installsize. This will give you a handy

list to work with.

000000000 0DOOO0ODO0OO0ODOOOODOOOO0DO]localepurgeJ 000000
gbobobobooboooooboooooobobooooboboboboboooboooooooooo
000000000 /usr/share/locale 000000000000 OO0OOO0OOODO

e /var/log/ 00000000 ODO0OOOODOODOOOOODODOOODOODOOOODODOO
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e 00O /var/cache/apt/archives U0 0O OOUOOOOOO0OO0O0O0O0OO0OODOO (USBOODOO
obooobooooobooobooboooooboobooboooboooboooboOo)yoboooooo
oboooboobooooobooooooboobooonog

obO: O0O0obOO0obOobooooooobOob0oboobooboooooboobOoNFsSOoooooono
oooooooo

0000 /media/usbkey D0 OOOO00O0O0 USBOOOOOOOOOOOOODOOO

. 0boo0ooooooobooboboooobooboooobooooDOoDbo

# apt clean

2. 000000 /var/cache/apt/archives00USBOOOOOOOOOOOO

# cp -ax /var/cache/apt/archives /media/usbkey/

j.gbooboboboooobooooboboooboobooboobOobooobogon

# mount --bind /media/usbkey/archives /var/cache/apt/archives

4. 0000000000000 /var/cache/apt/archivesO0 OO0 O00O0O0O0OOOO0O

# umount /var/cache/apt/archives

5. 00000 /media/usbkey/archives OO OOOMO

gboboboooooooboobobobobobobobooooboboboboboboboonog
gbooooood

* Do aminimal upgrade of the system (see Minimal system upgrade) or partial upgrades of the system followed
by a full upgrade. This will make it possible to upgrade the system partially, and allow you to clean the
package cache before the full upgrade.

00000000 00b00obO0onOOo0oo0O000APTsource-list 000000000 ODODOODOOOOO
APT source-list O OO0 bookworm OO D ODOO0OOOD0OOO0OOODOODOOOOODOOO

444 00O00D0O0O0OOO

apt 0000000000000 0O000OO0O0OOO0OO0bOOO0bOOOobOOOOOOobOOoOobOoOoOoon

gobobooboobooobooboobobobobbobooobooboobooboboobooboooboa
O0000000000ODebianD00Omonit 0000000000000 0OO
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445 00 00000O0O0OOOOOO

In some cases, doing the full upgrade (as described below) directly might remove large numbers of packages that
you will want to keep. We therefore recommend a two-part upgrade process: first a minimal upgrade to overcome

these conflicts, then a full upgrade as described in Upgrading the system.

obooooobooboooooboboooboobobooonog

# apt upgrade --without-new-pkgs

gboooobooooboobooooboboooooboooboobobooooboboooobooboon
gboooooboboooooboooobooboooonog

goobgoboooboooboobooboobobboobooboobooboobobooobobooboo
gbooboobooooboooo

If the apt-listchanges package is installed, it will (in its default configuration) show important information about
upgraded packages in a pager after downloading the packages. Press q after reading to exit the pager and continue
the upgrade.

446 D0O0O0D0OOOODOOO

goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gobobooboooboogo

# apt full-upgrade

goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo
gbooob@oooboobooooboooobooooobooobooobooono)yobooboooao
gboooobooboooboboooooboooooaon

Ch/OVD/BDOOOD0OOOODOOO0OOOOODOOO0OOOODOODOObOOOODODOobOobOOOOODO
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
oboooobobooboobooboooobobooooboobooooobooooooboooooon

New versions of currently installed packages that cannot be upgraded without changing the install status of another
package will be left at their current version (displayed as "held back"). This can be resolved by either using

aptitude to choose these packages for installation or by trying apt install package.
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45 D00 O0O0oboooooo

gbbo0b00DwixieOOOODODOOOODODOOOODODODODOOOOODOOOOOODOOOoOOO0OO

451 0000000 O0ODOoO0OoOOd fulllupgrade O OO OO

apt full-upgrade D0 00000000 ODOOOOODOODOOOOODOOO

E: Could not perform immediate configuration on 'package'. Please see man 5 apt.conf.
—under APT::Immediate-Configure for details.

Oodoooboobooboooo0boo0dbOodooon  apt full-upgrade -o
APT: :Immediate-Configure= 0000000000000 0OOOODODOOOOOOOO

ooo0o0O0o0o0ooobooo0oooo0nOObookworm O trixie 0O OOOOO0OOOOO sources.list
00000 apt update OO OOO0OOO0OODOOO

452 00000O0O0O0ODOOOOO

The upgrade process to trixie might ask for the removal of packages on the system. The precise list of packages will
vary depending on the set of packages that you have installed. These release notes give general advice on these
removals, but if in doubt, it is recommended that you examine the package removals proposed by each method

before proceeding. For more information about packages obsoleted in trixie, see Obsolete packages.

4.5.3 00 (Conflicts) DO OO O OO0 (Pre-Depends) 00 00O

0000000000000 0000o0o0O0OoOdAPT O APT: :Force-LoopBreak OO O OO OO
000000000000 00000000000000000000000000 aptd0bOOoooOond
0000000000000 000Deptd00 000000 0OO0DOOO -o APT: :Force-LoopBreak=1
dooooooooooooooooon

gbooboobooboooboobobooooooooboboobOoboboobooobooboobOobooboaon
gboooobdbeptO0ObOOO0OOOOOn

# dpkg --remove package_name

gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo

# apt -f install
# dpkg --configure --pending

gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo
good
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# dpkg --install /path/to/package_name.deb

454 0000000

"O0"0 boockworm OO OOOOO0OODOOO0OOOOO0ODOOOOODOOOOODOOOOODOOOCOOO
goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gobogooooboooboooboog:

Unpacking <package-foo> (from <package-foo-file>)

dpkg: error processing <package-foo> (--install):

trying to overwrite “<some-file-name>',

which is also in package <package-bar>

dpkg-deb: subprocess paste killed by signal (Broken pipe)
Errors were encountered while processing:

<package-foo>

You can try to solve a file conflict by forcibly removing the package mentioned on the last line of the error message:

# dpkg -r --force-depends package_name

gobobooboobuoobdu aptgbobboobooboobooboobobbobbo

455 00000

oooooooooobobbo0o0o0o00oooooboobooooooooooooboobooDoDbODbDn /ete/init.d
0000000 /ete/manpath.configOD OO ODOODOOO0OOOOODOODOOOOOOODOODODOO
gbobobobooboooooooboooobobobOon Zyes"OOODOODODODODODOODOO
obo0o0Og .dpkg-oldO00OO0O00O00DOO0O0OODOOOCOCOOODOOOOCODOOOOOOOOOOO

goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo
booooobooobOdepescrippd 0000000000000 O0OO0O0OO0OOOOOOOOOO
gbooooooboooooooobo

456 D 0000O0O0OODOOODODOOO

oooooooboooooboobooooboboooooboooooDoboooobobobooooDboo
gbooooboooobooboooobobooooobooooobooboooobOobooooooboon
oboooobooooboobooooboboooooboooooboOobobooobobooooooboon
goooooooo

To recover the console where the upgrade was running you will have to use Ctrl+Alt+F1 (if in the graphical
startup screen) or A1t+F1 (if in the local text-mode console) to switch back to the virtual terminal 1. Replace F1
with the function key with the same number as the virtual terminal the upgrade was running in. You can also use
Alt+Left Arrow or Alt+Right Arrow to switch between the different text-mode terminals.
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46 10000000 OO0ODODOODOOODOO

This section explains how to upgrade your kernel and identifies potential issues related to this upgrade. You can

either install one of the linux-image-* packages provided by Debian, or compile a customized kernel from source.

oddooooooooboooooboboboDO0 DebianDO0O0O00000000000OO initramfs-
toolsO udev 0 00O DO0O0OO0O00000D0DODOOOO0DODOOOOO0O00O0DDODOMmidODO0N
obooooooooobOoobO0oobo0ooboobbodmied000000D0OO0ODOOOOOOOOOO
goboboaobooboobuooboobobbooboobooboobaon

461 0 0000O0O0O0ODODOOODODOOOOO

When you full-upgrade from bookworm to trixie, it is strongly recommended that you install a linux-image-*
metapackage, if you have not done so before. These metapackages will automatically pull in a newer version of

the kernel during upgrades. You can verify whether you have one installed by running:

$ dpkg -1 'linux-image*' | grep *ii | grep -i meta

000b00o0O0oO00o0b00n00Dn linux-imageJO0O0000O00O0O0O0O0O0O0DO0ODOODO O linux-image O
oobooobbooobo0ooboobo0oDoobooDboog linux-imageDO0O00O0OO0O0OD0OOODOOO
gbooooboooooogon:

$ apt-cache search linux-image- | grep -i meta | grep -v transition

If you are unsure about which package to select, run uname -r and look for a package with a similar name. For
example, if you see "4.9.0-8-amd64", it is recommended that you install linux-image-amd64. You may also use

apt to see a long description of each package in order to help choose the best one available. For example:

$ apt show linux-image-amd64

You should then use apt install to install it. Once this new kernel is installed you should reboot at the next
available opportunity to get the benefits provided by the new kernel version. However, please have a look at [] [
J0000b00oOobOoOooOdOoOd before performing the first reboot after the upgrade.

O0000b0oboO0odODebian DOODOODO0OOOOODOODODODODODOOOOOOOOODOOO
linux-source 00 0000000000000 00000000O0O0O0O0O0OOOOOOOOOOOOOO
0000000000 MakefileOO deb-pkg0 0000000000 OOOONODOOODebian Linux 0 [
O0000000 00000 Odebian-kernel-handbook D 0000000000 OO0O

00000O0bO000O0bO000O0b0o0o0OO0bDO00O00DO full-upgraded O OOOODOOODOO
gooboooooboboboboooooooobobobobooooobOobobOobobDonooboog
Minimal systemupgrade 0 00 0000000000000 0O0O00O0O0O0OOO0OO0OOOOOODOOO0ONO
ooogono
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4.7 DDOO00O0O0OOO0OO

gbooooboboooboboooobobooooobooooboobooonog

* Remove newly redundant or obsolete packages as described in Make sure you have sufficient space for the
upgrade and Obsolete packages. You should review which configuration files they use and consider purging

the packages to remove their configuration files. See also Purging removed packages.

471 0000000 ODOOODOOO

ooooobobobooooooooobono purgey0obobobobOoboOobDOobDOooOooooo
000 @O0Obookworm DO OOOOO0O0O0)ODODOOODOOOOOODOOOOODODDOOOO
gbooboooboooboobooboooboobooboobobooboooobooboob0ob00O0d initd
oboooobooboooboooooobooog

O0: 0000000000 (purgeyJOO0OO0OO00OO0OOOOOOOOOOOOOOOOOODOOOO
goooboboooboobooboobooboboo

000000000000 00DooDo00D0oo00ooooOoooooOooDo@WooDoo)yooao
Oo0:

$ apt list '~c

apt purgeJ 000000000000 ODOOO0OOOOOOOOOOCOOOOOODOOOOODOOODOO
obooooobooooooo:

# apt purge '~c'

48 10000 0OOOOODOOOO

trixie OO O0DO00O0O0O0OD0OOO0OOO0DOOOOObookworm OO0 O00O0O0ODOOOOODOOODOO
gbooooboooobooboooobobooooobooobooobooboooobobooooooboon
oboooooobOoobo0ooboobOo0bo0obo0ob0oobO0dDebianO000O0O0OOOO DO O trixie
0000000000 10000000000000000000°00000000000000000
gboobooboooboobobooooboooobooooooobooooobooboooooboon

There are many reasons why packages might have been removed from the distribution: they are no longer main-
tained upstream; there is no longer a Debian Developer interested in maintaining the packages; the functionality
they provide has been superseded by different software (or a new version); or they are no longer considered suitable

for trixie due to bugs in them. In the latter case, packages might still be present in the "unstable" distribution.

"Obsolete and Locally Created Packages" can be listed and purged from the commandline with:

0000010000000000000000000000000000000000D0000000000 2000000
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$ apt list '~o

# apt purge '~0

Debian 0000000 OOOOO0OO0ODOOOOOOOOOOOOOOOODOOODOOOOOO0OO0O0
00o0o0obooooooooon fipdebianorg DO DO OO0 ODODODOO0O0OOOODOOODOOODOOO
gboboooooao

trixie0OOOO0OOD0OO0O0O0OO0O0O0O0O0O0O0O00O000O0000000O000 bOoO0oOoOoDbO0ooOn

481 0 0O00OO0OOODOO

bookworm OO 000000000000 wixieOODODOOOOOOODODOOOOOOOO0OOODODOO
booooboooobooooboboooooboooobooooboobooooOo10o00oboOoon
ooboooobooooooboooobooobooobooOoooboboOooboooboboooboooooooon
goooooobooooboobooogobobooooobooboooboboooobobobooobooDboo
gbooobooboooooboobooooboboooooboboooooboooooan

(oboooobooobh)ooooboooooboooobooooboooobooooboooobooooboboOooobo
goooooobooooboobooogobobooooobooboooboboooobobobooobooDboo
oooooooot"ooo"oooboboooobbooooooooooooooooooboooooooooog
gbboobooobooboboooboooboooboOoonbddeborphan --guess-*0 0000000
ooooooooon @: --guess-dummy)D 0 000000000 O0DOOOOOOOOOOOOOOO
gooooooboooooboobooogoboboooooboobooboboooobobobooobooDboo
gbooboobobooooobobooobobooooonog
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SO trixie U 000000

gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooooboooobooboooobobooooobooooobooboooobooboooooobon
gobooooobooboooooboboobo oboboboobooboboooooboboooooon

5A trixieOOODOODODODODODOODODOO

00000 bookworm O O trixie DO DO O0OOOOODOOO0OOODOOOOOOODOO

5.1.1 openssh-server no longer reads ~/.pam_environment

The Secure Shell (SSH) daemon provided in the openssh-server package, which allows logins from remote sys-
tems, no longer reads the user's ~/.pam_environment file by default; this feature has a history of security prob-
lems and has been deprecated in current versions of the Pluggable Authentication Modules (PAM) library. If you
used this feature, you should switch from setting variables in ~/.pam_environment to setting them in your shell

initialization files (e.g. ~/.bash_profile or ~/.bashrc) or some other similar mechanism instead.

Existing SSH connections will not be affected, but new connections may behave differently after the upgrade. If
you are upgrading remotely, it is normally a good idea to ensure that you have some other way to log into the system

before starting the upgrade; see [1 [J [J [1 [J .

5.1.2 OpenSSH no longer supports DSA keys

Digital Signature Algorithm (DSA) keys, as specified in the Secure Shell (SSH) protocol, are inherently weak:
they are limited to 160-bit private keys and the SHA-1 digest. The SSH implementation provided by the openssh-
client and openssh-server packages has disabled support for DSA keys by default since OpenSSH 7.0pl in
2015, released with Debian 9 ("stretch"), although it could still be enabled using the HostKeyAlgorithms and
PubkeyAcceptedAlgorithms configuration options for host and user keys respectively.

The only remaining uses of DSA at this point should be connecting to some very old devices. For all other purposes,
the other key types supported by OpenSSH (RSA, ECDSA, and Ed25519) are superior.

As of OpenSSH 9.8p1 in trixie, DSA keys are no longer supported even with the above configuration options. If
you have a device that you can only connect to using DSA, then you can use the ssh1 command provided by the

openssh-client-ssh1 package to do so.

In the unlikely event that you are still using DSA keys to connect to a Debian server (if you are unsure, you can

check by adding the -v option to the ssh command line you use to connect to that server and looking for the


https://bugs.debian.org/1030119
https://bugs.debian.org/1030119
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"Server accepts key:" line), then you must generate replacement keys before upgrading. For example, to generate a
new Ed25519 key and enable logins to a server using it, run this on the client, replacing username@server with

the appropriate user and host names:

$ ssh-keygen -t ed25519
$ ssh-copy-id username@server

52 0000000000000D00O00DOODO

apt full-upgrade 00O 0OOO0OO0ODO"OO"ODDOO00O0D0O00O00O000D0O00wixieOOODOOO
gobobooboobooboobobbobboobooboooboon

521 000000O00DOOOODODOOO

522 00000O0O0O0DODOOODOOOOOO

Debian DO OO0O0DO0OOO0O0O0O0DODOOOOOODOOOOOODOOOOOODOOOOOODOO
obooooooboooooboboooooboooooaoon

O00: debian-security-support 10 0 0000000000000 D0O0OO0OODODOOOOOOOODOOO
gooooooooooboag

gobobbooboobuoobuoobuoobobboboobooobaoba

Debian 130 0000000000000 000O0DOOO0O0O0O0OO0OODODOOOO0O0OOOOOODOO
obooboobOooooboooboooboOuwsteam 0 O0OO000000O0O0O0O0OOOOOCOOOOOO
obooooobooboobooboooobobooooobooboobooboooobobobooobooboon
ooooooobooooooboooobobooooobooboobooboooobobobooooDboo
O00000Owebkit2gtk 0D DOD0O000000000O0D00COO0O (D:epiphany) 0000000
000000000 O gtwebkit (qtwebkit-opensource-srce D 0 00 0000)0000000O00O000O0O
oboooooboooboobobooooon

O00000ooooD0o0O0O000000 FirefoxDOO ChromivomOOOO000000000OO0OOO
OESROO0OO0OOCO0O0OOO000ODODO0O00D0O0OO0000000 ThunderbirdOOOODOOOO

U000d0b0Od oldstableD OO OOOOODOOOOOODOOODOOODOOODOOOOOOOOOOOO
00000000000 000D0OChromium O oldstableDO0OD0ODO 1200 D000 6000000
gboooooobooooooo

32 050 trixieODOODOOODO




Release-Notes for Debian 13 (trixie)

GoUUO RustOOOOOOOOOOO

O00Debian 000000000 DOOO0ODOOOOOOO0DOOOODOOOODOOODOOODO0OOGoO
U0 Rest00O0000O00OO0O0OO0OOCODOODOOOOOOODOODOOOOOOODOODOODOOOOOn
gbooooboooooboooooooo

00000000 GoOUOOOD RustdOOODOOO0OODOOODOOODOOOODOODODOOODOO
googooo

53 0000000000000 000O0O0

531 0000000 OoOoUoOooOooOoO
0000000000 oDOooDOooDO0o000oooooo0o0o0 @oO0DOoD0 000D ooDooDOooo
oo oo
00000000000 000o0o00oo0oo0oa:
¢ To be added, as below:

e libnss-ldap D0 0000 wixie OO OOOODOOOOODOODO libnss-ldapd O O O O libnss-sss O
ooooooooooogo

532 trixieD D DOOUOODODOODOOOOO

000000000 Debian14 (000000 forky) DO00OO0O000O0D0OO0O0O0OOCOOOOOOOM4000
gboooooboooobooboboooobooogooboooooobooooDbooo

Jooooooooooooono:
¢ To be added, as below:

 NSSOOUODO gwname DO OO 20150 0000000000000 0O libnss-gw-name 0 0 00
Debian OO O DODOOOO0O0O000000O00O0O0OupstreamJ 00000000 libnss-myhostname
oooooooooooo

* The openssh-client and openssh-server packages currently support GSS-API authentication and key ex-
change, which is usually used to authenticate to Kerberos services. This has caused some problems, espe-
cially on the server side where it adds new pre-authentication attack surface, and Debian's main OpenSSH

packages will therefore stop supporting it starting with forky.

If you are using GSS-API authentication or key exchange (look for options starting with GSSAPI in your
OpenSSH configuration files) then you should install the openssh-client-gssapi (on clients) or openssh-
server-gssapi (on servers) package now. On trixie, these are empty packages depending on openssh-client
and openssh-server respectively; on forky, they will be built separately.
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54 00000 DOOO

Although Debian releases when it's ready, that unfortunately doesn't mean there are no known bugs. As part of the
release process all the bugs of severity serious or higher are actively tracked by the Release Team, so an overview
of those bugs that were tagged to be ignored in the last part of releasing trixie can be found in the Debian Bug
Tracking System. The following bugs were affecting trixie at the time of the release and worth mentioning in this

document:

0O 0O |0000Q0D0 (oooo (oo

00 gooooo)

103224( akonadi-backend-mysql akonadi server fails to start since it cannot connect to mysql database

1032177 faketime faketime O (386 00 )00 000

918984 | src:fuse3 provide upgrade path fuse -> fuse3 for bookworm

1016903 g++-12 tree-vectorize: O2 000000000000 OOOO0O (-fno-
tree-vectorize 1 0 OO OO O)

1020284 git-daemon-run purge O 0 O O O : deluser -f: Unknown option: f

919296| git-daemon-run O000000D00OOO0O0 'warning: git-daemon: unable to open
supervise/ok: file does not exist'

1034752 srec:gluegen2 non-free 1 0 OO 0O0O0O
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61 0000000

Beyond these release notes and the installation guide (at https://www.debian.org/releases/trixie/installmanual) fur-
ther documentation on Debian is available from the Debian Documentation Project (DDP), whose goal is to create
high-quality documentation for Debian users and developers, such as the Debian Reference, Debian New Maintain-
ers Guide, the Debian FAQ, and many more. For full details of the existing resources see the Debian Documentation
website and the Debian Wiki.

Documentation for individual packages is installed into /usr/share/doc/package. This may include copyright

information, Debian specific details, and any upstream documentation.

6.2 000000000

Debian DO O OO0O0O00O0O0O0OOO0OOOO0DOOOOOOCOOOOOOOOOOOOOOOOOOOO0OO0
goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo
U000 Debian OO OO00O0OO00OO0O0ODOOOO0OOOO0O0OOOOO0ODODOOODOODOOODOOOO

6.21 0 0OO0OO0OOO

The mailing lists of most interest to Debian users are the debian-user list (English) and other debian-user-language
lists (for other languages). For information on these lists and details of how to subscribe see https://lists.debian.org/.

Please check the archives for answers to your question prior to posting and also adhere to standard list etiquette.

6.22 000000 ODDOOOOOO (IRC)

Debian OO ODebian OO0 DO OOO0OOOOODOODOOOO IRCOOOOO0O OFTCIRCOOOODOO
O000O0O0o000oO0o00DO0O000Db0O000D0O00 IRCOO0D000O ircdebian.org 0 0000
#debian 0 join OO OOOOO

gbobooobooboooboooboobbo0oboo0obO0oobD0oobbO0bbOO0bOoOOn Debian Wiki
gboooood

For more information on OFTC please visit the website.
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63 0000000

0000 Debian OO DODOO OSOOOOOO0O0DODOOOOOOOOOOODOOOOOODODODOOO
000000000000 000000ODebianD "OOOOOODOOO"OOODOOOODDODOOO
gbooboooboobooboooboooobooooboooooooooooboobOooobO0oO0onOO (Bug
Tracking System: BTS) D0 OO0 O0OO0OOOO BTS O https:/bugs.debian.org/ DO DO OO OO

obooooboooobooboooobobooooobooooobooboooobooboooooobon
goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo
gbooboobooobooboboooobooboooobooooobooboo

You can submit a bug report using the program reportbug or manually using e-mail. You can find out more about
the Bug Tracking System and how to use it by reading the reference documentation (available at /usr/share/

doc/debian if you have doc-debian installed) or online at the Bug Tracking System.

6.4 Debian 0 0 OO [

You do not need to be an expert to contribute to Debian. By assisting users with problems on the various user sup-
port lists you are contributing to the community. Identifying (and also solving) problems related to the development
of the distribution by participating on the development lists is also extremely helpful. To maintain Debian's high-
quality distribution, submit bugs and help developers track them down and fix them. The tool how-can-i-help
helps you to find suitable reported bugs to work on. If you have a way with words then you may want to contribute

more actively by helping to write documentation or translating existing documentation into your own language.

If you can dedicate more time, you could manage a piece of the Free Software collection within Debian. Especially
helpful is if people adopt or maintain items that people have requested for inclusion within Debian. The Work
Needing and Prospective Packages database details this information. If you have an interest in specific groups
then you may find enjoyment in contributing to some of Debian's subprojects which include ports to particular

architectures and Debian Pure Blends for specific user groups, among many others.

In any case, if you are working in the free software community in any way, as a user, programmer, writer, or
translator you are already helping the free software effort. Contributing is rewarding and fun, and as well as

allowing you to meet new people it gives you that warm fuzzy feeling inside.

36 060 DebianO DO OOOOOOO


https://bugs.debian.org/
https://bugs.debian.org/
https://lists.debian.org/
https://lists.debian.org/
https://bugs.debian.org/
https://www.debian.org/doc/vcs
https://www.debian.org/international/
https://www.debian.org/devel/wnpp/
https://www.debian.org/devel/wnpp/
https://www.debian.org/devel/#projects
https://wiki.debian.org/DebianPureBlends

37

070 0000000000 bookworm [J [ []
ooy

Ubo0d000wixieOOOOOOOOOOODO bookwormOOOOOOOOOOOOOOOOOOCOOO
gbooooobobooooobooooooboooonog

7.1 bookworm D 0000000 OoOOoO

Basically this is no different from any other upgrade of bookworm you've been doing. The only difference is that
you first need to make sure your package list still contains references to bookworm as explained in Checking your
APT source-list files.

If you upgrade your system using a Debian mirror, it will automatically be upgraded to the latest bookworm point

release.

7.2 APTsource-list0 000 OoOooong

APT source-list 0 0 O 0O (sources.list(5) 0 O0)O00O00O "stable" OO0 OO DODO0O00ODO0O0OOOOOtrixieOOOd
ooo0doo0oOo0oOoobOOo0bOOoobOOoDo0oOo0oo0obOo0oobOooobOoooooooooa
0000dooobOooooooonD aptupdateDJ 00000 00O0OOOODOO0OOOOOOOODOOO
ooooooono

trixie D OO0OOO000O00O0O0O0O0O0O0O0O0O0DO00O0000000000000 bookwormOOOODOO
gooooboooobooooboooobooboooooobooboooobooboboobbooooobooobooooo
gboobouoboooboobobooooobooooboooobobooooboOoon

As root, open the relevant APT source-list file (such as /etc/apt/sources.list) with your favorite editor, and

check all lines beginning with
e deb http:
e deb https:
e deb tor+http:
e deb tor+https:
e URIs: http:

e URIs: https:

URIs: tor+http:


https://manpages.debian.org/trixie/sources.list(5)
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* URIs: tor+https:
for a reference to "stable". If you find any, change "stable" to "bookworm".

deb file: OO0 URIs: file: 00O0ODO0OO00O0DOOO0OO00O0O0DOOOOODOOOOO bookworm
OwixieJOOOODOOOOOOODOOOOOODODOOOOOOOOooOoOOooOo

O0: deb cdrom: OO0 URIs: cdrom: OOO0OO0O0D0OOO0ODOOODOOOODOOODOODOOO
UbooobOuobooboobodid apt-cdromJ 0 0000000000000 OO000O cdrom: OOO
O "unstable" OO0 00000000 O0OOCOOO0O0OO0OOOOOCODOOOOOOOOOOOOOOOOO

gbooooboooboobobooogon

# apt update

gobooboooboooboobooboobobbo

7.3 Performing the upgrade to latest bookworm release

To upgrade all packages to the state of the latest point release for bookworm, do

# apt full-upgrade

74 00000000000 D0O0O0ODODOO0O

00000 wixieOOODOOOODODOOOODODDOOOODOOO (/etcODOOOO *.dpkg-{new,old} 00
goboo)goooboobooboobooobgoo
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